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ABSTRACT 
This paper presents a review of intrusion detection and 
prevention system. With the day by day increasing amount of 
network throughput and security threats, the study of 
intrusion detection and prevention system (IDPs) has received 
a lot of attention all through the Information Technology 
field. Today viruses, worms, and several other invading 
malicious codes and programs proliferate widely on the 
Internet. With the environment becoming increasingly hostile, 
networks are easy targets because the infection can spread 
across the network rapidly.The current IDPs posture, 
challenges are on not only the intrusion detection and 
prevention from the fake intruders, but also the throughput of 
the system and to monitor the huge network traffic. Through 
there are number of existing literatures to IDPs, we attempt to 
give a more elaborate image for a comprehensive review. In 
addition, with some tables and figures we brief in the content. 
 Keywords: Intrusion, IDPs, Misuse Detection ,Anomaly, 
Hybrid system, Stateful Protocol Analysis ,Network 
Behaviour Analysis 
1.INTRODUCTION 
Intrusions are the activities that violate the security policy 
of system. Intrusion Detection and prevention is the 
process used to identify intrusions and prevent them from 
occurring.Intrusion detection and prevention system are 
contraption that monitor network and system activities for 
malicious activity. The main function of these systems is 
to identify the malicious activity maintain a log about this 
activity and stop or block it. They simply aims to detect 
and stop attacks. 
Most IPS products strongly resemble firewalls. However, 
they usually include algorithms to perform more 
sophisticated traffic inspection and to operate at the 
application layer in addition to performing classic network 
and transport processing. James Aderson paper (1980) 
‘Computer Security Threat Monitoring and Surveillance’ 
a study outlining ways to improve computer security 
auditing and surveillance at customer sites. The original 
idea behind automated ID is often credited to him for his 
paper on “How to use accounting audit files to detect 
unauthorized access”. This ID study paved the way as a 
form of misuse detection for mainframe systems the 
concept of detecting misuse and specific user events 
merged and Dr. Dorothy Denning and SRI(1984) develop 

first model for intrusion detection, Intrusion Detection 
Expert System developed. HayStack Project (1988) at 
University Of California lab released intrusion detection 
system for US Air Forceand again commercial company 
HayStack (1989) release Stalker and UC’s Todd 
Herberlein (1990) introduced the idea of Network 
Detection System and developed Network Security 
Monitor i.e the commercial development of IDS. Sornt 
was released in 1998 and in the same year the commercial 
development of IPS was also completed and released. 
1.1 IDPS (IDS & IPS) 
Intrusion Detection Systems (IDS) passively monitor 
traffic on a network and perform more advanced checks, 
including protocol and content inspection, to determine 
indications of possible attacks [2,4-6]. 
Intrusion Prevention Systems (IPS) combine the 
functionality of IDS and firewalls, performing in-depth 
inspection and using this information to block possible 
attacks. Thus together known as Intrusion Detection and 
Prevention Systems (IDPs) which is a passive system that 
scans the traffic and block reports on threats, actively 
analyzing and taking an automated action on all traffic 
flows that enter the network. These actions specifically 
include: 
 Sending an alarm to the administrator. 
 Dropping the malicious packets. 
 Blocking traffic from the source address. 
 Resetting the connections. 

2.METHODOLOGY FOR INTRUSION 
DETECTION PREVENTION SYSTEMS 
The IDPS has a number of detection methods,   but 
prominent among all the methods are signature-based 
detection and statistical anomaly-based detection [25-27]. 
 Signature-based detection is based on dictionary of 

uniquely identifiable patterns in the code of each 
exploit and as the exploit is discovered its, signature 
is recorded and stored in the dictionary [36,40]. 

 Statistical anomaly-based detection takes the samples 
of the network traffic at random and compares them 
to the pre-calculated baseline performance level and 
when the sample is outside the parameters of the 
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baseline performance, the IDPS takes action to handle 
the situation [55-60]. 

 Stateful Protocol Analysis in this the protocol 
analyzers can natively decode application-layer 
network protocols, like HTTP or FTP. Once the 
protocols are fully decoded, the IPS analysis engine 
can evaluate different parts of the protocol for 
anomalous behavior or exploits against predetermined 
profiles[43-45]. 

 Hybrid based the most current IDPS systems use the 
hybrid methodology which is nothing but the 
combination of other methodologies to offer better 
detection and prevention capabilities. Hybrid system 
detect more intrusion then a regular one[6-8]. 

3.REVIEW ON TYPES AND TECHNIQUES 
OF IDPS 
3.1 TYPES OF IDPS 
(i).Network-based: Perform packet sniffing and analyze 
network traffic to identify and stop suspicious activities. 
Deployed inline like a network firewalls behind remote 
access server. They receives the packets, analyze them, 
and decide whether they should be permitted, and allow 
acceptable packets to pass through. Allow some attacks 
,such as network service worms, e-mail borne worms and 
viruses with easily recognizable, to be detected on 
networks before they reach their intended targets. 
Network-based products might be able to detect and stop 
some unknown threats through application protocol 
analysis. However, network-based products are generally 
not capable of stopping malicious mobile code or Trojan 
horses. 
 

 
Fig.1: Network-based Architecture 

(ii).Host-based: Are similar in principle and purpose to 
network-based , except that a host-based product monitors 
the characteristics of a single host and the events 
occurring within that host, such as monitoring network 
traffic, system logs, running processes, file access and 
modification, and system and application configuration 
changes. Host-based IDPSs are most commonly deployed 

on critical hosts such as publicly accessible servers and 
servers containing sensitive information [2,3] 

 
                  Fig.2: Host Based Architecture 
 
(iii).Network Behavior Analysis (NBA):Examines 
network traffic to identify threats that generate unusual 
traffic flows, such as denial of service (DoS) and 
distributed denial of service (DDoS) attacks, certain forms 
of malware, and policy violations. Most often deployed to 
monitor flows on an organization’s internal networks, and 
are also sometimes deployed where they can monitor flows 
between an organization’s networks and external networks 
[16,17]. 
 

 
Fig.3: Network Behaviour Analysis Architecture 

 
(iv).Wireless: Monitors wireless network traffic and 
analyzes its wireless networking protocols to identify 
suspicious activity involving the protocols themselves. 
Cannot identify suspicious activity in application. It is 
most commonly deployed within range of an 
organization’s wireless network to monitor it [15]. Thus 
Joseph G. Tront  and Randy C. Marchany [63] in 2007 
introduce listed some intrusion detection and prevention 
in mobile  
system. 
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Fig.4: Wireless System Architecture 

3.2 TECHNIQUIES 
Intrusions are the activities that breaks the security policy 
of the system, and intrusion detection is the process used 
to identify intrusions. Intrusion detection techniques have 
been traditionally classified into one of two 
methodologies: anomaly detection or misuse detection. 
Theuns Verwoerd and Ray Hunt [1] observe some recent 
security threats and explains these techniques [17]. 
 Misuse detection 

 Catch the intrusions in terms of the characteristics of 
known attacks or system vulnerabilities. 

 Integrate the human knowledge and the rules are 
predefined. 

 Cannot detect unknown attacks. 

 Anomaly detection 

 Detect any action that significantly deviates from the 
normal behavior. 

 Any action that significantly deviates from the normal 
behavior is considered intrusion. 

4. PURPOSE 
Now the question arises why Intrusion Detection System 
should be used?  
It’s a dire fact that while every enterprise has a firewall, 
most still suffer from network security problems. IT 
professionals are markedly aware of the need for 
additional protective technologies, and network equipment 
vendors are very eagerto fill in the gap [20-23]. Intrusion 
Detection and Prevention Systems have been promoted as 
cost-effective ways to block malicious traffic, to detect and 
contain worm and virus threats, to serve as a network 
monitoring point, to assist in compliance requirements, 
and to act as a network sanitizing agent. PengNing and 
SushilJajodi[62] in 2002 focuses on the use of IDPs, Jian 
Pei [61] tell the purpose too. 
4.1 IDPSs are primarily focused on:  
Identifying possible incidents, logging information about 
them, attempting to stop them, and reporting them to 
security administrators.  

Identifying problems with security policies. 

Documenting existing threats. 

Deterring individuals from violating security policies. 

IDPs performs the following as stated below: 
 Recording information related to observed events. 

Information is usually recorded locally, and might 
also be sent to separate systems such as centralized 
logging servers, security information and event 
management (SIEM) solutions, and enterprise 
management systems.  

 Notifying security administrators of important 
observed events. This notification, known as an alert, 
may take the form of audible signals, e-mails, pager 
notifications, or log entries. A notification message 
typically includes only basic information regarding an 
event; administrators need to access the IDPS for 
additional information.  

 Producing reports. Reports summarize the 
monitored events or provide details on particular 
events of interest. An IDPS might also alter the 
settings for when certain alerts are triggered or what 
priority should be assigned to subsequent alerts after a 
particular threat is detected. IPSs respond to a 
detected threat by attempting to prevent it from 
succeeding. They use several response techniques:  

 The IPS stops the attack itself.   Terminate the 
network connection or user session that is being used 
for the attack. Block access to the target (or possibly 
other likely targets) from the offending user account, 
IP address, or other attacker attribute. Block all access 
to the targeted host, service, application, or other 
resource. 

 The IPS changes the security environment. The IPS 
could change the configuration of other security 
controls to disrupt an attack. Such as reconfiguring a 
network device (e.g., firewall, router, switch) to block 
access from the attacker or to the target, and altering 
a host-based firewall on a target to block incoming 
attacks. Some IPSs can even cause patches to be 
applied to a host if the IPS detects that the host has 
vulnerabilities.  

 The IPS changes the attack’s content. Some IPS 
technologies can remove or replace malicious portions 
of an attack to make it benign. An example is an IPS 
removing an infected file attachment from an e-mail 
and then permitting the cleaned email to reach its 
recipient.  

 Most IDPSs also offer features that compensate for 
the use of common evasion techniques. Evasion is 
modifying the format or timing of malicious activity 
so that its appearance changes but its effect is the 
same. Attackers use evasion techniques to try to 
prevent IDPSs from detecting their attacks [39-40]. 
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5.CONCLUSION 
This paper aims to give a brief comprehensive review 
about Intrusion Detection and Prevention System which is  
an important aspect in the computer science because 
networks today are becoming increasingly vulnerable to 
hostile attacks and infections such as viruses and worms 
that spread rapidly, crippling the entire network. With this 
growing threat, networks need to be designed and 
equipped with the sophisticated intelligence to diagnose 
and mitigate these threats in real-time. 
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