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Abstract—As the number of electronic components are
massively increasing in the automobiles, there is a need for
increased data size. Rather than modifying the hardware, it
is more economical and less complex to incorporate the
existing bus structures with increased data limit. In this
paper, we a) propose implementing the most familiar
Controller Area Network Transfer Protocol (CAN-TP)
called ISO 15765-2, or ISO-TP (Transport Layer) for
electric vehicles with which the data limit of 8 bytes can be
increased up to 4095 bytes of payload per message packet.
And, b) The complications of changing the hardware is
avoided and existing devices are used without interference
in communication. One of the main ideas is to bring in some
changes in the protocol. c)The implemented protocol is used
to transmit Unified Diagnostics Services (UDS) data and to
receive bootloader data in electric vehicles. In this paper,
the CAN transfer protocol will be used as a communication
protocol for bootloader and UDS data transmission. It is
implemented using S32K144, a special purpose
microcontroller from NXP for automotive and industrial
applications.
Keywords—Bootloader, CAN, ISO-15765, CAN-TP,
ECU, ISO-TP, UDS

I. INTRODUCTION
The automotive industry is one of the most important
sectors of the modern economy. Electric two-wheelers have
begun to take center stage in the automotive industry. As
the highways of the world's cities become increasingly
congested, an electric two-wheeler promises to be a more
environmentally responsible, sustainable, and practical
solution for local commuting. The technology used in the
electric cars and bikes are almost similar, with the changes
in the number of Electronic Control Units used. The car has
more ECUs, and the system is complex compared to twowheelers. The ECUs are helping the 2 wheelers to become
more efficient and more intelligent. Interconnection
between different ECUs is essential, which would be very
costly and complex through conventional wiring. In
contrast, CAN protocol provides an economical and
appropriate solution.
CAN is basically designed to replace the conventional
wiring used in the old days in the automobile for
communication between ECUs. The main problem faced
using the standard CAN bus was the data transfer limitation
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of 8 bytes. Using CAN Transfer Protocol, more than 8bytes of data can be transmitted; hence this limitation can
be overcome without any modification to the hardware. The
developed CAN-TP code can be used to transfer data up to
4095 bytes as per the ECU requirements.
The software used for the proposed method is the S32
Design Studio from NXP, and the hardware NXP’s
S32K144 Evaluation Board (EVB), PCAN View software
and PCAN device hardware is used to transmit and receive
CAN messages to test the developed protocol. The bit rate
is set to 500 Kbits/s. The number of message buffers
present in the CAN module are 32, each with a data length
of 8 bytes. In this, every message buffer can be used for
both receiving and transmitting data. There are different
modes of operations for the CAN module are available. An
on-board CAN transceiver is present to provide differential
transmit and receive capability to the respective peripheral
of the microcontroller. In this paper 1) CAN TP is
configured for a 32-bit microcontroller. 2) The CAN
transfer protocol will be used for bootloader and UDS
applications.
II. PROPOSED ARCHITECTURE
A. System Architecture
CAN is a communication protocol used in automobiles for
the transfer of data; hence acts as an interconnection
medium between different ECUs present in the automobile.
The ECUs are referred as CAN nodes. CAN is a messagedbased protocol which means any node can send message
through the CAN bus. Based on arbitration, the CAN bus
will be allocated to the node. The node with the first 0 bit
wins the arbitration during the arbitration, as the arbitration
result will be decided by AND logic. Connection of
different nodes to CAN bus is shown in figure 1.

Figure 1 CAN architecture
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B. Electronic Control Unit (ECU)
In automobiles ECU is an embedded system which controls
different functions. Each ECU is programmed to handle a
particular function in an automobile, which improves the
overall performance of the system. The data from the
sensors can be given as input to the ECU and can be
processed as per the requirement and can also store it to use
in the future. Based on the different applications, different
ECU architectures are developed. Few examples of ECUs
in electric automobiles are engine control module, battery
management system, UDS, bootloader

less than 7 bytes, then the message is transferred as a single
frame. If the CAN message is more than 7 bytes, then the
message is segmented and transferred using the first frame
and consecutive frames. Initially in the
first
frame, data of 6 bytes will be transferred. The CAN
message's data length is present in the first frame, i.e., the
total number of bytes to be transferred. Once the data is
transferred using the first frame, it waits for the flow
control. The flow control frame contains block size, which
gives the receiver buffer size. According to the block size
given by the flow control frame, the data will be transferred
using consecutive frames.

C.Controller Area Network (CAN)
The ECUs in automobiles were connected using standard
wiring before the development of CAN protocol that led to
increased complexity and cost which resulted in reducing
the overall performance of the vehicle. All these problems
are overcome using the CAN protocol designed by Robert
Bosch. CAN needs only 2 wires i.e., CAN High and CAN
Low buses for entire communication in a vehicle. The CAN
message flow is shown in figure 2. Upon the start signal the
CAN message will be sent, where arbitration takes place to
decide which node should send the data through CAN.
Multiple nodes can send data to the CAN at a time but it is
through arbitration to which node the CAN bus should be
allocated will be decided. The node winning the arbitration
will get to transfer data through CAN and the remaining
nodes will undergo arbitration again.

Figure 3 CAN TP flow chart
Figure 2 CAN flowchart
D.CAN Transfer Protocol (CAN TP)
Using standard CAN protocol, it was impossible to transfer
more than 8–bytes of the data. This problem can be
overcome using the CAN-TP or ISO 15765-2 protocol.
The ISO transport protocol works on the OSI layer model's
fourth layer (transport layer). The maximum data transfer
limit of ISO TP is 4095 bytes. The main function of CAN
transfer protocol is to segment the CAN message into
multiple frames and transfer the data. The implementation
of the CAN transfer protocol is given in figure 3 in the flow
chart of CAN TP. When the CAN message is received first,
it checks the length of the message. If the message length is
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This implementation can be done on the data link layer
also. So, to send the data like CAN, the CAN-TP Protocol
has been designed. To transfer data in multiple frames,
there are four different frame types in CAN TP protocol:
1. Single Frame.
2. First Frame.
3. Consecutive Frame.
4. Flow Control Frame.

Figure 4 Frame format of single frame
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SINGLE FRAME (SF):
If CAN message length is 7 bytes or less, then data will be
transferred using single frame. The first byte contains the
protocol information, which is further divided into two
parts as a type of frame from 7-4 bits, and data length will
be stored in 3-0 bits in the first byte of CAN frame. The
remaining 7 bytes will be used for the CAN message. The
frame format and the information of data carried by
respective bytes of a single frame are given in figure 4.

will be segmented and transferred using the consecutive
frame. The information of data carried by respective bytes
of the consecutive frame is given in figure 6.

Figure 7 Frame format of flow control frame

Figure 5 Frame format of the first frame
FIRST FRAME (FF):
If the CAN message length is greater than 7 bytes, then the
data will be segmented and transferred as multiple frames.
The first frame is an initial message of the multi-frame
structure in the CAN TP protocol. The first frame structure
contains frame type in 7-4 bits of the first byte, 11-8 bits of
data length in LSB of the first byte, and the remaining 7-0
bits in the 2nd byte. 12 bits will be used for data length,
which can be up to 4095 bytes. The remaining 6 bytes will
be used for transferring CAN messages. This frame acts as
the first frame of the consecutive frames. Hence during first
time transfer of data, the serial number in the consecutive
frame starts from 1 instead of 0. The data length will be
obtained through this frame. The information of data
carried by respective bytes of the first frame is given in
figure 5.

Figure 6 Frame format of consecutive frame
CONSECUTIVE FRAME (CF):
control should be sent to obtain block size i.e., size of the
receive buffer (which is further explained in flow control
frame). After receiving the flow control frame, if the
receiver is ready to receive, the remaining CAN data will
be transferred using consecutive frames. Each consecutive
frame CAN carry 7 bytes of data. The structure of the
consecutive frame is given in the figure. The first byte
contains type of frame and serial number. The serial
number refers to the order in which frames are being sent.
If the block size is 4, the 4 consecutive frames will be sent.
For example, if one wants to send 30 bytes of a CAN
message, then initially first 6 bytes will be sent using first
frame, to transfer the remaining 24 bytes consecutive frame
will be used. If the block size given by flow control is 4
then in first 3 consecutive frames, 21 bytes of data will be
transferred, each carrying 7 bytes. The 4th consecutive
frame carries remaining 3 bytes of data. This is how data
Volume 11, Issue 4, July - August 2022

FLOW CONTROL FRAME (FC): The receiver details i.e.,
buffer availability, timing etc are sent to the sender through
the flow control frame. The flow control frame consists of 3
bytes of Protocol Control Information (PCI). The first byte
is further divided into frame type
(7-4 bits) and
flow status (3-0 bits). The flow status indicates
the
receiver's availability, 0 indicates the receiver is ready to
receive data, 1 indicates wait, 2 indicates overflow i.e., the
receive buffer is full. The next byte gives block size i.e.,
how many bytes of data can be sent. The number of
consecutive frames depends on this parameter. The 3rd byte
gives separation time, it’s the minimum time difference
between each consecutive frames. Based on the data
obtained by flow control frame, the consecutive frames will
be sent accordingly. The information of data carried by
respective bytes of a single frame is given in figure 7.
E. Bootloader and UDS
In this application, the CAN transfer protocol is being
implemented for bootloader and UDS applications,
requiring more than 8 bytes to transfer the data. A
bootloader is software that updates the new firmware
without externally tampering the vehicle. Updating the
firmware is flashing the data into program memory (nonvolatile memory). The ROM of the microcontroller
memory includes two partitions, program flash (P-flash)
where the application code will be stored and the data flash
(D-flash) in which the bootloader code is stored which will
be protected. The bootloader and application codes run
interchangeably as per the user requirements or new
firmware update requests. The CAN communication
protocol is used to establish the communication between
the host (Personal Computer - PC) and server (Target
ECU). CAN protocol in the Transport Layer enables
transmission of more than 8 bytes of data transfer which is
necessary for fast flashing.
UDS protocol (ISO 14229) is a standard protocol used by
the manufacturers and it is implemented over CAN. UDS
offers various services, based on the requirement, the
developer will include these services. The UDS
communication is performed as a client server relationship.
The client is a tester-tool and the server is a vehicle ECU.
For instance, a CAN bus interface is connected to the
OBD2 connector of a car and UDS requests are sent to the
vehicle. Here it is assumed the target ECU supports UDS
services and will respond accordingly.
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III. RESULTS

Figure 8: Single frame
In the figure 8 the timing column shows the time period at
which the messages are recorded, the CAN ID is the ID of
the CAN message received/transmitted, Rx/Tx indicates
received or transmitted data, and type indicates the type of
the message frame, the length gives length of the CAN
message, and the data is the CAN message data. Figure 8 is
an example of the transfer of CAN data using a single
frame, through which the data will be sent if the message
length is < 7 bytes. Here data is some random data sent for
checking the developed protocol. In the 1st message frame,
1 byte of data is being transferred. As we can observe in
figure 8 the MSB of 1st byte gives frame type 0, which
stands for a single frame in CAN transfer protocol, and the
LSB of the 1st byte gives the size of the data. Here we have
checked the developed protocol by giving 1-7 bytes of data.

Figure 9: First frame , flow control and consecutive frames
If the message length is greater than 7 bytes, the data will
be segmented and transferred through the first and
consecutive frames. Here we are trying to send 4E, i.e., 78
bytes of data. The first 6 bytes is transferred through the
first frame in which data length will be obtained from the
second byte of the frame, as observed in figure 9. Then the
flow control will be sent where the buffer size is C, i.e., 12.
The remaining bytes are transmitted using consecutive
frames. The first message in figure 9 is the first frame of
the CAN TP protocol, and the frame type of this frame is 1,
which can be observed in figure 9. The second message is
the flow control sent by the receiver which indicates if the
receiver is free to receive or not and also gives the receiver
buffer size. The frame type of this frame is 3. The
remaining message frames are consecutive frames, where
the first 70 bytes of data is transmitted in the first 10
Volume 11, Issue 4, July - August 2022

consecutive frames. The consecutive frame starts from
serial number 1, which is given in the LSB of 1st byte and
ranges till the maximum block size provided by the
receiver. Here as the block size 12 (from flow control), the
first 10 consecutive frames, i.e., from 1 to A carries 70
bytes of data, and the remaining 2 bytes are sent in the last,
i.e., the 11th consecutive frame. Hence a total 78 bytes of
data is transmitted successfully through segmentation using
CAN transfer protocol. i.e., 1st 6 bytes in the first frame
and the remaining 72 bytes through consecutive frames.
Therefore the CAN transfer protocol has been successfully
implemented for the nxp microcontroller, and the ECUs
can successfully transmit data to 4095 bytes through the
implemented protocol.
IV. CONCLUSION
In this paper, the developed CAN transfer protocol will be
used for data transmission of bootloader and UDS
applications. Both require a communication protocol that
can carry more than 8 bytes of data. This criterion was
satisfied using CAN TP without any further modifications
to the hardware. Implementation of CAN TP to the
standard CAN protocol gives enough bandwidth for
available ECUs. The CAN low-level drivers are configured.
The test and application results show that the developed
protocol is practical and reliable.
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