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Abstract:

The paper describes an automated method for
testing the Diagnostic Trouble Code (DTC) life cycle, reading
the Data Identifiers (DIDs), Write DIDs and feature testing of
an automotive Electronic Control Unit (ECU) using the
CANalyzer as a hardware and the CAN Access Programming
Language (CAPL) to access it. In today's environment, the
automotive area faces major challenges in terms of vehicle
safety. To achieve effective outcomes, many ways for software
testing are being explored. The process of automatically
running tests and analyzing the results to enhance software
quality is known as test automation. To check the behavior of an
ECU an automated testing method for vehicles using UDS
protocol stack based on Controller Area Network (CAN) bus is
developed for the radar application features of Blind Spot
Detection (BSD) and Rear Cross Traffic Alert (RCTA). The
automatically generated report provides an detailed report of
passing and failing status of the test cases.
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1. INTRODUCTION
The term safety refers to a condition of being safe or
protected. It's possible that the safety is active or passive.
Active safety mechanisms are primarily those that try to
reduce the likelihood of a crash or accident. During an
accident, passive safety measures come into play, assisting
in the reduction of impact damage and the danger of
injuries or death. In response to the growing demand for
car safety, durability and productivity, the complexity of
an automobile network has increased. As a result,
Electronic Control Units (ECUs) need extensive
testing. To guarantee that all the ECU's interfaces
function as expected, a significant amount of validation
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and verification is required. Thus, to check the behavior
of an ECU the UDS protocol is used. An automated
vehicle testing technique using UDS protocol relying on
Controller Area Network (CAN) bus is developed
conferring to diverse diagnostic services, which are
quantified in ISO 14229-1, and approach of creating test
cases is planned by using an inclusive method. Then
test tool is developed to configure test parameters, and to
automatically generate the test scripts by importing
database files. Finally, such scripts can be run directly in
some other test environment to generate test results.
Manual testing refers to the process of manually
testing software to detect flaws. The tester should assume
the role of an end user and check that all the features are
operational as specified in the requirement specification
Without the use of any automation technologies, testers
manually execute test cases and produce reports in this
procedure. Manual testing takes a lot of time to execute
test cases and seems to be very labor intensive, hence
need of automotive software testing isexpected to increase
in the upcoming years. Based on a defined set of
assumptions, a test automation framework is a platform
created by integrating multiple hardware and software
resources, as well as utilizing various tools for test
automation and web application automation framework.
This framework allows for an efficient design and
implementation of automated test scripts, as well as
dependable issue or bug analysis for the application or
System Under Test (AUT).

2. LITERATURE SURVEY
An automated testing method for vehicle’s UDS
protocol stack based on CAN bus is presented in paper
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[1]. A methodology for creating test cases is
constructed using an educated and professional
technique, which is based on orthogonal design
process, as per different diagnostic services provided in
ISO 14229-1. Then, using the Delphi development
environment, a test tool is created. It can set test
parameters, load standard Open Diagnostic Data
Exchange (ODX) database files, and automatically
build test scripts. Eventually, these scripts could be run
in the CANoe test environment to generate automated
test results. This strategy enhanced the productivity of
UDS protocol implementation while lowering
developer workload.
An overview of a few diagnostic and service
communication protocols, like as KWP2000, CAN, and
UDS, by demonstrating their specialized tools and
applications is discussed in paper [2]. Diagnostic
determines, confirms, and categorizes symptoms to
obtain a complete picture of a problem in a vehicle. As
a result, the goal of diagnostics is to figure out what's
causing the improper operation so that it may be fixed.
Original Equipment Manufacturer (OEM) and provider
diagnostic needs are established by a unified database
that contains functional diagnostic requirements, their
implementation, progress, particular data about them,
and their features.
The CAN protocol and its use in different types of
vehicles which communicates with microcontroller of
one ECU with other ECUs is described in paper [3].
The usage of CAN protocol in Four different types of
sensors which are alcohol sensor, temperature sensor,
fuel level sensor, distance measurement sensor for
prevention and avoidance of accidents. Temperature
sensors are used for detecting the temperature of the
engine, ultrasonic sensor for obstacle detection, alcohol
sensor to detect the drivers drinking condition.
The CAN protocol and its use in different types of
vehicles which communicates with microcontroller of
one ECU with other ECUs is described in paper [4].
The usage of CAN protocol in Four different types of
sensors which are alcohol sensor, temperature sensor,
fuel level sensor, distance measurement sensor for
prevention and avoidance of accidents. Temperature
sensors are used for detecting the temperature of the
engine, ultrasonic sensor for obstacle detection, alcohol
sensor to detect the drivers drinking condition.
The test automation technique for the ECU to check the
Diagnostic Trouble Code (DTC) lifetime sequence of
an automotive ECU using the Vector Tool (VT) system
as hardware as in ring and retrieving it using the CAN
Access Programming Language (CAPL) is proposed in
paper [5]. The configuration was modeled in CANoe
software, resulting in a more efficient testing framework.
The self-generated test report summarizes whether the
testing with the triggered DTCs was successful or
unsuccessful. As a result, when the associated button is
activated, the graphical schematic of a VT Unit permits
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the production of system variables in the program
generator box. The appearance of CAN signal
information in the Trace tab indicates that the ECU has
awakened.
The testing procedure accomplished using diagnostic
services on CAN is described in paper [6]. Diagnostic
requirements can indeed be created with the use of
automated testing, and the link between customer needs
and the existing implementation can be determined using
input from the ECU. The application's main benefit is that
it reduced the number of days required for manual testing
in code from three to half a day, including assessing the
findings.

3. BASIC THEORY AND CONCEPTS
Radar is a detection device that employs radio waves to
calculate an object's distance, angle, or velocity. A
transmitter that emits electromagnetic waves in the radio
or microwave frequency range, a transmitting and a
receiving antenna make up a radar system. The radio
waves from the transmitter reflects off the body and back
to the receiver, providing information on the item's
location and speed. The Blind Spot Detection (BSD) and
the Rear Cross Traffic Alert (RCTA) are the application
features of radar. A blind spot is a phrase used in the
automotive industry to define the region around a vehicle
that the driver is unable to see. When the system
identifies a vehicle nearing the driver's car from that of an
adjacent lane - a typical blind spot location - it gives the
driver an indication. In this situation, if the driver uses
the turn signal, the system sounds a warning and displays
the indicator light continuously to let the driver prevent a
collision. Figure 1 depicts the blind spot region and the
indicator light that appears after detecting the cars.

Figure 1 Blind spot region and indicator light on the side
mirror

When reversing out of a parking place, the Rear
Cross Traffic Alert (RCTA) system utilizes the similar
radar technology that is used to identify vehicles in the
blind spot and to prevent accidents. These are frequently
the cause of serious incidents resulting in human injuries.
Figure 2 illustrates the RCTA scenario.
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Figure 2 Rear cross traffic alert

Studio and can be used in CANalyzer for symbolic
access and interpretation of diagnostic services and
parameters. The Diagnostic Console fetches its
information from the Diagnostic Description and
presents an easy way to select a diagnostic request. After
setting all these things the input file containing the
testcases for BSD, RCP, Reading the Data Identifiers
(DID’s) and Diagnostic Trouble Code (DTC) testing of
ECU is created in .ini file format. Then the CAPL
programming is developed to read the .ini file and to
generate output file. The panel is deigned to execute all
test cases and to generate report through panel control
Later the python script is developed toread the output file
and to generate the test statistics report. The steps
involved in the software methodology is as shown in the
figure 4.

4. METHODOLOGY
A test automation framework is a set of components
that facilitate executing tests and comprehensive
reporting oftest results.
4.1 Hardware Methodology
The hardware setup for the communication
between the CAN hardware and the electronic control
unit is shown in the figure 3. The system is connected to
canalyzer through USB and ECU through USB. The
power supply is supplied to both system or pc and to
the load box. The power is divided between canalyzer
and ECU using the loadbox.

Figure 4 Software Methodology
Figure 3 Hardware setup of CAN and ECU
communication

4.2 Software Methodology
Once the hardware setup is done, initially to read the
communications happening between the CAN tool and
ECU the CANalyzer of appropriate is installed. Once the
installation is done the new canalyzer configuration is
created with 125 kbps baud rate. CANdela Diagnostic
Descriptions (CDD) files are databases for diagnostic.
The CDD files are created in the Vector tool CANdela
Volume 11, Issue 4, July - August 2022

The flowchart of automation framework is shown in
the figure 5.

5. SIMULATION AND RESULTS
This section discusses about the various steps
present in the simulation of the automation test
framework using CAPL scripting and python. The
different sub- sections discuss about the input file to
capl and output file to the python as input to generate
the test report in pdf format.
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Figure 6 Panel Design
5.2 Input File to CAPL
An INI file is a text-based configuration file for
software applications that contains key-value pairs for
properties and sections that organize the properties in a
structure and syntax. Input file containing the release
testcases such as BSD, RCP, Read DIDs and DTC
testing of an ECU is shown in the figure 7. The keyword
verify in figure 7 is used to compare expected and actual
responses.

Figure 5 Flow Chart of Automated test case execution with
report generation
5.1 Panel Design
The panel created to execute and generate the testcase is
shown in figure 6.
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Figure 7 Input .ini file
5.2 Output File
After executing all the testcases the capl script
generates the output file containing the expected and
actual responses in each of the testcases as shown in the
figure 8.
Volume 11, Issue 4, July - August 2022
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Figure 8 Output file
5.2 Automation Report Generation
After generating the output file from the capl
programming the output file is fed to the python to
get the pdf report containing the total number of
testcases, total number of passed testcases and total
number of failed testcases by comparing the actual
and the expected responses from each of the
testcases. The test report is shown in the figure 9.

Figure 9 Automation test report generation

6.

CONCLUSION

Automation test framework is developed to test radar
application features such as blind spot detection, rear
cross traffic alert and diagnostics. Automation testing is
the most efficient technique to achieve most testing
objectiveswhile conserving resources and time. The major
advantage of the project is to reduce the time taken to
perform the manual testing. The automated testing
reduced the testing time from three days to half a day
including analyzing the results. The disadvantage of
manual testing is capturing the results and providing the
necessary proof and intern might cause human errors. In
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future the input file is created using GUI (Graphical User
Interface).

detection in blindspot area," 2009 12th International IEEE
Conference on Intelligent Transportation Systems, 2009, pp. 1-6.
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