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Abstract:

Access control is one of the main issues facing
companies and people; Whether it’s a physical location or
sensitive data, finding secure means to manage access control
is always a challenge. Electroencephalogram (EEG) is the
recording of electrical activity from the surface of the brain.
Researchers has showed that there is individuality in the EEG
signals, accordingly its can be used as a biometric for access
control. In this paper, we present an artificial immune system
inspired approach for access control using EEG signals. The
Physionet EEG Motor/Movement/ Imagery dataset is used to
validate this approach. The dataset consists of signals for over
a hundred users. The dataset is imported to EEG lab for the
preprocessing phase, then we use artificial immune system
based algorithm for user matching. The algorithm yielded to a
40% accuracy, we will discuss in the paper why that happened
and how to improve the accuracy.

Keywords: EEG, Access Control, Security, Artificial
Immune System.

1. INTRODUCTION
The term “biometrics” is derived from the Greek words
“bio” (life) and “metrics” (to measure). Automated
biometric systems have only become available over the last
few decades, due to significant advances in the field of
computer processing. Many of these new automated
techniques, however, are based on ideas that were
originally conceived hundreds, even thousands of years ago
[1].
It is generally agreed by the relevant research community
and industry that for a system to be deployable as a
biometric, it should meet the following requirements [2]:
a) Changeability: If the user’s authentication information
is compromised, we must be able to replace this
information (and revoke any old password or access
credential).
b) Shoulder-surfing resistance: The scheme must not be
vulnerable to shoulder-surfing, particularly in the
presence of ubiquitous visual recording devices.
c) Theft protection: This includes physical theft and the
computational infeasibility of guessing attacks. If we
must rely on the entropy of an authentication scheme
for protection against off-line dictionary attack, we
require an authentication method whose entropy can
scale with processor speeds
d) Protection from user non-compliance: To discourage
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unintended transfer to other parties, the user should
not be able to write down (in a manner useful to an
attacker) or share their authentication information
“too easily”.
e) Stable over time: the period of stability should be kept
at realistic limits - typically a password is changed
every 2 weeks - depending on the security
requirements. A fingerprint on the other hand should
last a lifetime - but may be altered through physical
damage. A person's EEG should be stable for their
lifetime - though there may be subtle changes at the
extremes of age - infants versus the elderly. But
typically, the feature used must be stable over the
expected period over which it would normally be
changed.
f) Easy to Deploy: we want a fast and simple means to
authenticate ourselves.
This is probably why
fingerprints are considered a popular method - as it is
very quick and non-invasive. Being placed into an
MRI scanner is probably not a viable solution, but
recording an EEG is typically fast and with the
deployment of dry electrodes, obviates the need for a
cap and conductive gels - making it a feasible
approach.
Fortunately EEG based authenticated covers almost all of
the above requirements, thus making it a potential
candidate to be one of the new secure methods for
authentication. Moreover, the availability of cheap and
easy equipment will help spreading these new methods [3].
This paper is divided as follows, section 2 explains the AIS
algorithms. Section 3 describes the used dataset. The
proposed methodology is explained in section 4.
Conclusion and future work are presented in section 5.

2. ARTIFICIAL IMMUNE SYSTEM
The artificial immune systems (AIS) tries to exploit the
mechanisms of the natural immune system (NIS) in order
to develop problem solving techniques [4]. The NIS is one
of the most complex systems in nature. The main purpose
of the immune system is to protect the body foreign
harmful bodies, in some cases, damage can be originated
in the body itself. The diversity of these threats makes the
NIS complex
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There are two main parts of the NIS, the innate immune
system and the adaptive immune system. [5] When an
attack occurs, the innate immune system is the first one to
generate a response. This response is not specific, but in
many cases, it is able to repel the attack. If the innate
immune system fails in thwarting the intrusion, then the
adaptive immune system takes over. The adaptive response
is more specific, resulting in a more effective response. [6]
Discrimination between self and nonself is considered one
of the major mechanisms in the complex immune system.
Artificial negative selection is one of computational
imitations of self/nonself discrimination, first designed as a
change detection method. It is basically modeled off the Tcell maturing process that happens in the thymus. T-cells
of enormous diversity are first assembled with a pseudorandom genetic rearrangement process and those that
recognize self cells are eliminated before the rest are
deployed into the immune system to recognize and attack
outside pathogens.

Figure 1 Generation of Detector Set

Figure 2 Detection of New Instance
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Figure 1 and Figure 2 summarize the steps of the negative
selection algorithm.
• The system generates a random detector
• It tries to match it with self-samples
• If it matches the self sample the detector is discarded
and a new one is created
• Otherwise its added to the pool of detectors
• Once we reach the desired amount of detectors the
algorithm is stopped
In the detection phase if the presented value matches any
existing detector then its is a non self element

3 DATA SET
The dataset used is the EEG Motor Movement/Imagery
Dataset[86] This dataset was created and contributed to
PhysioNet[7][8] by the developers of the BCI2000 [9]
instrumentation system, which they used in making these
recordings. This data set consists of over 1500 one- and
two-minute EEG recordings, obtained from 109
volunteers,
Subjects performed different motor/imagery tasks while
64-channel EEG were recorded using the BCI2000 system.
Each subject performed 14 experimental runs: two oneminute baseline runs (one with eyes open, one with eyes
closed), and three two-minute runs of each of the four
following tasks:
1. A target appears on either the left or the right side of
the screen. The subject opens and closes the
corresponding fist until the target disappears. Then
the subject relaxes.
2. A target appears on either the left or the right side of
the screen. The subject imagines opening and closing
the corresponding fist until the target disappears.
Then the subject relaxes.
3. A target appears on either the top or the bottom of the
screen. The subject opens and closes either both fists
(if the target is on top) or both feet (if the target is on
the bottom) until the target disappears. Then the
subject relaxes.
4. A target appears on either the top or the bottom of the
screen. The subject imagines opening and closing
either both fists (if the target is on top) or both feet (if
the target is on the bottom) until the target disappears.
Then the subject relaxes.

Figure 3 Generation of Detector Set[8]
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In summary, the experimental runs were:
1. Baseline, eyes open
2. Baseline, eyes closed
3. Task 1 (open and close left or right fist)
4. Task 2 (imagine opening and closing left or right fist)
5. Task 3 (open and close both fists or both feet)
6. Task 4 (imagine opening and closing both fists or both
feet)

channels FC3, FCZ, FC4, C3,C1,CZ,C2 and C4 [9]. These
channels are where the most motor activity data appear.
Figure 5 shows the selected channels
Step 6: We focused on the left hand imaginary movement.
The events were extracted that refer only to this event type.
A single dataset per subject was generated representing the
cleaned data with selected events per subject. The file was
exported to a CSV format along with the events file to be
used by the AIS algorithm.

The data are provided here in EDF+ format (containing 64
EEG signals, each sampled at 160 samples per second, and
an annotation channel). The EEGs were recorded from 64
electrodes as per the international 10-10 system (excluding
electrodes Nz, F9, F10, FT9, FT10, A1, A2, TP9, TP10,
P9, and P10), as shown below in Figure 3.

4 PROPOSED ARTIFICIAL IMMUNE SYSTEM
APPROACH FOR ACCESS CONTROL BASED ON
EEG SIGNALS
We developed the following methodology to perform the
data analysis using only EEG signals at this experiment.
We used the entire dataset. For each subject files 4,8,12
were loaded which contains the imaginary hand
movement. The 3 files were merged into a single dataset,
so we had 109 datasets one data set per subject that
contains the imaginary hand movement.
4.1 Data Cleaning
We used Matlab in the data cleaning process

Figure 5 Selected Channels [8]
4.2 Enrollment Procedure

Figure 4 Data Cleaning Process
Figure 4 Shows the data cleaning Process. The following is
a detailed account of each step.
Step1: Load the EEG data into EEG Lab for signal
cleaning.
Step 2: Apply a Band pass filter from 0.5 Hz to 60 Hz.
Step 3: Apply a Notch filter to remove the 50 Hz line noise
[10]
Step 4: Artifact Removal, we used Automatic Artifact
removal
toolbox
[11]
to
remove
Artifacts.
Electrooculography (EOG) removal using the Blind Source
Separation (BSS) algorithm then Electromyography
(EMG) Removal using the same algorithm
Step 5: Since the major task performed by the user during
the experiment is a motor function we selected the
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Figure 6 Preprocessing Steps for AIS Based Learning
Algorithm
The objective of the procedure is to extract for each user a
set of detectors that will be used to later on for user
authentication. Figure 6 shows the AIS based learning
algorithm that we developed. The algorithm is based on
generating user detectors for each user based on the EEG
data. The detectors are then used later for user
identification. The steps of the algorithm are described
below. The approach was developed using Microsoft C#.
The application would read the EEG files exported at the
data cleaning step and use them for processing.
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Step 1: Load data exported from the data cleaning steps
and split it to individual events. The exported event file
contains the start mark of each event. So how long shall
assume the event length is? Many approaches have been
suggested
to
use
either
Event-Related
(De)
Synchronization (ERD/ERS) and movement-related
cortical potentials (MRCP) features or a combination of
these. We decided to use the entire event duration which is
seven seconds. For each event we have a 1120X8 matrix of
data and we have 12 events per subject.

After generating the new complement we check it matches
the original data set with a certainty factor, if its passes
the threshold we add it to the list of detectors. We
generated 100 detectors per event.
Step 7: repeat steps 1-6 for every data chunk
4.3

Identification Algorithm

Step 2: Data compression, for every channel take 160
sample data points, compute the average. The resulting
data with be 7 X 8 matrix per event. Several functions
other than average can be used such as most frequent, or
max or min. Also the sample size of 160 can be changed to
a different value.
Step 3: Encode the channel values to alphabet encoding
(similar to gene encoding), using a method similar to gene
encoding, we normalize the data on each channel and then
give it a character. We use a 26 letter English alphabet.
Figure 7 shows a sample encoded matrix.
'Y'
'A'
'G'
'B'
'O'
'D'
'H'

'Z' 'Y' 'Y' 'Z' 'Y' 'Y'
'E' 'B' 'B' 'E' 'G' 'F'
'G' 'G' 'E' 'F' 'G' 'F'
'B' 'A' 'A' 'B' 'D' 'B'
'R' 'N' 'O' 'R' 'S' 'Q'
'A' 'E' 'A' 'A' 'A' 'A'
'O' 'M' 'G' 'L' 'P' 'P'
Figure 7 Encoded Matrix

'Z'
'C'
'F'
'A'
'N'
'D'
'O'

Step 4: We replace each character per channel to the
normalized frequency of that character in the channel.
This will be the signature of the subject event
Step 5: We replace each character per channel to the
normalized frequency of that character in the channel.
This will be the signature of the subject event
Step 6: Generate the detectors list by creating a random
matrix 7X8 and try to see if it is the complement of the
existing matrix. We use a threshold per cell and a certainty
percent per matrix. If the 2 matrices match we add the
generated matrix to the detectors list and label it with the
user id.
The problem with this method that it takes a long time to
generate the detectors. So instead of just generating
random matrices and trying to see if they match, we add
noise to the perfect complement. We generate the perfect
complement for the signature then add noise to the
complement by specifying how many points to change (lets
call it X) and the maximum amount of change per point
(lets call it y). We select X random points to change and
for every point we get a random number of maximum Y,
and we either add or subtract that value from the point.
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Figure 8 Identification Step
Figure 8 shows the steps for user authentication. The
details of authentication are described below.
Step 1: Signal Cleaning, applying the same steps as data
processing (band pass filter, notch filter, automatic artifact
removal and channel selection)
Step 2: compress the raw data using the average to reduce
the size of the matrix
Step 3: normalize and encode the data to the alphabetic
characters
Step 4: Replace the alphabet with the normalized
frequencies as described above.
Step 5: Try to match it with the detectors; if a match is
successful the user is authenticated.
The proposed approach leaded to a low accuracy. The
accuracy achieved was 40%. We think if we tried
generating more detectors the accuracy might get higher,
but the generation of detectors is a length tasks that
requires lots of memory and processing powers. We are
currently investigating various machine learning
techniques to enhance the accuracy.

5 CONCLUSION
To Evaluate the algorithm we used the cross fold
validation, but unfortunately the results were not
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promising. We used features from the time domain and
feature domain separately and joined but the maximum
accuracy we reached as around 40% which is not sufficient
as a security system. AIS might be a good technique to be
used in a two way classification but once the order
increases the accuracy of the classification decreases and
the learning time of the algorithm increases as well. We
were limited on the hardware used to process the data,
maybe if a better hardware is used and to generate more
detectors the accuracy might increase. To fine tune the
algorithm we have hundreds of combinations of the tuning
parameters. We believe better results can be achieved by
modifying the parameters and retesting. So for the time
being we decided to try a new approaches.
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