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Abstract
Commutative Encryption and Watermarking (CEW) combines
encryption and watermarking to provide a comprehensive
security protection for multimedia data. On the other hand, the
storage and transmission is an important dilemma due to
enormous size of multimedia data, therefore an effective
solution to both bandwidth and storage problem is the use of
data compression. In this paper, we propose a commutative
watermarking and encryption (CEW) scheme for jpeg2000
compression standard.The commutative property of the
proposed scheme allow to encrypt a watermarked image
without interfering with the embedded watermark, or to
watermark encrypted image and still allowing a perfect
decrypting. The encryption and watermarking are carried out
after the quantization step in jpeg2000 compression standard.
It is based on decomposed data after quantization into two
parts. One part is encrypted and the other is watermarked. The
security of the scheme is assured since the encryption and
watermarking is implemented in compressed domain.
Experimental Results show the effectiveness of the proposed
scheme.
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1. INTRODUCTION
The rapid growth in the multimedia and communication
technologies, recently, resulted in the transmission of large
amount of multimedia data over internet. Internet can be
considered as insecure channel which ease the illegal
distributing of multimedia data and tampering of visual
data that is sensitive in nature. For this reason, multimedia
data require confidentiality and integrity. As stated in ITUT,Rec.X.800[1] and IETF RFC 2828 [2], the data security
is achieved by ensuring the following services:
authentication, to verify the identity claimed by or for any
system entity; data confidentiality, to protect data against
unauthorized disclosure; data integrity, to verify that data
have not been changed, destroyed, or lost in an authorized
or accidental manner. Watermarking and cryptography are
used to satisfy these constraints. Media encryption prevents
media content from leakage by encoding multimedia data
into unintelligible form, which protect media data's
confidentiality during the process of transmission, storage,
etc. The limitation of multimedia encryption is that once
the multimedia data is decrypted, there is no way for
content owner to prevent illegal replication, reproduction,
or delivery of multimedia content. Media watermarking is
the technique that embeds some information into
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multimedia content perceptually or imperceptibly, that
protects media data's identification or ownership. In the
invisible watermarking, imperceptibility and robustness
are required. The imperceptibility means that the
watermarked media is perceptually similar to the original
media, and robustness means that the embedded
watermark survives such operation as recompression,
adding noise, filtering, scaling, etc. Because multimedia
encryption
and
watermarking
realize
different
functionalities, the can be combined together to protect
both confidentiality and the ownership. Based on whathas
been
accomplishedin
scientific
researchforthe
integrationbetween Encryption and watermarking, there
are main two categories of joint watermarking and
encryption method:
 Joint decryption/watermarking, where watermark
embedding is conducted during the decryption process
[3–5]. These methods called Joint Fingerprint and
decryption (JFD) method.
 Joint encryption/watermarking: where watermarking
and encryption step processes are merged. In this case,
the watermark can be extracted: (a) in the spatial
domain, i.e. after the decryption process, or; (b) in the
encrypted domain, or; (c) in both domains [6]. These
approaches called Commutative watermarking and
encryption (CEW) techniques
Commutative Encryption and Watermarking (CEW) [7] is
the most significant subject in this field. In some
application, if encryption and watermark are commutative,
some computational cost will be saved. The commutative
property allows to encrypt a watermarked image without
interfering with the embedded signal or to watermark an
encrypted image and still allowing a perfect decrypting.
The system that combine watermarking and encryption is
defined as CEW system as shown in figure 1, if the
following condition is satisfied:
(1)
S  W ( E ( X , K E ), w, K w )  E (W ( X , w, K w ), K E )
Thus, the watermark can be detected according to
(2)

w  V ( D ( S , K D ), K w )  V (W ( X , w, K w ), K w )

where X is the original image, S is the watermarkedencrypted image, E 

 is the encryption function, D  is
the decryption key, W   is the watermarking embedding
function, V   is the watermarking extraction function,
is the encryption key,

is the decryption key,

is
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watermarking key, and w is the watermark. In [7,
Sec.2.2], four properties are formulated to describe
watermarking in the encrypted domain:
 Property 1. The watermarking function W can be
performed on an encrypted image.
 Property 2. The extraction function V is able to
reconstruct a watermark in the encrypted domain
when it has been embedded in the encrypted domain.
 Property 3. The extraction function V is able to
reconstruct a mark in the encrypted domain when it
has been embedded in the clear domain.
 Property 4. The decryption function does not affect the
integrity of the watermark.
In spite of the difficulties to realize effective algorithms
that combine partial encryption and watermarking, some
solutions have been proposed. In [8, 9] Lian et al. proposed
two schemes of CEW based on partial encryption. In these
schemes, multimedia data was partitioned into two parts,
one part of the media data was encrypted and the other
part was watermarked. Because encryption part is
independent on the watermarked part, the encryption
algorithm's property and watermarking algorithm's
property are both kept unchanged. On the other hand,
multimedia data requires considerable storage capacity and
transmission bandwidth. Image coding refers to the coding
of digital images to create a new representation to serve
certain application requirements. Commonly, image
coding is used for compression which produces a
representation code that is shorter (in bits) than the
original image. The discrete cosine transform (DCT) has
been the most common transform utilized in transform
based image coding schemes. The DCT is used in the
JPEG standard [10]. However, more recently, the discrete
wavelet transform (DWT) has gained interest, as it has
been shown to offer greater decorrelation and energy
compaction when applied to image. Wavelet-based image
coding systems showing greater performance compared to
DCT-based systems. The DWT is utilized in the newer
JPEG2000 standard [11]. Wavelet-Based Image Coding, as
shown in figure 2, use transforms to provide decorrelation
and energy compaction in the spatial domain, before
quantization is applied. This reduces spatial redundancy as
well as providing a representation that closely relates to
HVS models. After quantization, the transform coefficients
will be coded using approaches such as run length
encoding and/or entropy coding, to produce the final
binary output.
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A variety of powerful and sophisticated wavelet based
image coders have been developed. For example, the
embedded zerotree wavelet (EZW) coding proposed by
Shapiro in [12] is a very effective and computationally
simple technique for image compression. It is not only
effectively removes the spatial redundancy across
multiresolution scales but also provides fine scalability.
Said and Pearlman in [13] present a set partitioning in
hierarchical tree (SPIHT) coding that is one of the simplest
and most efficient improvement of the EZW coding. The
performance of SPIHT algorithm is not only better than
EZW but its coding procedures are also extremely fast.
Because the SPIHT has the high quality reconstruction and
low bit rate property, it is very suitable for the secret image
compression. Recently, a novel still image compression
standard jpeg2000 was announced and widely used. It is
based on a scheme originally proposed by Taubman and
known as EBCOT (“Embedded Block Coding with
Optimized Truncation” [14]). The major difference
between previously proposed wavelet-based image
compression algorithms such as EZW or SPIHT is that,
after performing a global wavelet transform, EBCOT as
well as JPEG2000 operate on independent, nonoverlapping blocks of transform coefficients which are
coded in several bit layers to create an embedded, scalable
bitstream. In this paper, a commutative encryption and
watermark (CEW) scheme that is based on jpeg2000
compression standard was proposed. In this scheme, the
encryption and watermarking was carried out after the
quantization step in jpeg2000 compression standard, in
which the quantized coefficients are partitioned into two
parts. One part, which contains the most significant
information of an image, was encrypted, and the other part
was watermarked. The rest of paper organized as follow:
the jpeg2000 codec is described in Section 2. Then in
section 3 our proposed CEW scheme is presented and the
obtained results are discussed in detail in section 4. The
conclusions are presented and future work is discussed in
section 5.
JPEG2000 Compression Standard
JPEG2000 is the new international standard for image
compression developed jointly by the Joint Photographic
Experts Group committee in 2000 with the intention of
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superseding their original discrete cosine transform-based
JPEG standard (created in 1992) with a newly designed,
wavelet-based method. The goal of the JPEG2000 is to
develop “a new image compression system for all kinds of
still images (bi-level, grayscale, color, multi-component)
with different characteristics (continuous-tone, text,
cartoon, medical, etc), for different imaging models
(client/server, realtime transmission, image library
archival, limited buffer and bandwidth resources, etc.) and
preferably within a unified system” [15]. Generally
speaking, JPEG2000 is designed to supplement and
enhance the existing JPEG standard for still image coding.
It provides advanced features such as low bitrate
compression, lossless and lossy coding, multiple resolution
representation, progressive transmission, region of interest
(ROI) coding, error-resilience, random codestream access
and processing, and a more flexible file format.
2.1 JPEG2000 coding structure
The general codec structure of the JPEG2000 is illustrated
in Figure 3.The JPEG2000 encoder is illustrated in Figure
3a. The discrete transform is first applied on the source
image data. The transform coefficients are then quantized
and entropy coded, before forming the output codestream
(bitstream). The decoder is the reverse of the encoder
(Figure 3b). To reconstruct the original image, the
codestream is first entropy decoded, dequantized and
inverse discrete transformed. To recapitulate, the encoding
procedure is as follows [16, 17]:
 The source image is partitioned into components.
 Tiling is applied to the original image and its
components by partitioning it into rectangular nonoverlapping blocks (tiles). These tiles can be processed
and manipulated independently.
 The discrete wavelet transform (DWT) is applied on
each tile. The tile is decomposed in different
resolution levels.
 These decomposition levels are made up of subbands
of coefficients that represent the horizontal and
vertical spatial frequencies of the tile component.
 After DWT, all the coefficients in subbands are
quantized and collected into rectangular arrays of
“code-blocks”.
 The bit-planes of the coefficients in a “code-block” are
entropy coded.
 The encoding can be done in such a way, so that
certain ROI’s can be coded in a higher quality than
the background.
 Markers are added in the bitstream to allow error
resilience.
 The codestream has a main header at the beginning
that describes the original image and the various
decomposition and coding styles that are used to
locate, extract, decode and reconstruct the image with
the desired resolution, fidelity, region of interest and
other characteristics.
 The optional file format describes the meaning of the
image and its components in the context of the
application.
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3.THE PROPOSED COMMUTATIVE ENCRYPTION
AND WATERMARKING (CEW) SCHEME
The block diagram of the proposed CEW scheme is shown
in figure 4. The scheme is integrated with jpeg2000
compression standard framework. The main idea is to
partition the data obtained in DWT domain after
quantization into two parts. One part is encrypted and the
other is watermarked.

Figure 4:Proposed CEW scheme based on jpeg2000 codec,
(a)encryption and watermarking embedding procedure, (b)
decryption and watermarking extraction procedure
In the proposed CEW scheme, the human visual system
(HVS) is used to determine which part of the quantized
coefficients are suitable for encryption to achieve a high
perceptual security, and which part of the quantized
coefficients is suitable to embed the watermark
imperceptibly. Discrete wavelet transform (DWT) is the
multiresolution description of an image. It decomposes an
image into four subbands as shown in figure 5. LL is the
low frequency coefficients, LH is the high frequency
coefficients horizontally, HL is the high frequency
coefficient vertically, and HH is the high frequency
coefficient diagonally.

Figure 5 Flow of DWT process (3-level decomposition)
The human visual system (HVS) [18] is more sensitive to
the low frequency coefficients, and less sensitive to the
high frequency coefficients. From this fact, we propose the
CEW scheme in which encrypts the low frequency
coefficients and embeds the watermark in the high
frequency coefficients. Encrypting the low frequency
coefficients achieve a high perceptual security because
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most of the image energy is concentrated at the lower
frequency coefficients. On the other hand, the high
frequency coefficients include the edges and textures of the
image and human eye is not sensitive to changes in these
coefficients. This allows the watermark to be embedded
without being perceived by the human eye.
3.1 Encryption and watermark embedding
Encryption and watermarking was carried out after the
quantization step in jpeg2000 compression standard. For
encryption, the proposed CEW scheme encrypts the sign
bits of the wavelet coefficients in the four subbands in low
frequency with RC4 stream cipher. Thus, the sign bits can
be extracted from the coefficient, encrypted by RC4 stream
cipher, and returned to the corresponding coefficients. In
jpeg2000 codec, the sign bits are encoded independently
and thus the sign encryption does not change the
compression ratio. For watermarking, the algorithm
proposed in [19], is adopted to embed the watermark in the
proposed CEW scheme. This algorithm embeds the
watermark by modifying the wavelet coefficients in pairs
after quantization of the original image. The process of
embedding the watermark into quantized wavelet
coefficients is as follow: suppose A and B are two adjacent
wavelet coefficients, A includes two parts which are
integer part A _ int and decimal part A _ dec . The last
eight bits of A _ int are denoted as:

Similarly, The last eight bits

of are denoted as:

The method of embedding one bit watermark in (
) is as following:
If w  0 , and A m  B m , let
(( A _ int  m )  m ) | (2m 1  1) if A m  1
( A _ int)'  
else
(( A _ int  m )  m ) | (2m 1)

,

(3)

If w  1 , and Am  B m , let
(( A _ int  m )  m ) | (2m 1  1) if A m  1
( A _ int)'  
else
(( A _ int  m )  m ) | (2m 1)

(4)

Where m is chosen from the set {1, 2, …, 8}
3.2 Decryption and watermark extraction
At the decoder side, the quantized coefficients in the four
subbands in the low frequency are separated from the data
obtained from the EBCOT decoder. The sign bits of these
encrypted coefficients are extracted and decrypted using
the same key as used in encryption process. The watermark
is extracted in a simple and fast way without the assistance
from either the original image or reference watermark.
The watermark extraction is done as follow: find two
quantized adjacent wavelet coefficients A' , B' in the high
frequency subband, where, the integer part of A'
is ( A _ int) ' , and the integer part of B' is (B _ int) ' .
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The method of extracting one bit watermark

from

( A _ int) ' and (B _ int) ' is

1 if A m'  B 'm ;
w' 
0 else .

(5)

4. EXPERIMENTAL RESULTS
For a comprehensive assessment of the proposed CEW
scheme, the experiments are conducted to evaluate the
security of encryption and the imperceptibly and
robustness of watermark.
4.1 Security of encryption
For image encryption, it is important to keep the encrypted
image unintelligible. It is called perceptual security. In
order to evaluate perceptual security, three measures are
adopted:
 Peak signal to noise ratio (PSNR)
The PSNR computes the peak signal-to-noise ratio, in
decibels, between two images. This ratio is often used
as a quality measurement between the original and an
encrypted image. The lower the PSNR mean that the
lower the intelligibility of the encrypted image and the
higher the perceptual security.The result of the
proposed scheme are shown in Table 1, in which it
can be seen that the corresponding PSNR are all
smaller than 15 and the encrypted image are
unintelligible, preserving the perceptual security of the
proposed scheme.
 Information Entropy Analysis
The information entropy ideally should be 8 bits for
gray level images. If an encryption scheme generates
an output encrypted image whose entropy is less than
8 bits, then there would be a possibility of
predictability, which may threaten its security
[20].Information entropy is calculated by the following
equation.
H (m ) 



2N 1
i 0

p (m i )  log 2

1
p (m i ) '

(6)
where represent the probability of occurrence of the
symbol . Simulation results for entropy analysis are shown
in Table 6. Entropy analysis shows that the proposed
encryption algorithm has entropy that close to ideal
entropy (8), so the algorithm is secure from leakage of
information.
Table 1: Some result of encrypted images

Table 2 Image Entropy
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4.2 Imperceptibility and robustness of the watermark
In the experiment, the cover image used is an 512×512
gray level image and the watermark logo is an 32×45
binary logo. Table 3 shows the 512×512 bit gray level
cover image (Airplane, and House), the 32×45 binary
watermark, the watermarked imageand the extracted
watermark. The Peak signal to noise ratio (PSNR) is used
to measure the quality of watermarked image. The
Normalized Correlation (NC) is used to measure
similarities of extracted watermarks. A higher PSNR value
reflects the facts that the watermarked image is more
similar to the original image. Moreover, a higher NC value
reflects the fact that the extracted watermark is of higher
quality. Various attacks are used to test the robustness of
the watermark. Table 4 shows watermarking logo
extracted from Sailboat 512×512 watermarked images,
after exposing the watermarked image to different attacks.
The Normalized Correlation (NC) is used to express
quality of the reconstructed logo for each of the attacks.
Table 3 : shows the two standard gray level cover image
with watermark logo, watermarked image, and extracted

5. CONCLUSIONS AND FUTURE WORK
Commutative Encryption and watermarking provide a
method to combine encryption and watermarking to
protect both confidentiality and integrity of digital media.
In this paper, we propose a CEW scheme that integrated
with the jpeg2000 compression standard. The main idea is
to partition the data after quantization into two parts; one
part is encrypted while the other is watermarked. This
partition must achieve a high perceptual security of
encryption, and the imperceptibility and robustness of the
embedded watermark. The proposed scheme allow extract
watermark in the encrypted domain, moreover, allow
watermark to be embed in the encrypted content.
Experimental results confirmed the robustness of the
proposed scheme against most common signal processing
attacks. Moreover, the proposed is secure and suitable for
real time application. In future we will extend this scheme
to other codecs and its performance will be evaluated.
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