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Abstract
Modern mobile devices like cell phones or PDAs allow for a
level of network connectivity similar to that of standard PCs,
making access to the Internet possible from anywhere at any
time. Going along with this evolution is an increasing demand
for cryptographically secure network connections with such
resource-restricted devices. The Secure Sockets Layer (SSL)
protocol is the current de-facto standard for secure
communication over an insecure network like the Internet and
provides protection against eavesdropping, message forgery
and replay attacks. To achieve this, the SSL protocol employs
a Pell’s equation with Jacobi Symbol, which can result in
unacceptably long delays on devices with modest processing
capabilities. In this paper we introduce a hardware/software
co-design approach for accelerating SSL protocol execution in
resource-restricted devices. The software part of our co-design
consists of MatrixSSL TM, a lightweight SSL implementation
into speed up the public-key Pells Equation with Jacobi
Symbol operations performed during the SSL handshake.

Key Words:- Pells Equation, Jacobi Symbol, Legendre
Symbol, SSL Protocol

1 Introduction
The current de-facto standard for secure communication
over an insecure, open medium like the Internet is the
Secure Sockets Layer (SSL) protocol [9] and its successor,
the Transport Layer Security (TLS) protocol [8, 33]. Both
use a Pell’s Equation of public-key and secret-key
cryptographic techniques to ensure confidentiality,
integrity and authenticity of communication between two
parties (typically referred to as client and server). The SSL
protocol is composed of two layers and includes several
sub-protocols. At the lower level is the SSL Record
Protocol, which specifies the format used to transmit data
between client and server (including encryption and
integrity checking) [9]. It encapsulates various higherlevel protocols, one of which is the SSL Handshake
Protocol. The main tasks of the handshake protocol are
the negotiation of a set of cryptographic algorithms, the
authentication of the server (and, optionally, of the client),
as well as the establishment of a pre-master secret via
asymmetric (i.e. public-key) techniques [9]. Both the
client and the server derive a master secret from this premaster secret, which is then used by the record protocol to
generate shared keys for symmetric encryption and
message authentication [9]. The handshake protocol, on
the other hand, relies on services provided by the record
protocol to exchange messages between client and server.
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The SSL/TLS protocol is supports Pells Equation for the
cryptographic operation, and allows the communicating
parties to make a choice among them [9]. At the
beginning of the handshake phase, the client and the
server negotiate a cipher suite, which is a well-defined
Pells Equation Public Key Cryptography algorithms for
authentication, key agreement, symmetric encryption, and
integrity checking. Both SSL and TLS specify the use of
Pells Equation for authentication, and key exchange. In
addition, certain cryptographic operations (e.g. generation
of signatures, key exchange) can be executed Pells
equation is much faster than RSA in a multiplicative
group like Z*p. The advent of the wireless Internet has
created a strong demand for secure communication via
mobile devices such as cell phones or PDAs. However,
these devices are battery-operated, and hence severely
constrained by computational resources (processing
power, memory, network bandwidth, etc.). When
implementing SSL for mobile devices, great care must be
taken to utilize the scarce resources as efficiently as
possible [2, 3, 14]. The delay a user experiences when
establishing an SSL connection depends heavily on the
execution time of the public-key operations carried out
during the handshake (i.e. authentication and key
agreement). If an Pell’s based cipher suite is used, the
client has to perform two modular exponentiations, one
for the verification of the server's certificate and one for
the encryption of the pre-master secret. Even though these
exponentiations involve public exponents (which are
usually small), they constitute a significant overhead. The
hardware acceleration of the public-key operations carried
out during the handshake is desirable.
The
straightforward approach to hardware acceleration of
public-key cryptography is the integration of a dedicated
co-processor to off-load the computationally expensive
parts of an algorithm (e.g. modular exponentiation in the
case of Pells) from the main processor [7, 17]. In the
embedded realm, however, fixed-function hardware
accelerators in the form of cryptographic co-processors
exhibit a number of disadvantages. Co-processors for
Pell’s Equation with Jacobi Symbol generally demand
large silicon area, which poses a particular problem for
low-cost embedded devices. Given the algorithm-agile
nature of the SSL protocol, it seems questionable whether
a cryptographic co-processor can meet the desired level of
flexibility at moderate hardware cost. Modern security
protocols, such as SSL or IPSec, are constantly evolving
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and hence changing their repertoire of crypto algorithms
(e.g. to phase out compromised algorithms, to include new
algorithms, or to adapt the minimal key size of
algorithms), which again calls for a flexible and scalable
approach to hardware acceleration. In this paper we
present a new methodology for hardware acceleration of
the SSL handshake based on hardware/software co-design
[35] of the involved cryptographic Pell’s Equation with
Jacobi Symbol algorithms. The specific co-design
approach we followed in our work is the integration of
custom instructions into a general-purpose processor to
speed up the processing of performance-critical arithmetic
operations carried out in Pells equation (e.g.
multiplication in finite fields). Hardware/software codesign at the granularity of instruction set extensions is
particularly area-efficient and allows one to retain the full
flexibility of a “pure" software solution, which makes this
approach perfectly well suited for hardware acceleration of
the SSL protocol in low-cost embedded systems. Our
experimental results show that, due to the lightweight
implementation of the SSL stack, the speed-up gained at
the low-level field arithmetic propagates almost lossless
up to the application layer. We also compare the results of
our co-design with the performance figures of a pure
software implementation of the SSL protocol, namely
Open SSL [28]. This comparison confirms that
hardware/software co-design in the form of instruction set
extensions for public-key cryptography, in particular pells
equation, is a good way to accelerate the SSL handshake.

2 Public-Key Cryptography
The SSL/TLS protocol makes heavy use of public-key
cryptography during the handshake phase to accomplish
such tasks as authentication and key establishment. In this
section we briey discuss implementation aspects of both
classical public-key cryptosystems (Pell’s Equation with
Jacobi Symbol) as well as elliptic curve cryptosystems in
the context of the SSL handshake.
2.1 RSA, DSA, Difie-Hellman
The RSA cryptosystem operates in the residue class ring
Zn, where n is the product of two large primes. DSA and
Difie-Hellman, on the other hand, use the multiplicative
group Z* p (or a subgroup thereof) as underlying algebraic
structure. The basic operation of all these cryptosystems is
exponentiation, i.e. the repeated application of the ring or
group operation, namely multiplication, to an element of
the ring (resp. group). Of course, the multiplications are
performed modulo n (or modulo p, respectively), which
means that said exponentiation is actually a modular
exponentiation of the form c = me mod n [24]. In case of
the RSA algorithm, the modulus n is a product of primes,
the exponent e satisfies gcd (e; Ø(n)) = 1, and the base m
is in the interval [0; n - 1], i.e. m
Zn. The security of
the RSA cryptosystem is closely related to the Integer
Factorization Problem (IFP), even though no
mathematical proof exists that the factorization of n is
needed to break RSA. Factoring an RSA modulus is
widely believed to be computationally infeasible if its
prime factors are large (e.g. > 512 bits). On the other
hand, the security of DSA and Difie-Hellman relies on the
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Discrete Logarithm Problem (DLP) in Z*p, which is
defined as follows: Given a generator g for Z* p (or a
subgroup thereof) and an element a of said (sub)group,
find the integer x such that a = gx mod p. The DLP is
considered intractable, provided that the group Z* p and
the generator g are properly chosen. The standard
algorithm for computing a modular exponentiation me
mod n is the square-and-multiply algorithm, which is also
referred to as binary exponentiation method [24] since it
uses the binary expansion of the exponent e. Two variants
of the binary method are described in [24]; one scans the
bits of e from left to right (i.e. MSB first), the other from
right to left (i.e. LSB first). Assuming an exponent e of
length l = 1 + log2 e bits, the square-and-multiply
algorithm executes l modular squaring and roughly l=2
modular multiplications, with the exact number depending
on the Hamming weight of e. The number of modular
multiplications can be reduced if some extra memory for
storing powers of the base m is available. For example, the
k-ary exponentiation method (also called window method)
processes k bits of the exponent e at a time, thereby
reducing the number of modular multiplications to l=k in
the worst case. However, the k-ary exponentiation requires
pre-computation and storage of 2k powers of the base m
(see Algorithm 14.82 in [24]), which is why this method
is rarely implemented on resource-constrained embedded
devices like smart cards. If the base m is fixed and known
a-priori (which is, for example, the case when generating
a DSA signature), the number of both modular
multiplications and squaring can be reduced through the
fixed-based comb method as described in [24]. The
execution time of a modular exponentiation depends
heavily on the implementation of the two operations it
consists of, namely modular multiplication and modular
squaring. Both operations include a modular reduction,
which can be efficiently performed using the well-known
Montgomery technique [25]. Kofic et al [22] describe
several optimized software algorithms for Montgomery
multiplication, among these is the so-called Coarsely
Integrated Operand Scanning (CIOS) method. The CIOS
method executes a total of 2s2 + s single-precision (i.e. wbit) multiply instructions, whereby n denotes the number
of w-bit words that are needed to accommodate an n-bit
operand, i.e. s = n/w (see [22] for a detailed analysis).
2.2 Pell’s Equation
We describe a cyclic group Gp over the Pell’s equation x2
− D * y2 ≡ 1 (mod P), where P is an odd prime. Some
properties of the group Gp are then deduced. These
properties are also found in the group GN over the Pell’s
equation x2 − D * y2 ≡ 1 (mod N), where N is a product of
two primes. This group GN then developed to be a public
key crypto scheme based on Pell’s equations over the ring
ZN *. From the group GN, we find a group isomorphism
mapping f : GN → ZN *such that a solution (x, y) of the
Pell’s equation x2 − D * y2 ≡ 1 (mod N), can easily be
transformed to unique element u in ZN * . This implies
that the plain texts/cipher texts in the in the group GN can
easily transformed to the corresponding plain texts/cipher
texts in the Pells equation scheme.
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Legendre symbol
Let a be an integer and p > 2 a prime, Define the
Legendre Symbol (a/p)=0,1,-1 as follows

Jacobi Symbol
If p is a positive odd integer with prime factorization
r

P =



piai .

i1

The Jacobi symbol ( n / p) is defined for all integers n by
the equation
r

( n / p) =



(n / pi)ai

i1

where (n / pi) is the legendre symbol. The computational
cost of a modular exponentiation can be reduced if the
exponent e and/or the base m are suitably chosen, which is
possible for RSA as well as Pell’s Equation with Jacobi
Symbol. For example, it is common practice to choose a
small public exponent in Pell’s Equation; a typical value
is 216 +1. In this case, operations involving the public
exponent (e.g. Pells Equation encryption) are significantly
faster than operations involving the private exponent,
even when the latter are supported by the Chinese
Remainder Theorem [24]. On the other hand, Pells
equation with Jacobi symbol can use special primes to
simplify the reduction operation. In addition, the
generator g used in Pells key exchange can be small (e.g.
g = 2), which reduces the cost of a modular
exponentiation. Pells Equation implementations generally
take advantage of a generator g that generates a (large)
subgroup of Z* p, 160-bit subgroup when p is a 1024-bit
prime, which considerably alleviates the computational
burden of a modular exponentiation with g as base.

3 Secure Sockets Layer (SSL) Protocol
The Secure Sockets Layer (SSL) protocol and its
successor, the Transport Layer Security (TLS) protocol,
are standardized protocol suites for enabling secure
communication between a client and a server over an
insecure network [8]. The main focus in the design of
these protocols lay in modularity, extensibility, and
transparency. Both SSL and TLS use a combination of
asymmetric (i.e. publickey) and symmetric (i.e. secret-key)
cryptographic
techniques
to
authenticate
the
communicating parties and encrypt the data being
transferred. The actual algorithms to be used for
authentication and encryption are negotiated during the
handshake phase of the protocol. SSL/TLS supports
traditional public-key Pells Equation with Jacobi Symbol
cryptosystems.
3.1 SSL Handshake
The SSL protocol contains several sub-protocols, one of
which is the handshake protocol. After agreeing upon a
cipher suite that defines the cryptographic primitives to be
used and their domain parameters, the server (and
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possible the client too) is authenticated and a pre-master
secret is established using publickey techniques. When
using an Pells equation with Jacobi Symbol cipher suite,
the pre-master secret is established through key transport:
The client generates a random number and sends it in
Pells-encrypted form to the server.
Client sends the message its supported cipher suites to the
server, who confirms the selected suite in its own
message. Then, the server transmits its certificate and an
optional request for authentication to the client. In most
cases there is no mutual authentication and only the server
presents its certificate to the client. The client is rarely
authenticated during the handshake phase, but rather
thereafter, e.g. by sending a password to the server. The
client then verifies the server's certificate and answers
with the message, containing the material needed for the
server to derive the shared pre-master secret. If the public
key extracted from the server's certificate cannot be used
for encryption (e.g. because it is only authorized to
signing), then the server sends a message including a
second public key. The cipher suite is just a status
message, telling both parties to use the negotiated suite
from now on. The final message is then the first one
encrypted with the selected cipher and the symmetric key,
derived from the pre-master secret. The expensive steps in
this process are the verification of the certificate's
signature (using, for example, Pells equation with Jacobi
Symbol) and the establishment of the shared pre-master
secret, which is usually done in one of two ways,
depending on the cipher suite chosen.
 If Pells Equation with Jacobi Symbol is chosen, the
client creates a random value, encrypts it with the
server's public key (one modulo exponentiation) and
sends the result back to the server, who can decrypt it
(another modulo exponentiation).
3.2 Advantages of Pell’s Equation with Jacobi Symbol
over RSA Cipher Suites
When an RSA cipher suite is used for the handshake, the
client has to perform two modular exponentiations: one to
verify the RSA signature contained in the server's
certificate, and the other to encrypt the pre-master secret.
Both of these exponentiations are carried out with public
exponents, which are usually small [18, 31].
Unfortunately, when using an Pells equation with Jacobi
symbol based cipher suite, the situation is less favourable
for the client. In summary, It is widely believed that RSA
cipher suites are to prefer over their Pells equation with
Jacobi Symbol based counterparts when the SSL client
runs on an embedded device with modest resources, while
Pells equation cipher suites yield considerable better
performance (i.e. throughput) figures on the server side
[15, 30].
 Results from the literature confirm that a 1024-bit Pells
Equation signature can be verified significantly faster
than a 160-bit RSA signature. However, the picture
changes with higher security levels (i.e. longer keys).
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 Even though this paper focuses on client-side
acceleration of SSL, it should be noted that Pells
equation with Jacobi symbol offers significant
performance-advantages for SSL servers [15, 16]. RSA
cipher suites are highly computation-intensive on the
server side [7, 36], which may also impact the overall
latency of the handshake, in particular if the server is
under heavy load.
 Using a cipher suite with ephemeral Pells equation key
exchange provides forward secrecy, whereas RSA-based
key transport does not [4]. Another advantage of Pells
equation key exchange is that both the client and the
server can contribute randomness to the generation of
the pre-master secret, which is not the case with RSAbased key transport.

4. Algorithms and Results
4.1 Algorithm
Key Generation:
Assume that the Sender to send messages E (cipher text)
and Receiver case receive the messages E and M .
1. Choose two primes p and q (p  q)
2. put



p

=

p mod 4 and



q



q

=

q mod 4 where



p

,

 {1,-1}

3. Find non square integer D > 0 such that Legender
symbols




q and m = ( p+ ) (q+
p

(D/p) = 4. Compute n = p *

p

and (D/p) = -

q

q

)/4

5. Select a integer value for S such that the jacobi
symbol ( ( S2- D)/n) = -1.
6. Select a integer value for e such that ( e , m )=1. and
makes {n, e, S, D} as public.
7. Solve
d * e  (m+1)/2 mod m for d and keeps
as private key
8. D is Key for the Cipher Text.

if i  j
Xi+j = Xj + D Yi Yj and
Yi+j = Xi Yj + Xj Yi
if i = j
X2i = Xi 2 +D Yi 2
or
2 Xi 2 – 1 and Y2i = 2 Xi Yi
11. Compute E = DYXl (Xl+1 – x Xl)-1 mod n (here E
is the cipher text) with 0<E<n
12. Send the {E, j1, j2 ) = cipher text.
Decryption
After the ciphertext (E, j1,j2), checks that x2 −D y2 ≡ 1
1. Compute X2l = (E2 + D) / (E2 - D) (mod n) and
i. Y2l = (2E / (E2 - D)) (mod n )
2. Compute Xd (X2e)  X2de (x)(mod n) and
i. Xd+1 (X2e)  X2de+2e (x)(mod n)
ii. We have X2ed =  x (mod n) and j2  x (mod 2)
3. Compute  and therefore determines x (mod n)
And find y   Y 2de   (X2de+2e - X2e Xd ) /
DX2e mod n we have
Compute t1 such that
t1 = t
1

t

if j1 = 1 else

 x + y D mod n
if

j1 = -1

D ) / (S + D )
And t = (M + D ) / (M - D ) mod n
4. Compute M  (t1+1) ( D ) / ( t1 -1) (mod n)
t

= t (S-

1

The Sender sends message (M) to key generation function
that produces a secure private key (d). This private key is
then encrypted with public key cryptosystem using the
sender private key to form the result. Both the message
and the result are pretended and then transmitted. The
receiver takes the message (M) and produces a secure
private key (d). The receiver also decrypts the result using
the sender public key. If the calculated secure private key
(d) matches the decrypted results, the result is accepted as
valid. Because only the sender knows the private key and
only the sender could have produced a valid result.

Results
Timings for RSA for varying bit strengths (512 to2560)
Table I (RSA Scheme)

Encryption:
1. Let M be a message to communicate / encrypt
2. Compute
j1 = ((M2-D)/n)
3. If j1 = 1 go to step (4) else go to step (6)
4. Compute x  (M2 + D) / ( M2 - D) (mod n )
And
y  2M / (M2-D) (mod n)
5. Go to step (8)
6. If j1 = -1 go to step (7) else go to stop().
7. Compute x  ((M2+D)(S2 + D) + 4DMS) / (( M2-D)
(S2- D) ) (mod n ) And
y  (2S (M2+D) + 2M (S2
2
2
+ D)) / (( M -D) (S - D) ) (mod n )
8. Compute j2 = x (mod 2) where j2  {0, 1}
(nothing that x2- Dy2=1(mod n) for these values of x,
y and assume
that (y, n) =1)
9. Put Xl = x and Yl = y
10. Compute (Xl+1, Xl) (mod n ) such that
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Timings for Pell’s Equation with Jacobi Symbol for
varying bit strengths (512 to 2560)
Table 2 (Pell's with Jacobi symbol Scheme)
Key
Decryption
Encryption
Generati
Time
Time
on
µs
µs(millisec
µs(milli
(millisecon
onds)
seconds)
ds)
0.049876
0.044362
0.80498
0.187692

0.059502

1.797604

0.453265

0.069651

3.032591

0.563421

0.079212

4.142814

1.602341

0.099439

3.129204

2.056323

0.109938

7.230849

4.052181

0.113361

7.249686

6.712345

0.121213

8.122532

8.312423

0.128745

8.768374

Figure 1 (Comparison of the Encryption algorithms of
Pell’s with Jacobi symbol, with existing RSA algorithm)

Figure 2 (Comparison of the Decryption algorithms of
Pell’s with Jacobi symbol, with existing RSA algorithm)
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5 Conclusions
We presented a hardware/software co-design of the SSL
handshake based on instruction set extensions for the lowlevel arithmetic operations carried out in public-key Pells
Equation with Jacobi Symbol cryptography. Our solutions
offer a significant gain in performance for field arithmetic
as well as for an entire handshake. In addition, we have
shown that the speed-up achieved in the low-level
operations (i.e. the field arithmetic) propagates almost
lossless up to the highest layers of the SSL protocol. So,
by speeding up field multiplication and squaring using
instruction set extensions, the entire high-level SSL
handshake can be sped up by almost the same factor.
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