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ABSTRACT
The security triad of any company is mainly based on three
components: Confidentiality, Integrity and Availability. In
other words, this triad is based on keeping the system’s data
always available when needed while preventing unauthorized
individuals from accessing this data or causing harmful
modification or destruction to it [1]. Human factors are
considered the major threat that could intimidate the security
triad of organizations when starting harmful and illegal
attacks on the system. But ironically, the attackers depend
mainly on the weakest point of any system: the human factor
itself. The attackers focus on tricking legitimate users into
revealing confidential information in an attempt to gain an
unauthorized access to the system depending on some wrong
security behavior done by the users. In this work we analyze
the main advantages and disadvantages of text passwords and
graphical passwords and we explain the reasons of
replacement of text passwords by graphical passwords by
giving a small algorithm application with its analysis and
conclusions.
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1. INTRODUCTION
Several challenges are raised when designing user
interaction interface, specifically in the case of
authentication systems. Such systems should provide an
ease of access for all authenticated users and maintain a
high level of security.
Security is usually considered a secondary task in the
prospect of most users. The main task of the users is to
perform the tasks they are paid to do. If the security
policies become an obstacle in reaching their primary
tasks, the users will try to circumvent the security
measures. Due to their poor mental realization of security,
users do not realize that their actions are insecure in the
first place. They often underestimate the consequences of
their actions that could lead to an external leak to
attackers [6].
Dr. Karen Reynaud, a computer science lecturer at the
University of Glasgow, visualized the authentication
process for individuals through three phases:
Identification.
Authentication.
Authorization.
Users must first make some claim of their identity and
provide evidence to support this claim, and if successfully
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authenticated by the system, access rights are granted to
the user[8].

2. BACKGROUND
2.1. Text Passwords
Many contributors presented password methods for a
secure authentication. Despite the large number of
options for authentication, text passwords remain the
most common choice for several reasons. Text passwords
are inexpensive, easy to implement and friendly to almost
all users. It allows users to authenticate themselves
without violating their privacy, as biometrics could, since
users should select passwords that do not contain personal
information. Moreover, text passwords are portable since
users simply have to remember or recall them, in contrary
to tokens which must be carried [8].
However, in the perspective of security and usability, text
passwords have a number of cons. Passwords can be only
secure if they are difficult for attackers to guess or predict.
Many security policies must be applied to obtain such a
deterrent system. An example of these policies according
to an article published by Symantec [3] are:
 Length: A password’s length should be from 6 to 9
characters
 Width: Complexity should be added to the password.
In other words, it should contain letters (both
uppercase & lowercase), numerals and special
characters.
 Depth: Users should not use complete words;
instead, they should use unguessable word-phrases
that contain no personal information.
 Changing the Password: The password should be
changed every month or two for financial account
and every 3 or 4 months for regular users, and the
password should not be used twice.
Moreover, many systems sometimes try to provide some
help by:
 Giving on-screen advice on how to create more
secure passwords.
 Giving a feedback about password choice, such as
showing a password strength meter indicating the
strength of the password.
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 Forcing users to create passwords that comply with
specific system-defined policies. [9]
But when such policies are applied, the password does not
become only difficult to be stolen by attackers, but also
difficult for the authenticated users to remember. This
situation is defined as the “Password Problem" where
despite the need for both secure and well-memorable
passwords, most created passwords are either weak-andmemorable or secure-but-difficult-to-remember [9].
Actually, the password problem is a result of two main
reasons:
 The fundamental limitations of human long-term
memory.
 The lack of the security foresight in the users’
perspective.
 The fundamental limitations of human longterm memory
Once a password is chosen, the user must be able to
remember it every time he wants to access the system. But
people tend to forget their passwords due to the nature of
the human memory [14]. The passage of time and
retroactive interference are two main factors that
emphasize this memory weakness, where not using the
password for a while will make new items in memory
replace or disrupt the existing ones or vice-versa [10].
A user is expected to choose a secure and complex
password and learn and memorize it to be able to recall it
when required. But by the time he learns such a
password, the system will ask him to choose another one
according to the security relegations of the system. This
causes a disruption in the user’s memory where by the
passage of time the memory becomes confused between
the previous passwords and the current one, especially if
his access of the system is not frequent. Actually,
researches have shown that users do not forget the
password completely. They tend to recall parts of it
correctly, but still the complete password is required to
obtain an access to the system [11].
 The lack of the security foresight in the users’
perspective
Most users lack any security knowledge and they do not
know or recognize the threats that online systems face
every day. They visualize the password, or any
authentication process, as an obstacle that is preventing
or slowing them from accomplishing their main tasks.
This leads them to try to use insecure methods to overpass
the authentication process underestimating the severe
results their actions can cause [9].Their created passwords
tend to be short and usually contains the name of a family
members or pets. Additionally, they tend to write down
their passwords and keep it in a suitable place for them,
most commonly on a sticker on their screen or on a small
paper in the drawer, and give their password to his/her
coworkers. Also, users create their own rules by adding a
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different to the same base word for each new password
[12].
Moreover, in the case of multiple systems that require
multiple authentication processes users tend to choose one
password for all systems, reducing the security level to
minimum and putting the user and his organization at
risk of widespread damage if the password file of any of
the accessed systems is breached [13].
These disadvantages encouraged developers to find new
authentication methods. The best systems developed were
those which depended on humans’ biometrics, but the
main obstacle was its huge cost. So, researches continued
until the concept of graphical passwords was introduced.
Graphical Passwords replaced the input in text passwords
with another input containing images. This
implementation was developed from the fact that humans’
brain and their memory can remember images better than
text.
2.2 Images vs. Text in Human Memory
One of the most famous quotes of Albert Einstein was “If
I can’t picture it, I can’t understand it” [15]. This quote
reflects the proposition that gives images and pictures the
advantage over text when human interaction is involved.
Imagery is considered a primary sensory connection in
the brain. Within our daily lives we are provided with an
overflow of visual images from multiple sources such as
the television, the Internet, the on-road billboards, and
even the illustrations provided in students' textbooks. For
example if instead of watching a TV show, we could only
read the script, would the images we visualize while
reading match those watched on the television? [15]
Through
experience
and
experimentation,
the
understanding of the visual world and how we are
influenced by it has increased. Psychologist Albert
Mehrabian demonstrated that 93% of communication is
nonverbal. Studies concluded that the human brain tends
to receive and decipher images simultaneously, while text
is decoded in a linearly, taking more time to process. [19]
Moreover, physically our brain has one memory. But
practically it is divided into three sections:
• Sensory Memory
• Short-term Memory
• Long-term Memory
 Sensory memory
Sensory memory takes the information provided by the
senses and retains it accurately but very briefly. Sensory
memory lasts such a short time (from a few hundred
milliseconds to one or two seconds). But it still represents
an essential step for storing information in short-term
memory.
 Short-term Memory
Short-term memory is considered as a scratch paper to
temporary remembers the information processed at any
time. But it can hold a small amount of information for a
short duration in an active and ready state, usually not
more than seven items for a maximum period of a minute.
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This information will quickly disappear if an extra effort
is not made towards the next stage of reservation, the
long-term memory. [21]
 Long-term Memory
Long-term memory is for the storage of information over
a long period of time. Despite the human’s nature of
forgetting, long-term memory actually is not destructed
easily over time and can store an undefined amount of
information. But still, it is not obvious whether we
actually ever forget anything at all, or whether it just
becomes increasingly difficult to access or retrieve certain
items from memory [21].
Words are processed by our short-term memory which
has been mentioned before can retain about 7 bits of
information. This is why we have 7-digit phone numbers.
On the other hand, Images go directly to our long-term
memory where they are usually engraved. Therefore, it is
not surprising that it is much easier to show a circle than
describe it. [19]
Actually, a study made by Nick Patel, an analytics expert,
lead to the following conclusions that support the prementioned proposition:
 Approximately 50% of the human brain is involved
in visual processing. [18]
 65% of people are visual learners that respond better
to visual information than plain text. [18]
 High quality infographics are 30 times more likely to
be read than text articles.
 The average person only read 20% of the words on a
regular web page. [18]
 The use of visualized information has increased
9900% on the Internet between 2007 & 2013. [18]
 People following instructions with a visual element
perform 323% better than those without. [18]
 Visual aids in the classroom improve learning up to
400%. [18]
 Moreover, researches made by Mindlab International,
an independent research company, on brain waves of
people completing certain tasks with the help of
visual information lead to the following results:
 Individuals working with visual mapping techniques
used on average 19% less cognitive resources. [20]
 They were 17% more productive and 4.5% better able
to recall details than when using the equivalent
traditional software. [20]
 They were 8% more productive and recalled 6.5%
more data when using visual mapping compared with
traditional techniques. [20]
2.3 Graphical Passwords
Based on the mentioned scientific researches that
concluded that the human mind is more familiar with
images than text, more researches were made to invent
new authentication systems based on images instead of
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text. Graphical password was one of the alternatives
introduced to replace text passwords.
Graphical passwords are divided into two main
categories:
A. Recognition based methods
• Dhamija and Perring implementation
• Sobrado and Birget implementation
• Passfaces
B. Recall based methods
• Pure Recall
• Reproduce a drawing
• Cued Recall
• Repeat a sequence of actions: PassPoints
2.3.1 Recognition based Methods
In recognition based methods, users are given a set of
pictures to pick from. Later during the authentication
process, they should recognize and identify the pictures
picked previously.
Several implementations were made based on the basics
of these methods. Below are some examples of these
implementations:
 Dhamija and Perring implementation:
This implementation was made based on the Hash
Visualization technique that was based on using images
in authentication. Dhamija and Perrig developed this
technique trying to introduce a more secure simple
authentication system.
The system should initially provide the user with a certain
number of images generated randomly. The user is
expected to select a certain number of images among
those shown to him. This is considered as the registration
process.
Later when the user wishes to log in to the system, he is
shown again different images. He should recognize and
identify the images he previously selected.
After making several studies, the following results were
obtained:
• 90% of the participants succeeded logging in using
the graphical password technique developed by
Dhamija and Perring.
• 70% of the participants succeeded logging in using
text passwords and PIN numbers.
• 18% of people use “1234”, ”0000”, or “1111” as
their PIN passwords(11% use “1234”).[23]
• The average log-in time using graphical passwords is
much longer than the time needed using text
passwords or PIN numbers.
In case of the graphical password implementation, it is
required to store a large amount of images. Also, it is well
known that images require more space and capacity more
than text. So in addition to the large capacity required on
the disks when compared to that required in case of text,
another drawback is the delay in the network caused by
the time needed to load the images from the database
server.
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Figure 1: Déjà vu system: an example of Dhamija &
Perring implementation
 Sobrado and Birget implementation:
To deal with the shoulder-surfing problem, Sobrado and
Birget developed a new technique. Their new technique
was based on the same concept used in the Dhamija
implementation. But instead of using large-sized and
limited random images, a large number of relatively
smaller passobjects is used. The same instructions are
required where the user should choose a certain number
of passobjects, and later during authentication he should
select these passobjects.
The main idea of this technique is to make the screen so
crowded (Sobrado and Birget suggested using 1000
objects). This way, any person sneaking above the user’s
shoulder be confused and would not be able to concentrate
on which objects the user selected. Also, the user should
not have any problem finding the object since he should
know exactly what to choose and would not be distracted
by the crowd of passobjects.
On the other hand, there are still several drawbacks of
this implementation:
 There will be delay over the network due to the large
number of objects needed to be loaded.
 The log in process could be slow since the user
knows the object he needs to select, but might need
some time to find them if the objects’ places is
randomly changed.
 If a small number of objects is shown on the screen,
the password space will be smaller leading to security
vulnerabilities.

Figure 2:A shoulder surfing resistant scheme developed
by Hong.
 Passfaces
Passface is another technique that depends on images, but
the difference is that these images belong to human faces.
It is based on studies that concluded that humans’ faces
are easier to remember than other images and that they
are more memorable over long intervals.
The user is shown a set of images and he should choose a
certain number of images. Later during authentication, a
random set of human faces’ images will be shown on the
screen including both the selected images in addition to
random false ones.Real Corporation suggested selecting 4
images during registration, and during authentication the
user will be shown 4 sets of images. Each set will include
9 images: 1 pre-selected image and 8 decoy ones. The
user must select the correct image in each challenge.
The main advantage of this technique is that users can
identify human faces easily, but still there are many
drawbacks:
 Most users tend to choose faces of people from the
same race.
 Female faces were preferred by both male and female
users.
 Better looking faces were more likely to be chosen.
These drawbacks forced the created passwords to create a
certain pattern making the passwords more predictable.

Figure 3: An example of Passfaces
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2.3.2. Recall based Methods

image. The user is expected to click on the previously
chosen click-points to authenticate his access.

 Pure Recall Methods
Pure recall based methods are similar to text passwords
because users must remember their passwords and
reproduce it without any hints or help from the system.
 Reproducing a drawing: Draw-A-Secret (DAS)
The user will be shown a new screen which should be
divided into 2-dimension grids. Using a mouse or a
stylus, the user must draw his unique password on this
grid. The password can be drawn using one continuous
stroke or multiple separate ones. The system will study
the drawing to see in which grids it passed through.
These active grids will be considered as the password.
During authentication, the same process is repeated
where starting from a blank grid the user is asked to
reproduce his drawing. The user must not reproduce the
same drawing identically, but his drawing must pass
through the same previously mentioned grids that
represent the password.
But when asking users to use this method by “Nali and
Thorpe”, the following drawbacks were noticed:
 Users tend to draw symmetric drawings.
 Users tend to produce their drawing in the middle of
the grid.
 Users tend to use alphabetical characters and
numbers as their drawing.

Several add-ons can be added to this method to increase
the security level:
 Force the user during authentication to enter his
click-points in the same sequence he initially clicked.
 Adding another authentication phase by displaying
several decoy images in addition to the user’s image
where the user should first choose the correct image
before proceeding to the second authentication phase.
 Password Spaces
The password space is the set of all password
combinations that can be created. In text passwords,
systems have a password space that depends on the
available characters (small and capital letters),
symbolsand numbers which are counted as a total of 95.
For example, in the case of an 8-character password, the
password space is 958or 6.63x 1015 possible permutations.
But actually, this is only the theoretical password space
because not all these permutations have make sense. For
example, \R9&i8/qis one of these permutations, but it
actually means nothing and it is almost impossible for
any user to memorize or remember it. Actually, the
meaningful words in English language is approximately
106. Moreover and out of these million words, only an
approximate of 170000 [26][27] words are used by
people. So if we suppose that each password created is
made up of 2 paraphrases, the password space would be
2.88x 1010. But in graphical passwords, all images or
grids or passpoints are meaningful, so the theoretical
permutation is the same as the practical.
3. Our proposed algorithm for graphical password
form

Figure 4: An example of DAS
 Cued Recall Methods
Cued recall methods are identical to pure recall methods
except for that the user is initially given a cue or hint to
start from.
 Repeating a sequence of actions: PassPoints
PassPoints is similar to DAS but instead of having a
blank gridded screen, an image with no grids is shown.
The user must select a set or sequence of click-points.
These click-points are considered as the password. When
logging in, the system displays the pre-mentioned initial
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 At first, a welcome screen will be shown on the
screen asking the user if he is a new or a registered
user.
 If he/she is a new user:
 A new screen will appear asking the user to enter
some personal information in addition to choosing an
ID or a username.
 Then the user is asked to create a password and then
confirm it again.
 The request of creating a new user accompanied with
this user’s entered information is sent to the
administrator to gain access to the system.
 If the administrator gives permission to this user, the
ID, the password and the accompanied information
are saved in the database.
Otherwise, the access is denied.
 If he/she is a registered user:
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 A new screen will appear asking the user to enter his
ID or a username.
 The system searches for the ID in the database.
If it does not find the ID, it asks the user to enter it
again.
 If the ID is found in the database, the user is asked to
authenticate his identity by entering his password.
If he enter the password incorrectly, he is allowed to
enter the password again 2 more times and
afterwards his access would be automatically denied.
 If the user enters the password correctly, his access is
granted.

4. Our flowchart
See figure 5.

brute-force attack…) more difficult. Even some
implementations proposed a solution for shoulder surfing.
Despite its disadvantage of being a slow log-in operation,
graphical passwords appear to be more secure. But this
conclusion is not absolute because even though many
researches are made continuously on this topic, but its
main problems and disadvantages are not obvious yet.
This is due to the limit in the number of users which
depend on graphical passwords as their authentication
methods. Moreover, attackers are now focusing on other
authentication methods to breach, text passwords mainly.
They will not be interested in giving their time and efforts
to breach a method that is still not world widely spread.
In the future work we will test this algorithm on a system
and then conclude based on statistics that attacking
graphical passwords is not so easy, and memorizing
graphical passwords is easier than text passwords.
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