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Abstract
Generlly when talking about privacy protection ,most smart
phone users pay attention to the safety of SMS, emails,
contact lists, calling histories, location information, and
private files. Since they are mobile and used as everyday
gadgets, they are susceptible to get lost or stolen. Hence,
access control mechanisms such as user authentication are
required to prevent the data from being accessed by an
attacker.
However,
commonly
used
authentication
mechanisms like PINs, passwords, and Android Unlock
Patterns suffer from the same weakness: they are all
vulnerable against different kinds of attacks, most notably
shoulder-surfing. In this paper, we focus on the Android
platform and aim to systematize or characterize existing
Android malware. As a result mobile security is no longer
immanent, but imperative. This survey paper provides a
concise overview of mobile network security, attack vectors
using the back end system and the web browser, but also the
hardware layer and the user as attack enabler.
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1.Introduction
To implement an android based attacks detection and
prevention system from camera based attacks on mobile
phone. To develop an application such that when a user
loses his/her phone, the spy camera could be launched via
remote control and capture what the thief looks like as
well as the surrounding environment. And demonstrate
the feasibility and effectiveness of the attacks detection
and prevention. smartphones offer different authentication
mechanisms like passwords, PINs, or Android Unlock
Patterns. Since passwords and PINs are cumbersome to
enter into the device, alternative solutions are needed.The
goals and contributions of this paper are threefold. First,
we fulfil the need by presenting the first large collection of
1260 Android malware samples1 in 49 different malware
families, which covers the majority of existing Android
malware, ranging from their debut in August 2010 to
recent ones in October 2011. However, we recently saw
the first real attacks against smartphones: In March 2010,
Iozzo and Weinmann demonstrated a drive-by download
attack against an iPhone 3GS that enabled an attacker to
steal the SMS database from the phone. In November
2010, one of the first public exploits to perform an attack
against the mobile browser shipped with Android was
released. Indeed, in recent years there have been a rash of
attacks (typically focused on bank ATMs and gas stations)
in which the user’s payment card stripe is acquired via a
“skimmer” while a pinhole camera is used to capture the
associated PIN as it is entered.
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Table 1: Specifications of selected smartphones
Model Touch Screen
Model
Sample

Touch
Screen
Size (pixels)

Acc.
Sample
Rate

Ori.
Sample

Rate
Android

Aria

!(320)×"(480)

∼ 50"

∼ 50"

v2.3

Nexus

!(480)×"(800)

∼ 25"

∼ 25"

v2.3

Atrix

!(540)×"(960)

∼ 95"

∼ 8"

v2.3

As motion sensors are considered as insensitive
resource, TapLogger does not require any security
permission to access the accelerometer and orientation
sensors. As mentioned in the introduction, thermal
cameras have a clear advantage over conventional
cameras for the purposes of capturing codes: conventional
cameras need to film the code as it is being typed, whereas
thermal cameras can recover the code for some time
afterwards.
1) GSM: Global System for Mobile communications
(GSM) is the first and most popular standard in Europe
for mobile telecommunication system and is part of the
secondgeneration (2G) wireless telephone technology. We
raise awareness of the di_culty of properly design- ing a
trusted path. Speci_cally, all shared resources need careful
consideration when reasoning about their security. Mobile
applications use and depend on sensors more extensively.
Moreover, users tend to carry mobile devices wherever
they go. A shoulder surfer would only obtain a subset of
the potential PIN, but she could reconstruct the PIN with
an intersection analysis if she would be able to watch the
entry process several times.

2. METHODOLOGY

Figure. 1 Camera Based Attack Detection and Prevention

Page 9

International Journal of Emerging Trends & Technology in Computer Science (IJETTCS)
Web Site: www.ijettcs.org Email: editor@ijettcs.org
Volume 4, Issue 4, July - August 2015

Figure. 2 Working under mobile lost/stolen situation
we perform an evolution-based study of representative
android malware, which shows that they are rapidly
evolving and existing anti-malware solutions are seriously
lagging behind. For example, it is not uncommon for
Android malware to have encrypted root exploits or
obfuscated command and control (C&C) servers. The
adoption of various sophisticated techniques greatly raises
the bar for their detection. In fact, to evaluate the
effectiveness of existing mobile anti-virus software The
PIN login mechanism is a special case of the
aforementioned passwords. Whenever any application is
accessing mobile camera then this application will give us
such pop-up message that which application is requesting
for camera access. Such way user get alert and user have
to decide whether to give permission or reject that request
for camera access. However, the overall attack scenario of
side channel analysis is not very likely in the case of SIM
cards. Here, an attacker needs physical access to the SIM
card to perform some measurements. While possible, this
is not very plausible since users typically take their devices
with them. As mentioned in the introduction, thermal
cameras have a clear advantage over conventional
cameras for the purposes of capturing codes: conventional
cameras need to film the code as it is being typed, whereas
thermal cameras can recover the code for some time
afterwards. The stealthiness depends on the type of components that is exploited
to root the phone. For example, some Android root
exploits like do not need any permissions while others
might. After exploitation, the rootkit can tamper with the
relevant OS components to hide itself entirely from the
victim. Malware detection on smartphones is a difficult
task. Although in principle not different from malware
detection on desktop computers, the limited processing
power of such devices poses a hugechallenge.
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a camera preview window in an Android system. In this
work, we are able to hide the whole camera app in
Android. Moreover, we implement advanced forms of
attacks such as remote-controlled and real-time
monitoring attacks. We also utilize computer vision
techniques to analyze recorded videos and infer passcodes
from users’ eye movements.Several video-based attacks
targeted at keystrokes have been proposed. The attacks
can obtain user input on touch screen smartphones. Maggi
et al. [19] implement an automatic shoulder surfing attack
against modern touch-enabled smartphones. The attacker
deploys a video camera that can record the target screen
while the victim is entering text. Then user input can be
reconstructed solely based on the keystroke feedback
displayed on the screen. However, this attack requires an
additional camera device, and issues like how to place the
camera near the victim without catching an alert must be
considered carefully. Moreover, it works only when visual
feedbacks such as magnified keys are available. iSpy [20],
proposed by Raguram, shows how screen reflections may
be used for reconstruction of text typed on a smartphone’s
virtual keyboard. Similarly, this attack also needs an extra
device to capture the reflections, and the visual key press
confirmation mechanism must be enabled on the target
phone. In contrast, our camera-based attacks work without
any support from other devices. Longfei Wu [21]
implemented the attacks on real phones, and demonstrate
the feasibility and effectiveness of the attacks.
Furthermore, they propose a lightweight defense scheme
that caneffectively detect these attacks. We have developed
two applications as SpyCam and CalcSpy and done the
Computational analysis by considering following points:
1. Image Quality
2. Mail Send Time
3. Image Size
4. Image Capturing Time
Table 2: Performance analysis

3.RESULT
Soundcomber [17] is a stealthy Trojan that can sense the
context of its audible surroundings to target and extract
highvalue data such as credit card and PIN numbers.
Stealthy audio recording is easier to realize since it does
not need to hide the camera preview. Xu et al. [18] present
a data collection technique using a video camera
embedded in Windows phones. Their malware (installed
as a Trojan) secretly records video and transmits data
using either email or MMS. Windows phones offer a
function, ShowWindow(hWnd, SW HIDE), which can
hide an app window on the phone screen. However, it is
much more complicated (no off-the-shelf function) to hide
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4.DISCUSSION/ANALYSIS
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5.CONCLUSION
In this article, we study camera-related vulnerabilities in
Android phones for mobile multimedia applications. We
discuss the roles a spy camera can play to attack or benefit
phone users. We discover several advanced spy camera
attacks, including the remote- controlled real-time
monitoring attack and two types of passcode inference
attacks. Meanwhile, we propose an effective defense
scheme to secure a smartphone from all these spy camera
attacks. In the future, we will investigate the feasibility of
performing spy camera.
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Figure. 3: Performance Analysis
Average Analysis
Quality: Fine
Mail Send Time: 7 Sec
Image Size: 13 kb
Image Capture Time: 1.5 Sec
We have done this experimental analysis for our
Attacking Application named as Calc-Spy. We have done
this analysis by giving application to the different users
for use. They have used our application and give their
rating based on the parameters given in the following
table.
Table 3: User Rating Based on Attacking Application

Figure. 4: Average Rating of Users
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