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Abstract
With the emergence of cloud computing as platform for
deploying, processing and carrying out large- scale
operations, users now have the opportunity to outsource their
data as well as the data management tasks to the cloud.
However, due to the rise of various privacy issues, sensitive
data need to be encrypted before outsourcing it to the cloud. It
is a challenging job to process database queries over encrypted
data without the cloud disturbing the confidentiality of the
data and user’s query. Moreover, for specific applications
such as classification of user query record, the confidentiality
of the data access patterns also needs to be maintained. In this
paper, we provide an overview on how the issue of
maintaining privacy of a database query is handled when it is
triggered for an encrypted database. Also, we focus on knearest neighbor (kNN) computation problem on an encrypted
database. We also review the different techniques and
supporting scheme that are incorporated for dealing with this
issue.
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1. INTRODUCTION
The recent trends in cloud computing [1] have
revolutionized the manner in which organizations operate
their data, kept at a distant place, especially, the way they
store, access and process some of their data mining tasks
on this data. Cloud computing, with its aspect of platform
as a service (PaaS), has seriously grabbed the attention of
organizations desiring to completely outsource their
valuable data along with the some data management tasks.
This is an obvious choice for most of the organizations
due to several reasons, such as, the flexibility and cost
efficiency that comes with this outsourcing. The number
and quality of resource required for performing these tasks
gradually goes beyond the organizations capabilities as the
data to be handled grows and the quality of the expected
result needs to be more refined. In these circumstances, a
cloud based data mining operation reduces the overhead
from the data owner.
Query processing that preserves both the data privacy of
the owner and the query privacy of the client is an
emerging research area. In a cloud computing
environment for processing encrypted user query records
by using encrypted database, the data owner outsources
both the database and querying services to the cloud. On
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one hand, it is evident that data are private assets of the
data owner and need to be protected against the cloud and
the querying client, whereas, on the other hand, as the
query carries sensitive information of the client, it needs
to be protected against the cloud and data owner. For
example, suppose a retail business plans to open a branch
in a district. So, to calculate the targeted number of
customers, it needs to query the demographic data of that
district, which the data owner has outsourced to a cloud.
In this case, personal details in the demographic data
should not be disclosed to the cloud or the business and
the district name in that query should not be disclosed to
the cloud or data owner. The client should protect its
query privacy so that the data owner and the cloud know
nothing about the query, and is therefore are unable to
infer any information about the client. So, in an
outsourced environment for clients’ query execution,
following are the privacy requirements:
 The database contents or any other intermediate
results of the data mining task should not be revealed
to the cloud or user.
 The client’s query (i.e. sensitive attributes) should not
be revealed to the cloud.
 The database records used to perform the data mining
task (i.e. data access patterns) should neither be
revealed to the cloud or the user.

2. PRIVACY- PRESERVED DATA MINING
The major problem that we need to tackle in any
collection of data is that of maintaining confidentiality.
When we are dealing with an environment, where our
queries are processed over the cloud then in that case the
first and very obvious requirement is that our query is not
revealed to any invader. All the attributes used in the
query are to be hidden and need not be revealed even
during the data mining task. Thus, if the attributes on the
basics of which a mining is performed are not known to
the invaders or even to the person who initiated the
process, then the question of plotting any future attacks
does not arises at all.
2.1. Privacy- Preserving Methods
The basic approach to preserve the privacy is to allow the
client to tamper or change the values of sensitive
attributes. As, mentioned in [2], there are two methods for
modifying values:
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2.1.1. Value-Class Membership
In this method, the values for an attribute are partitioned
into a set of disjoint, mutually-exclusive classes. Consider
the special case of discretization in which values for an
attribute are discretized into intervals. All intervals need
not be of equal width. For example, salary may be
discretized into10K intervals for lower values and 50K
intervals for higher values. Instead of a true attribute
value, the client provides the interval in which the value
lies. Discretization is the method used most often for
hiding individual values.
2.1.2. Value Distortion
This return a value,
instead of
where, r is a
random value drawn from some distribution. We consider
two random distributions:
 UUniform: The random variable has a uniform
distribution, between [
]. The mean of the
random variable is 0.
 Gaussian: The random variable has a normal
distribution, with mean μ= 0 and standard deviation.
The perturbation of an entity is fixed in advance, hence, it
is not possible for snoopers to improve the estimates of the
value of a field in a record by repeating queries.
2.2. Reconstructing the Original Distribution
The primary task in data mining is the development of
models by using aggregated data. So it is required to
develop accurate models without access to precise
information in individual data records. The reconstruction
method proposed in [2] considers the case of building a
decision-tree classifier from training data in which the
values of individual records have been perturbed. While it
is not possible to accurately estimate original values in
individual data records, Agarwal and Shrikant [2] have
introduced a novel reconstruction procedure to accurately
estimate the distribution of original data values. A
decision tree is a class discriminator that recursively
partitions the training set until each partition consists
entirely or dominantly of examples from the same class.
Each non-leaf node of the tree contains a split point which
is a test on one or more attributes and determines how the
data is partitioned.
A decision tree classier is developed in two phases: a
growth phase and a prune phase. In the growth phase, the
tree is built by recursively partitioning the data until each
partition contains members belonging to the same class.
Once the tree has been fully grown, it is pruned in the
second phase to generalize the tree by removing
dependence on statistical noise or variation that may be
particular only to the training data. While growing the
tree, the goal at each node is to determine the split point
that “best” divides the training records belonging to that
node. The gini index is used to determine the goodness of
a split. For a dataset S containing examples from m
classes,
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where,

is the relative frequency of class j in S. If a split

divides S into two subsets
and
, the index of the
divided data
(S) is given by,

There are three algorithms for doing this that differ by
when and how the distributions are reconstructed:
2.2.1. Global
Reconstruct the distribution for each attribute once at the
beginning using the complete perturbed training data.
Induce decision tree using the reconstructed data.
2.2.2. ByClass
For each attribute, first split the training data by class,
then reconstruct the distributions separately for each class.
Induce decision tree using the reconstructed data.
2.2.3. Local
As in ByClass, for each attribute, split the training data by
class and reconstruct distributions separately for each
class. However, instead of doing reconstruction only once,
reconstruction is done at each node. To avoid over- fitting,
reconstruction is stopped after the number of records
belonging to a node become small.

3.SECURE kNN COMPUTATION OVER
ENCRYPTED DATABASE
The kNN query is an important database analysis
operation, used as a standalone query or as a core module
of common data mining tasks such as classification or
clustering. A kNN query searches for k points in a
database that are the nearest to a given query point q.
Each database tuple can be modeled as a multidimensional point, if we consider some of its attributes as
dimensions and their values as their coordinates. As
mentioned in [3], one approach to securely support kNN
computation is to use distance-preserving transformation
(DPT) [4] to encrypt data points, so that the distance
between any two encrypted points in E(DB) (encrypted
database) is the same as that between the corresponding
original points in DB. Unfortunately, such transformation
is not secure in practice. If an attacker can access the
DPT-encrypted database E(DB) and knows a few points in
the plain database, DB, he can recover DB entirely.
The strength of an encryption scheme is better evaluated
by classifying attackers into different levels based on the
knowledge ‘H’ they possess:
1. Level 1: The attacker observes only the encrypted
database E(DB), i.e., H = (E(DB)). This corresponds
to the ciphertext-only attack (COA) in cryptography.
In practice, there are applications accessed by
secluded users, for which others can hardly observe
any information other than the encrypted data.
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2. Level 2: Apart from E(DB), the attacker knows a set
of plain tuples P in DB but he does not know the
corresponding encrypted values of those tuples in
E(DB), i.e., H =(E(DB), P) where P ⊂ DB. This is
similar to the known-sample attack. For example, if
the attacker observes the encrypted database of a bank
and some of his sources are customers of the bank, he
then knows the values of several tuples in the plain
database.
3. Level 3: Apart from E(DB), the attacker observes a
set of tuples P in DB and he knows the corresponding
encrypted values of those tuples, i.e., H = (E(DB), P,
I), where P ⊂ DB and I(t) = (t,K) for all t ∈ P. This
corresponds to the known-plaintext attack (KPA) in
cryptography. For example, if the attacker opens a
new account at the bank and observes only one new
encrypted tuple afterwards, he can associate the new
account’s information (which is unencrypted) with
the encrypted value of the new tuple.

a d × d orthogonal matrix and t is a d-dimensional
column vector. Distance between points is preserved, i.e.,
d( , ) = d(E( ,K), E( ,K)). So, DPT supports
efficient kNN computations. Here, N and t together form
the encryption key K. Considering level-1 attack, the
attacker cannot recover DB since he does not know N or t.
So, DPT is a scheme that resists level-1 attacks. Assume
that the attacker knows E. Therefore, if E is a DRE, we
assume that the attacker knows f as well. For example, if
E is a DPT, the attacker knows that f is the Euclidean
distance function d(). Also, the attacker knows some
points of the database. Using the function f, and a known
point, the attacker can find out all the points that are in
close correspondence to the known point. Therefore, DRE,
and hence DPT, is not secure under level-2 or level-3
attacks.

Following are some encryption schemes that have been
proposed for encrypting the database tuples onto which
the kNN computation is performed:

The weakness of DRE comes from the fact that the
attacker is able to recover distance information from the
encrypted database. More specifically, given any two
points
and
in DB, their distance d( , ) can be
determined from their encrypted values
( ,K) and
( ,K). These distances allow the attacker to compute
signatures and thus to apply the signature linking attack.
To resist level-2 attacks, an encryption function is needed
that does not reveal distance information. For kNN search,
it is observed that exact distance computation is not
necessary. Rather, only a distance comparison operation is
needed. Given two points
,
in DB, we must decide
which of the two points is nearer to a query point q.

3.1. Distance recoverable encryption (DRE)
In kNN computation, distances between database points
and a query point are computed for finding the nearer
neighbors to that query point. To solve the secure kNN
problem, an encryption scheme that allows the system to
compute d( , ) on E(DB) for database points
and
in database, DB, is required. An approach for
supporting kNN in this scenario is to use distancepreserving transformation (DPT) to encrypt data points [4]
so that the distance between any two encrypted points in
E(DB) is the same as that between the corresponding
original points in DB. Thus, kNN can then be computed
efficiently with respect to such a scheme. However, if an
attacker gains access to the DPT-encrypted database,
E(DB) and knows a few points in the plain database DB,
he can recover the entire DB.
Given an encryption function E and a key K, let E(p,K) be
the encrypted value of a point p in DB. Now, E is distance
recoverable if and only if there exists a computational
procedure f such that,

3.2. Asymmetric

Scalar-

Product

Preserving

Encryption (ASPE)

where ||p|| represents the Euclidean norm of p, and ·
represents scalar product.
can be represented by
p·p. So, the inequality is decomposed to a number of
scalar product computations. This suggests a scalarproduct-preserving encryption
, i.e.,

It is evident that DPT is an example of DRE, since a DPT
preserves distances in the transformed space. Hence, if E
is a DPT, we have,

for kNN computation. Unfortunately, a scalar productpreserving encryption is also distance-recoverable and
hence is not secure against level-2 attacks.
Let E be an encryption function and E(p,K) be the
encrypted value of a point p given a key K. E is an ASPE
if

So, f is simply the Euclidean distance between the two
encrypted database points. A DPT transforms the space by
rotations and translations. For a point p in DB represented
as a column vector, the encrypted value E(p,K) of p with
respect to a DPT E can be expressed as
+ t, where N is

The ASPE scheme requires two different encryption
functions,
and
, for query and tuples respectively.
This is because the encrypted value of a query q should
not be equal to that of any point
in DB, even when
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q =

. The ASPE scheme is implemented using an

identity matrix I, which is further decomposed to
where M is any invertible matrix. The scalar product of p
and q (represented by column vectors) can be represented
as,
I.q, where
is the transpose of p. Therefore, it
can be quoted that,

If we set =
(p, K)=
p and = (q, K) =
q,
it is not possible for one to determine the value of p and q,
from
and
respectively without knowing M.

the server” since encrypted data hampers query
processing.
Let us illustrate this with the help of an example:
Consider the relation “ComputerParts” as shown in table
1. Suppose the client wants to execute the query:
Select Name
from ComputerParts
where Price > 1000
In general the standard encryption schemes such as DES,
AES etc. do not preserve order, i.e. if a < b then it is not

4. HOMOMORPHIC ENCRYPTION FOR
PRESERVING PRIVACY IN CLOUD
ENVIRONMENT
4.1. How Homomorphic Encryption has an upper hand
Cloud computing has led to the emergence of a new model
known as Database- as- a service(DAAS) and
consequently, this is being used for developing a new
business model called
Figure 4 Query execution steps

Table 1: ComputerParts
Pid

Name

Price

Quantity

01
02
03

Monito
CPU
Keyboa

3000
5000
500

100
150
200

the “Data mining as a service”. The client access these
database servers using standard SQL interface. Client only
has to configure his/her applications to use the database
servers hosted by Database Service provider (DSP),
instead of database servers managed locally. The fact that
DAAS servers hosted by Database Service provider (DSP),
instead of database servers managed locally. The fact that
DAAS model is gaining a lot of favor in industry is
evident from emergence of cloud based SQL platforms
from various vendors such as Microsoft SQL Azure,
Amazon RDS etc. The rise in popularity of DAAS is due
to numerous benefits it provides to client.
The DAAS model, however, has its own set of challenges
which are very different from those of the traditional
databases. The main challenge in DAAS model is to
ensure data security. Data security addresses the problem
of protecting data stored at service provider from various
threats. All organizations view their data as a valuable
asset since it is used for making various strategic
decisions. Any leakage of data can have disastrous effects
on the company. This causes reluctance by many
organizations in using the DAAS model since their data
will then be stored at service provider’s site and there will
be a risk that service provider (cloud) may view their data.
The most intuitive way to mitigate this problem is to
encrypt the data before sending it to service provider. But
this raises the problem of “Executing queries efficiently on
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decrypts this encrypted result set to get the final answer.
This approach offloads all the database processing work to
the server. Figure 1 shows this sequence of steps.
As mentioned above, it is well suggested to encrypt data
before sending it to the cloud provider, but to execute any
calculations the data should be decrypted every time we
need to work on it. Until now it was impossible to encrypt
data and to trust a third party to keep them safe and able
to perform distant calculations on them. So to allow the
cloud service provider to perform the operations on
encrypted data without decrypting them requires using the
cryptosystems based on Homomorphic Encryption.
Homomorphic Encryption systems are used to perform
operations on encrypted data without knowing the private
key (without decryption), the client is the only holder of
the secret key. When we decrypt the result of any
operation, it is the same as if we had carried out the
calculation on the raw data i.e. plaintext.
4.2. Homomorphic encryption schemes
An encryption is homomorphic, if, from E(a) and E(b) it
is possible to compute E(f(a,b)), where f can be, OR(+),
AND (•) or Ex-OR(⊕) operation and without using the
private key. Homomorphic encryptions are distinguished
according to the operations that allow to asses on raw
data. The additive Homomorphic encryption allows only
additions of mandatory that E(a) < E(b). If any of these
encryption schemes is used to encrypt “ComputerParts”
while storing it on server, then we cannot execute this
query on server. One approach to solve this problem is to
use a Homomorphic Encryption scheme such as one
proposed in [5]. These schemes allow computation of any
arbitrary function over encrypted data without the need to
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decrypt it. In this approach client encrypts his data using a
Homomorphic Encryption scheme before storing it at the
server. When client wants to execute a query it is
transformed into an equivalent query over the encrypted
data. This allows server to process any valid SQL query on
encrypted data and return the exact result set (still
encrypted) to client. The client the raw data and is known
as the Pailler cryptosystem [5] and the multiplicative
Homomorphic encryption allows only products on raw
data and is used in the RSA [6] and El Gamal [7]
cryptosystems.
4.2.1. Additive Homomorphic Encryption scheme
In this scheme, the ciphertext operation should result in
sum of the plaintexts. Thus, the product of two ciphertexts
will also decrypt to the sum of their corresponding
plaintexts. Suppose we have two ciphers
and
such
that,

4.2.2. Multiplicative
Homomorphic
Encryption
scheme
In this scheme, the ciphertext operation should result in
product of the plaintexts. Suppose we have two ciphers
and
such that,

5. CONCLUSION
In this paper, we have studied the problem of kNN
computation on encrypted database and the schemes with
which we can preserve the privacy of the contents of the
user query and database itself. The distance recoverable
encryption has been implemented as distance preserving
transformation (DPT), that computes the kNN on
encrypted data points. The drawback of this encryption is
that if the attacker gets hold of the DPT encrypted
database and some plaintext data points, he/ she can get
hold of the entire database. However, this drawback has
been overcome in the asymmetric scalar product
encryption scheme, where the farthest of data points from
a query point are indicated only comparatively.
The homomorphic encryption is more often used for
encrypting the user queries that are intended to be
executed over the cloud based encrypted database. This is
more suitable in this scenario because it does not affect the
order after encryption, where as the other encryption
methods do not preserve the order. Also homomorphic
encryption is allows the computation of any arbitrary
function on the encrypted data without having to decrypt
it. This property is now utilized to perform data mining
tasks like classification on the encrypted database.
In table 2 below we compare different Homomorphic
Encryption cryptosystems according to the following
characteristics:
1) Homomorphic Encryption type.
2) The concern for privacy of sensitive data.
3) Whether security is applied at the provider of cloud or
on customer?
4) Who use the encryption and decryption keys?

The client sends the pair (
) to the Cloud server, the
server will perform the calculations requested by the client
and sends the encrypted result (
) to the client.
Table 2: Existing Homomorphic Cryptosystems
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