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Abstract: In today’s time security is greatly recommended for
the data that is sent over the network. The research problem
states, although various approaches towards security is proposed
day-by-day, the security loop holes are also propagating and
thus constant innovation is essential towards protection of data.
The paper intends to introduce a Selective Encryption algorithm
for encryption of text data which is termed as Selective
Significant Data Encryption (SSDE) adding a noteworthy
uncertainty to data while encryption and thus boost security.
The SSDE offers adequate uncertainty to the encryption process
carried out since it pick only significant data from the entire
message using Natural Language Processing (NLP). As a result
the encryption time is reduced and performance is improved.
Symmetric key algorithms are usually competent and rapid
cryptosystem over other methods, so BLOWFISH method is used
for encryption. In this study, SSDE is the proposed method
which is found superior to existing ones, that is, toss-a-coin and
full encryption when performance is evaluated based on the
extensive set of experiments done on Network Simulator (NS
2.35).
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1. INTRODUCTION
The world is moving towards wireless network nowadays
and thus ad hoc networks are also acquiring importance. An
Ad hoc network could be defined as a wireless network in
which, all the nodes are able to correspond with each other
directly devoid of the need of a central access point. The
performance of Ad hoc network is good when less number
of nodes are involved, but when the number of nodes
increases, the performance gets affected and becomes
difficult to manage. As mobile ad hoc networks is widely
used nowadays so the security requirements for the network
is also increasing which can be provided by means of
cryptography.
There are two ways of keeping information secret: either
hiding the existence of the information or making the
information unintelligible. Cryptography could be defined
as the art and science of making the information secure
from unintended audiences by encrypting it and thus
making it unintelligible. The plain text is converted to
cipher text while performing encryption and the cipher text
is converted back to plain text in decryption. This cipher
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text is unintelligible to others while being transmitted in the
network.
Algorithms belonging to selective encryption are admired
in current state, due to the fact that they may lessen the
overhead used up on data encryption or decryption that in
turn enhances the efficiency of the network. This whole
task is performed with the help of Natural Language
Processing (NLP). NLP is associated with the area of
computer science and artificial intelligence. Computational
linguistics is related to computers and human languages.
The approach removes the stop words from the messages
and encrypts the significant data only, prior to sending over
the network. The stop words are those words which are
filtered out prior to or after from natural language text.
They are common words which would to be of little value
to the messages.
The paper is ordered in the following way: Related Work
is provided in section 2. Section 3 gives the concept of
Selective Encryption, Proposed method SSDE is introduced
in section 4, which is followed by the performance
evaluation and analysis in section 5. The paper is concluded
in section 6.

2. RELATED WORK
Yonglin et al [1] proposed a probabilistic selective
encryption algorithm that makes use of the advantages of
the probabilistic methodology which intends to obtain
further uncertainty in the text.
In this paper, Matin et al. [2] examined the performance of
the new cipher in MANET and wireless LAN networks and
make a performance comparison with that of AES.
In this paper, Shivendra and Aniruddha [3] projected and
implemented a collective approach for recognition of a
provided unidentified sample of cipher text. In the former
part of method, cipher text samples are created randomly
using various cipher algorithms. In the latter part; the
scheme examines sample by a) Block Length or stream
Detection b) Entropy or Reoccurrence Analysis c)
Dictionary and Decision tree based approach.
This paper by Zhou and Tang [4] put forth a working of a
full and practical RSA encrypt or decrypt solution founded
on the basics of RSA public key algorithm. Additionally,
the encryption process and code implementation is made
available in detail.
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This paper by Umaparvathi and Varughese [5] presented a
comparison of the most commonly used symmetric
encryption algorithms AES (Rijndael), DES, 3DES and
Blowfish in terms of power consumption. A comparison
has been conducted for those encryption algorithms at
different data types like text, image, audio and video.
Experimental results are given to demonstrate the
effectiveness of each algorithm.
.
This paper by Nawneet et al. [6] is provided with a brief
description about the vulnerabilities, challenges and safety
attacks on ad-hoc routing protocols that are accountable for
designing and expansion of a protected routing protocol.
This is demanding task for researcher in an open and
dispersed communication atmospheres.

3. THE THEORY OF SELECTIVE
ENCRYPTION
Selective encryption algorithms are well-liked in current
circumstances due to the truth that they may decrease the
overhead incurred on data encryption or decryption, and
consequently advances the effectiveness of the network.
Proposed work is based on the theory of selective
encryption and then offers the outline of some of the
selective encryption methodologies.
Selective encryption algorithms work on the principle of
encrypting only specific parts of the communications and
offer reliable security so as to make safe the transmitted
message confidentiality. Selective encryption is capable of
improving the scalability for data transmission and also
trims downs the processing time. NLP is used for selective
encryption of messages. Natural Language Toolkit 3.0 with
python 3.5 versions is used for analysing messages under
this proposed method [7].
3.1 SSDE Steps of selective encryption while processing
messages:
1
2
3
4

Removing special characters from the messages like
*$&? Etc.
Process of tokenization in which it extracts all the
words present in the messages
Dropping stop words (common words) and collecting
significant data (key words) from the messages
All key words are encrypted and rest common words
are send as it is on to the network.

In order to understand this mechanism, a sample code is
given in Fig. 1.
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Figure 1 Python code along with NLTK for word
processing
3.2 Full Data Encryption
Full Data Encryption encrypts the full message to be
transmitted over the network towards the receiver’s end.
3.3 Toss-A-Coin Method
This method is a form of Selective Encryption, in which the
whole message which is to be transmitted is divided into
two groups- even and odd and from the starting of the
message, each odd word belongs to odd group and each
even word belongs to the even group. The vagueness
concerned here is which group to be encrypted even or odd
is unknown. Since only one group is encrypted, it
formulates the encryption as selective. For decision making
of which group to be encrypted, toss-a-coin is used. 50% of
data is encrypted in the method, so not much data is
condensed and attachment of uncertainly is also less.

4. PROPOSED METHOD: SELECTIVE
SIGNIFICANT DATA ENCRYPTION
The presented approach picks the significant data available
the message and encrypts them before transferring in the
network. Significant data implies the keyword that holds
the meaning of entire message. Excluding significant ones,
rest commonly used words like articles, pronouns,
conjunctions, prepositions, and interjections are sent
without encoding.Fig.2 shows the flow of data of the
proposed algorithm and the various phases of selective
significant data encryption.

Proposed Algorithm
Step1. Input Messages
Step2. Remove special characters from the messages like
*$&? Etc.
Step3.Process of tokenization in which it extracts all the
words present in the messages.
Step4.Dropping stop words (common words) and collecting
significant data (key words) from the messages.
Step5. Encrypt significant data (key words) using Blowfish
algorithm and send the message to network.
Step6. Send the stop words to network without encryption.
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Fig. 3 , Fig. 4 and Fig. 5 represents the comparsion of
decryption with simulation time , encryption with
simulation time and battery consumption with simulation
time respectively for the above three approaches. It can be
seen from Fig. 3 that toss-a-coin and SSDE is efficient
then full encryption method where as in Fig. 4 given below
shows full encryption method takes more time than the
other two methods (i.e. toss-a-coin and SSDE) .SSDE is
encrypting the keywords (i.e. Significant words) making
the intruder’s task difficult; whereas toss-a-coin is less
time consuming but it doesn’t focuses on significant
words. It encrypts random words making the intruder’s task
easier.

Figure 2 Flow chart for Selective significant data
encryption

5. PERFORMANCE EVALUATION AND ANALYSIS
In order to examine the features of the proposed method
SSDE, an extensive set of experiments are carried out
within a wireless environment. In this work, the proposed
method SSDE is compared with full encryption and TossA-Coin method. Each experiment is run for 50ns of
simulation time. During the simulation experiment, the
compared systems are all run under the identical scenario.
The performance metrics for evaluating the SSDE are
encryption time, decryption time and battery consumption.
As stated earlier, two approaches are used as the
comparable models with our proposed system. The first
approach (i.e. full encryption) encrypts all messages
without leaving any text unencrypted and thus termed as
full encryption. In the second approach half of the data is
encrypted and is termed as toss-a-coin method.

Figure 4 Encryption Time vs. Simulation Time

Figure 5 Battery Consumption vs. Simulation Time

Figure 3 Decryption Time vs. Simulation Time
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6. CONCLUSION
This paper introduces a better solution for data encryption
in wireless networks. The approach solution is having
foundation of Selective encryption, which is one of the
most capable solutions nowadays to lessen cost of data
fortification as well as providing adequate uncertainty for
dependability and enhanced data security. The performance
of the method is evaluated based on the extensive set of
experiments. The results reveal the efficiency of SSDE
compared with other methods in wireless networks.
Consequently the presented solution gives a viable key for
securing wireless communication in Mobile Ad hoc
network. This method can be used in social chatting apps,
military security, corporate world communication, and
government activities involving text data encryption.
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