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ABSTRACT
Cryptography is the best way to provide security to
unprotected storage of data. In this paper providing more
security by using two techniques 1. Elliptic Curve
Cryptography 2.Quantum key. Elliptic curve cryptography
(ECC) is a modern type of public-key cryptography
wherein the encryption key is made public, whereas the
decryption key is kept private. Quantum key generation
(BB84 Protocol) is used to generate a strong key for
encryption of the data. In existing system key of the ECC is
generated randomly within the range of prime number N. In
proposed Quantum Elliptic Curve QECC algorithm the Key
for the Elliptic curve cryptography is generated by the
Quantum key distribution algorithm. If the key is not within
the range of prime number N then it can regenerate the key
value by using BB84 protocol until it accepts by the ECC.
By combining this two algorithms security of the data is
more increased by the Quantum Elliptic Curve Encryption
algorithm.
Keywords: Quantum Key, Elliptic Cryptography
I. INTRODUCTION
Cryptography is the strongest tool for controlling against
many kinds of security threats that changes the message
from structured data to unstructured data [1][2].
Cryptography is the best way to provide security to
unprotected storage of data. There are two fields in
Cryptography named as Symmetric Cryptography and
Asymmetric Cryptography [3]. ECC (Elliptic Curve
Cryptography) is the best Asymmetric Cryptography
standard [4]the structure data is easily understood by the
every one, so we can convert this format into unstructured
data. Now a day we have so many methods for providing
the security. The classical cryptography is based on
symmetric key or asymmetric key techniques. Symmetric
cryptography, also known as secret key cryptography, uses
one secret key for both encryption and decryption [5][6].
Symmetric key is provide the security for the possible
attacks but it does not work for the brute force attack secret
key, by using the DES algorithm we can solve this problem
[6][7]. Asymmetric cryptography, also known as public key
cryptography, has both a public and a private key, either of
which can be used for encryption/decryption. Classical
Cryptography suffers from Key Distribution problem, how
to communicate the key securely between two pair of users.
Security is a problem of key distribution. Quantum Key
Distribution is used for providing secure transmission. It
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enables two parties to produce a shared random bit string
known only to them, which can be used as a key to encrypt
and decrypt messages. A unique property of Quantum
Cryptography is the ability of the two communicating users
to detect the presence of any third party trying to gain
knowledge of the key. This quantum cryptography enables
the transfer of data through quits which have the special
property that they change their states if they are copied. In
simulation of quantum key exchange and authentication
followed by an implementation of DNA based algorithm
for secure message exchange was implemented. Various
protocols that implement quantum key distribution are
BB84, B92, Ekert protocols. Generally, the BB84 protocol
coding scheme uses four non-orthogonal polarization states
where as B92 protocol uses only two orthogonal states that
will polarize each of the photon that will be transmitted. In
this protocol, sender and receiver have to communicate
within two channels, Quantum channel and public channel
to share a secret key. In [8] Ekert protocol is a 3-state
protocol that uses three non-orthogonal polarization states
that will polarize each of the photon.The advantage of
quantum cryptography lies in the fact that it allows the
completion of various cryptographic tasks that are proven
or conjectured to be impossible using only classical (i.e.
non-quantum) communication Various security problems
exist in designed key distribution protocols; for example, a
malicious attacker may derive the session key from the key
distribution process. A legitimate participant cannot ensure
that the received session key is correct or fresh and a
legitimate participant cannot confirm the identity of the
other participant. Designing secure key distribution
protocols in communication security is a top priority.ECC
(Elliptic Curve Cryptography) provides Security much
more better way as compared to many Symmetric as well
as asymmetric standards [9]. For example, a 160-bit ECC
encryption key provides the same security as a 1024-bit
RSA encryption key and can be up to 15 times faster,
depending on the platform on which it is implemented [10].
Using ECC we get process in less time, less memory, less
computations and less power consumption as compare to
other Asymmetric type but its performance in terms of
speed and area requirements was poor as compared to
Symmetric type of Cryptography [11]-[12]. So as we know
about Security and performance trade-off; we have to
provide a solution in the way like it can improve
performance without compromising security; in fact it has
to improve performance with improvement in security
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[13].Referrence [14] uses Elliptical curve cryptography
which is one of the finest mathematical technique invented
by Kobitz and Miller. It is complex in nature as compared
to other algorithms. It is a trap door function where
calculation proceeds in the single direction and the
backtracking with reverse engineering methods is quite
difficult such this quality make the ECC unique. The
security of the ECC lies in discrete logarithm and it is an
exponential algorithm which is difficult to break. There are
many options other than ECC to encrypt or decrypt the
images, like RSA, AES etc, but ECC gives the same
security level with RSA at a smaller key size. ECC with
multiple threads is used to implement end to end security
against man in middle attacks. Reference [15] uses a
dynamics approach to the elliptic curve selection, but it has
a problem with space complexity. Reference [16] involves
the DNA scrambling sequence with ECC for stockpiling
the cloud information. Reference [17] uses the Elliptic
Curve Diffie–Hellman Encryption with DNA for RGB
images with better key sensitivity. Reference [18] uses
ECC with Magic matrix notations which is capable to
encrypt multimedia data. Reference [19] combines two
different cryptographies to convert symmetric encryption to
asymmetric. Here Elliptical Curve Cryptography (ECC)
keys are used with Hill Cipher algorithm. The first work to
introduce a fully balanced ECC implementation was by
Batina et al. [20]. The authors modified the non-complete
addition formulas over binary extension fields in order to
make them balanced. For point multiplication, the
Montgomery ladder algorithm was used. The
implementation was implemented on an FPGA and the
resistance against an SPA attack was evaluated.Twisted
Edwards curves and twisted Hessian curves [21]. They all
operate over binary extension fields. The work of Renes et
al. [22] was the first to propose complete addition formulas
on Weierstrass curves over prime fields. In [23], Massolino
et al. present the first FPGA implementation of the
formulas in [24]. The result is a competitive design
emphasizing parallelization possibilities.
II. Relatedwork:
1. Quantum key Distribution Technique
In Quantum Cryptography (using BB84 protocol) a
Quantum Key Distribution is used for providing secure
transmission. In 1984 Charles Bennett and Gilles Brassard
published the first QKD protocol. It was based on
Heisenberg's Uncertainty Principle and is simply known as
the BB84 protocol after the author’s names and the year in
which it was published. The basic model for QKD
protocols involves two parties, referred to as Alice and
Bob, wishing to exchange a key both with access to a
classical public communication channel and a quantum
communication channel. Table1 shows how a bit can be
encoded in the polarization state of photon in BB84.
TABLE I. BB84 LOOKUP TABLE
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In BB84 protocol, only four directions are used for
generating the key. Hacker easily guesses the key from
these four directions.
2.

Elliptic Curve Cryptography

For the past two decades, Elliptic Curve Cryptography
(ECC) has been an attractive alternative to instantiate
publickey schemes, multimedia encryption [25], bit coin
services [26] [27], etc. for good reasons such as shorter key
size, high speed, and lower memory usage. These founded
reputations of ECC lie fundamentally on its gorithmically
hard discrete logarithm problem (DLP). The elliptic curve
in prime finite field FP is about cloud of points described
by the curve equation of the form [18] y2= x3+ ax + b mod p
(2) where x, y, a, and b are all elements within the FP. The
coefficients aand b determine what points will be on the
curve. The below fig shows the algorithm of the Elliptic.

Fig: Elliptic curve Cryptography
EC Three Point Operations
Since each curve has a designated point, finding meaning
with each point requires calculations using the EC point
a. Point Addition: Adding the x and y components of an
EC are not as easy as adding two numbers. The idea
can be associated with connecting two points using a
line and then intersecting that line with the curve. In
Point Addition, the two points P and Q are added
together to obtain another point R on the same EC
using the equation.
R = P + Q, P ≠ Q

Fig 2: Point Addition of Elliptic Curve algorithm
However, this operation only works when the two
components are not the same.
b. Point Doubling: This operation is performed when
two points added are identical. Point Doubling is the
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c.

addition of a point (P) to itself to obtain another point
(Q) on the same EC. The equation for this calculation
is:Q = P+ P
Point Multiplication: This is one compound operation
of the two operations discussed above. In
thisoperation, point addition and point doubling are
repeatedly used to find the result. Let point P be a
pointin EC multiplied with a scalar k (integer) to
obtain another point Q on the same EC, giving the
equation:Q = kP

Fig 3: Pont Multiplication of Elliptic Curve algorithm
III. Proposed WORK
This paper proposes a new technique by combining the
Quantum Cryptography (BB84 protocol) and Elliptic Curve
Cryptography is called QECC Technique. To overcome the
drawbacks of Existing systems here two level QECC
technique is proposed for providing more security. In
existing system key of the ECC is generated randomly
within the range of prime number N.in QECC algorithm the
Key for the Elliptic curve cryptography is generated by the
Quantum key distribution algorithm. If the key is not within
the range of prime number N then it can regenerate the key
value by using BB84 protocol until it accepts by the ECC.

QECC Encryption
1. Plain text
2. Take the Equation
Y2 = X3+aX+b
Take a and b any random numbers
3. Take Point P, integer d,N values
Here
P is a one of the point of the curve
N is a Prime value
Take the key3 value as‘d’ within the range of ‘N’
4. Generate Q using the equation
Q=d * P
Here Q is a Public key and d is a private key
5. Mapping output is M here M is a point which is
mapped from message to point
6. Randomly select k which is range with in the 1 to
n-1
7. Generate Cipher Text one by using the below
equation
C1=k*P
8. Generate Cipher Text C2 by using the below
equation
C2=M+k*Q
The two Cipher Text which are send from Sender
to Receiver C1, C2.
QECC Decryption
1. We have to get back the message ‘m’ that was
send to us,
M = C2 – d * C1
M is the original message that we have send.
2.

Output of the ECC Decryption is M

Example:
1. Let the message is “ab”
Ascii code of a– 97b – 98
Binary number of ab in 8 bits each is 0110000101100010
Adding
8-bits
of
0’s
at
the
end
0110000101100010000000000
Corresponding decimal number is X=6382080
2. Elliptic curve equation is y2 = X3 +ax+b

Fig 4: QECC Algorithm
Quantum Key generation (BB84 protocol)
1. Take the Alice and Bob patterns as s1 and s2
strings. Alice string
2. Generate the actual key of Alice and Bob patterns
by using BB84 protocol.
3. Compare the key1 and key2 bits for generating
key3. If key1 bit equal to key2 bit then key3
value is 1 otherwise 0.
4. Convert key3 from binary to decimal.
Volume 8, Issue 1, January - February 2019

Let a=2, b=3, P (prime numbers>x) = 7000003, d=5, k=6
Value of Y when X=6382080, a=2, b=3, y2 =(6382080)3
+2(6382080) + 3 % 7000003
Here y2 is not a perfect square, then X=X+1, X= 6382081
Y becomes 126212
Message point m(x,y) = (6382081, 126212)
3. Another point on the curve is P(x,y) = (3,6)
4. Generate Q using the equation.
Q = d*p
Q = 5*(3, 6)
Q = (3433820, 6372745)
5. C1 = 6*(3, 6)
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= (6696657, 1829975)
6. C2 = M + K*Q

[5] Alia, M.A., Yahya,A., “Public–Key Steganography
Based on Matching Method”, European Journal of
Scientific Research, Vol(2), PP223-231 Aug (2010).

= M + 6*(3433820, 6372745)
= M + (2526824, 2648990)
= (6382081, 126212) + (2526824, 2648990)
= (5829652, 5807224)
7. M = C2 –d*C1
=C2 -5*(6696657, 1829975)
= (5829652, 5807224) – (2526824, 2648990)
= (5829652, 5807224) + (2526824, -2648990)
= (6382081, 126212)
8. Then take 6382081 i.e M(x)
Binary
value
of
decimal
01100001011000100000000001
Discarding
the
last
8-bits,
01100001011000100
The final message “ab”

[6] G. Cui, L. Qin, Y. Wang and X. Zhang, “An encryption
scheme using DNA technology”, Bio Inspired
Computing:
Theories and Applications, pp. 37-42, 2008.

is
then

IV Conclusion
The proposed method of encryption and decryption is far
better than existing methods like Elliptic and Quantum Key
Distribution (BB84 protocol). The strength of the proposed
method is the complex cipher generation from two strong
keys. As Quantum computing is a very promising field that
keeps the ability to overcome many limitations of silicon
computers.Quantum cryptography indicates that it is
uncompromisingly secure key distribution, faster key
refresh rate than traditional approaches, truly random key
generation. In this paper, the proposed method is
combining the both two strong techniques. Future
enhancement of this paper is performs the mapping
techniques from message to Curve points.
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