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Abstract:

Automated Teller Machine (ATM) is the most
important banking technology than ever before in order to
access the bank account at anytime anywhere. Nowadays, the
bank customer used telecommunication devices to make money
transfer and transactions by touching few buttons on the screen
without needs of visiting bank premises and cashier. Many
financial institutions including Commercial Bank of Ethiopia
(CBE) were now incorporating ATM and financial services as a
key component of their growth strategy. However due to
increase in the number of intelligent criminals and fraudsters,
the ATM system was insecure. ATM systems today used no more
than an access card and Personal Identification Number (PIN)
for identity verification in CBE. Under this system sometimes
there were security challenges like card and currency fraud.
Thus, more reliable ATM system model in providing security by
integrating facial recognition technology was proposed in order
to solve insecurity. The developed system model protected
customers and financial institutions alike from intruders and
identity thieves. This thesis proposed an ATM security system
model that was combined a physical access card, a PIN, and
electronic facial recognition. Generally, to accomplish this
security system model for CBE ATM system; the MATLAB
program was developed.
Keywords: CBE, FRS, ATM, security challenge, card and
currency fraud, MATLAB, Face Recognition.

1. INTRODUCTION
This chapter tries to elaborately discuss different scholar’s
point of view regarding the area under investigation and it
also explains the researcher’s initiation for doing research
and on how to fill the existing gap in the context of
Ethiopia particularly in relation to security challenges in
CBE. In order to achieve the research objective researcher
used scientific procedure such as background of the study,
research questions, statement of the problem, objective of
the study, significance of the study and scope of the study.

1.1 Background of the Study
According to (Deepa, 2014) in modern world, various
people are dependent on computers for keeping major
record of data. Data is transferred in a cost-effective
manner across wide area. Among several mechanisms in a
bank system, ATM is an automatic system which is being
used since 1967 by many countries. An ATM is a
mechanical device with its roots embedded in for the
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accounts and records of a financial institution. It is a
machine that provides the customers to make money
transactions and payment like, deposits, transfers, balance
enquiries, mini statement, withdrawal and fast cash etc.
ATM was invented by John Shepphard baren on June 1967
at United Kingdom. In a banking sector the bank customers
can access his/her own account via ATM machines which
are located in different places. A customer or user can
access his/her account from ATM systems through a PIN or
password confidentially which provided by the financial
institutions. By inserting the ATM card into the machine
and entering PIN, the user can easily perform transactions,
transfer money, etc. The most crucial aspect in ATM
system is PIN number that is used to secure customer
account information and it should not be shared with other
people.
All around the world as result of electronic payment
awareness and deployment of more ATM cash points by
banks the numbers of ATM card holders continue to grow
daily (Muhammad-Bello, 2015). Additionally, the ATM
machines are widely used in our daily lives due to its
convenience, time-independent operations and wide-spread
availability in the world (Lusekelo, 2015).
ATM is a technology designed for cash dispensing which
enable customers to enjoy banking service without visiting
the bank and contact with Bank Tellers or Cashiers in a
bank. Therefore, the ATM performs different functions
which are done by the bank cashier and other counter staff
in banking system. On most modern ATMs, the
identification of the customer is done by inserting a plastic
ATM card with a magnetic stripe or a chip and the card
contains some security information including expiration
date, a unique card number and soon. The security in this
technology used a PIN number from the user which is
provided by the bank and the customer entering a PIN to
make transactions securely. Due to limitation on working
hours of the bank, it is impossible for customers in order to
get access to their money from their account when needed.
This ATM represents customer’s satisfaction and it is cost
savings device. Thus customers become their own teller
when they use ATM (Lusekelo, 2015).
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Traditionally, the security ATM system is handled by
requiring the combination of a physical access card and a
PIN or other password in order to access a customer’s
account (Aru et al., 2013). With this traditional system
authentication of customer is done and it is the most
important controlling method in existing system. The
biometric technology that of human face recognition is
important for verification and widely used in many
applications such as video monitoring system, door control
system, human computer interaction and network security
(Lusekelo, 2015). This biometric technology refers to an
automatic identification of a system users based on his or
her physiological or behavioral characteristics and it is
important to provide a better solutions for the increased
security requirements of our information society than
traditional identification methods (Lusekelo, 2015).
With face recognition technology to use an ATM system,
all you need is to walk to the ATM point. In face
recognition based ATM system digital camera is on 24hours a day, and its computer will automatically triggered a
face recognition procedure. After that, the computer detects
a human face in camera and obtains a picture of your face;
then the computer compares the image of your face to the
images of registered customers in its database. Lastly if
captured face image by the ATMs camera matches the
image in the database of the system the customer
automatically recognized and authenticated to use the
machine for transactions. The other side of this
improvement is the enhancement of the probability to get
his unauthentic share (V.Meena, 2015).
This face matching process is done effectively through an
exercise in pattern matching of captured image and images
in a database, which would not need a great deal of
execution time. In this process with appropriate lighting
and robust learning software, slight variations at time could
be accounted. So, the credit card usage on ATMs with a
verification system would not currently be feasible without
creating an overhaul for the entire credit card issuing
industry, but the positive results achieved through
verification system might motivate this overhaul (Aru et al.,
2013).
Nowadays, in Ethiopia the banking industry is not fully
developed. This banking industry needs to expand the
capacity building and modernizing the banking system by
employing the state of art technology which is nowadays
used any banking system anywhere in the world. The
current banking system in Ethiopia is not enough by
providing efficient and dependable services for the
customers based on a growing number of e-businesses,
import-export businesses, and increased international trades
and international relations. Therefore all banks in Ethiopia
to satisfy the customers and to meet the needs of rapidly
growing domestic and international trades, and increasing
international banking services must recognize the need for
introducing electronic banking system in the country
(Worku, 2010).
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Undeniably in Ethiopia CBE which is the largest stateowned bank and this bank introduced ATM service for
Ethiopian users in 2001 with eight ATMs which were
located in Addis Ababa. In addition this bank has had a
Visa membership starting from November 14, 2005, but
due to lack of appropriate infrastructure the membership is
failed to reap the fruit. However, CBE is the pioneer in
introducing ATM based payment system and acquired Visa
membership in Ethiopia, the bank lagged behind Dashen
Bank, which worked hard to maintain its lead in electronic
payment systems (Worku, 2010). In today’s world, for
security purpose many people use a PIN’s and password in
order to use and operate multiple devices like ATMS, car,
and cellular phone. Herein the use of PIN’s and passwords
without safety results a major difficulty that is faced by
customers like usability, memorable and security. With this
some people used to write their PIN and password on some
paper or diary which is not at all secure, and it can be easily
attacked and hacked by someone, resulting the account
holder can suffer when using this technology (Deepa,
2014).
The last consideration with the users from the bank is that
to alert the privacy concerns raised by maintaining images
of users in a bank database, and encrypted. Otherwise, it’s
prone to possible hacking attempts or employee misuse.
However, having the image compromised by a third party
would have far less dire consequences than the account
information itself. Furthermore, in the existing all ATMS
videotape customers engaging in transactions, which is no
broad leap to realize that banks already build an archive of
their customer images, even if they are not necessarily
grouped with account information (Aru et al., 2013).
Making trust in customer is one of a challenge in banking
system. So for this challenge developing improved and well
secured ATM services by which the users feel secure
his/her account information and can use mobile banking
services without any risk (Ratish et al., 2014).
Hence, the study has been done by minimizing the major
security challenges that faced the users of CBE ATM
system and developed facial recognition ATM system
model for CBE with double authentication process.
1.2 Statements of the Problem
An ATM system based money transactions and transfers in
banking system are one of an important banking
technology, but with this system there are increased
activities like card fraudsters and intelligent criminals.
Many banks in order to enforce the security of ATM usage
warned the ATM card users to secure their ATM card detail
information from a second party (Muhammad-Bello, 2015).
Additionally, automatic retraction of user for forgotten card
or cash by the machine which is done by user inattention
may causes for time and money lost in ATM system
(Lusekelo, 2015).
The problem of ATM frauds does affect parties involved
including the banks; and on banks, bank customers and the
law enforcement agencies it requires a coordinated and
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cooperative actions. However, this ATM frauds cause
financial loss to the banks and made influence on
customers' confidence while using the ATM system of the
bank. These challenges discourage the use of ATM system
for money transactions and transfers. So in order to be
highly profitable via ATM services, for many banks
aggressively market the use of ATM cards by preventing
ATM frauds is required. Thus, the bank provides the ATM
services by taking different controlling and protection
measures on ATMs need to put in place (MuhammadBello, 2015).
ATM based banking system has been researched before.
However, the focus has been on the usage of secured ATM
system within a corporate environment. Controlling the
ATM transaction system security, and the data it contains
in terms of confidentiality, integrity and availability, has
been of upmost important. Some of the banks in Ethiopia
providing best money transactions and transfer services to
their customers with advanced software and technology,
but they are suffering with security challenges. CBE ATM
banking system still has security challenges to deliver
services to the customer. Thus, in this thesis the security
systems model has been developed to minimize ATM
related security threats, especially in the context of the
banking services in CBE.

a. Objectives of the study
1.3.1 General Objective
The general objective of this study was to attain and
provide a higher level security in ATM transactions and
operations through face recognition system in addition to
PIN verification in CBE Wolaita Sodo Branch.
1.3.2 Specific Objectives
The specific objectives of this study were the
following:
 To propose a new ATM security System model
that would integrate electronic facial recognition
on existing system.
 To identify the operation and status of existing
ATM payment system.
 To improve the security of current PIN based
ATM system services by using double
authentication method in CBE.
 To prevent theft of money from ATM whenever
the card is lost via face recognition technology.
b. Significance of the Study
This research is very essential for different groups who
have related responsibility in banking and payment system
security. Therefore, this study is very important to the
banking institution to provide secure ATM system
efficiently and effectively with accurate facial recognition
system. In addition, it also helps the customers to clear their
Volume 8, Issue 5, September - October 2019

doubts about secured banking and payment system.
Moreover, it provides valuable information for other
researchers who want to make further investigation on
security of ATM payment system.
In this study the researcher proposed a Facial Recognition
System (FRS) for ATM and the contribution was
summarized as follows:
 For better security of ATM system.
 To clear customer doubts.
 To prevent theft of money from ATM.
 For enhancement of further researches.
1.5 Scope of the study
The general scope of the study covered and evaluated face
recognition system security model that is used on ATM
payment system of CBE. The study used CBE bank only
because the bank uses ATM payment system, and it has
many branches in Ethiopia and many users of Ethiopian
banking system are customers of this bank.
1.6 Thesis organization
The paper consists six chapters. The first chapter deals with
the introduction part that consists of background of the
study, research questions, statements of the problem,
objective of the study, significance of the study and scope
of the study. Chapter Two contains a review of the related
literatures and studies. Chapter Three contains the research
design and methodology. In Chapter Four the proposed
system was presented. The results and findings of the study
are discussed in Chapter Five. Finally, the last chapter deals
with the summary of findings, conclusions and
recommendations that was forwarded by researcher based
on the result obtained.

2. LITERATURE REVIEW
This chapter outlines a review of the related literatures and
studies. It tries to explain and describe an ATM, algorithm
of existing ATM working principle, ATM controller
architecture review, historical background of Ethiopian
banking system, current practice of CBE, advantages and
disadvantages of current system, advantages of facial
recognition technology, and importance’s of ATM security.
Also the related studies such as E-banking practice in CBE,
cyber security issues, image processing, and securing
customers through facial recognition technology has been
reviewed.
2.1 Related Literature
This chapter reviewed the existing literature on security
challenges and treats of PIN or password based ATM
payment system in financial institutions; and facial
recognition system technology or image processing by
ATM machine in banking system. There were also, some of
important architecture and algorithm of ATM system.
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2.1.1 Automated Teller Machine
ATM is an electronic machine located in anywhere. It is
operated and functioned by connecting it to the central data
system and related equipment, and the customer activated it
in order to obtain banking services without visiting the
banking hall. This machine in banking system permits the
customers to obtain the banking services such as
withdrawals, deposits, transfers, account balance inquiries,
account statements etc. Generally, the use of an ATM
requires a plastic ATM card and a PIN (Yitbarek, 2015).
2.1.2 Algorithm of existing ATM working Principle
In this algorithm of existing ATM working principle
different components were available. It expresses the
general structure of the workflow in current ATM system.
With this existing system before accessing transactions like
balance enquiry, transfer, deposit, pay bills, change PIN
and cash withdrawal the user must be authenticated by
using valid ATM card with correct PIN code.

Monitor: in the ATM system it is used to display the user
interfaces.
Graphic card: it is used to control the display on the
screen.
Network interface: it is used to make connection of the
external networks with ATM system for controlling data
transfer between bank server and ATM machine.
Security cam: it is used for video streaming.
Keypad: used to input numeric data into ATM machine
like PIN, amount, etc.
Card swipper: used to read hidden bar code from ATM
card for transaction in POS machine.
Microprocessor: it is a brain of ATM system and consists
of four components such as FPU, CPU, MMU and INT
CACHE.
Peripheral interface: used to interface different external
devices like keyboard, mouse, etc.
Main memory: used to handle transaction data temporarily
at run time.
Transaction o/p: this is transaction operation that can
handle different operations.
Customer: the user who had access to the bank services.

Figure 2.1: Some Activities that can be
performed on ATM
2.1.3 ATM Controller Architecture Review
According to the advancement of technology, the human
needs increased to a more modernized level on ATM
system. Based on this there are the concepts of ATM
controller design. In general the ATM provides the users to
leads the life much faster. In general, the architecture below
shows the technical aspect of ATM.
The basic architecture of ATM is described as follows:

Figure 2.2: Basic Architecture of ATM
Volume 8, Issue 5, September - October 2019

2.1.4 Current Practices of Commercial Banks in
Ethiopia
Currently, from the world the Ethiopian commercial banks
customers have poor access to enjoy with the technological
advancement in banking sector. For Ethiopian banking
sector some of the modern electronic banking methods like
ATMs, Debit cards, Credit cards, Tele banking, Internet
banking, Mobile banking and others are needed to
implement. In Ethiopia the electronic banking technology
which permits the customers to access banking services like
withdrawing cash, transferring funds, paying bills, or
obtaining
commercial
information
and
advices
electronically are not well known (Worku, 2010).
Therefore, in some of Ethiopian banks to withdraw money
without presenting the pass book is impossible. As a result,
in most case the money transfer is allowed only in between
the branches of the same bank. However, there is a strong
need of strengthening linkages among different banks for
the purpose of allowing good and secure flow of financial
resources among these banks and optimizing the
contributions of financial system for development
processes (Worku, 2010).
2.1.5 Advantages and Disadvantages of current ATM
payment system
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In current electronic banking system the use debit card have
different advantages and disadvantages, like most other
methods we make in our lives. Advantages include:
 Debit is more suitable method than writing a
cheque and all transactions are recorded
electronically.
 In debit method the case like usually carrying ID
to write a cheque is not required.
 Now many places related with some problems do
not use cheques any longer.
 The customer does not need to carry a lot of cash
when using it.
 It is important for customer to keep track of
spending money from his or her bank account.
Disadvantages include:

In Ethiopia, CBE which is the largest state-owned bank and
this bank introduced ATM service for Ethiopian users in
2001 with eight ATMs which were located in Addis Ababa.
In addition this bank has had a Visa membership starting
from November 14, 2005, but due to lack of appropriate
infrastructure the membership is failed to reap the fruit
(Worku, 2010). While the majority of the complaints are
laid at the feet of ethio-telecom, lack of knowledge from
customers end have also a share for the problem of brake
dawn in ATM service. Inappropriate use of ATMs and
cards such as inserting card upside down into the ATM’s
card slot, forgetting password which leads to the machine
to capture card, transferring cards to a third party are
among the problems by customers themselves(Yitbarek,
2015).
2.2.2 Cyber Security Issues

 In this method of electronic banking if the
customer from one bank use debit card at ATM
that is not his or her bank’s ATM may pay a fee.
 The user must be very careful with your debit card
and PIN in order to prevent that they are not lost
or stolen.
 With debit card the amount of money for daily
withdraw from your bank account is limited for all
user of ATM.
2.1.6 Advantages of Facial Recognition Technology
 Facial recognition technology provides an
operative solution which addresses the
requirements of regulatory authorities.
 It limits the financial risks given based on
responsibility taken for financial loss rather than
being allowed to pass it to the accountholder.
 It provides a framework with allowance of high
withdraw limits for all customers to access the
demands of cash.
 It takes societal responsibility that reduces rising
levels of crime at time of cash-card transactions.
 It increases the customer satisfaction on the
system (V.Meena, 2015).
2.1.7 Importance of ATM Security
For all banks to maintain their quality service and
reputation the good security to ATMs is the most important
issue. On most banks in the world the satisfaction and
confidence of customers on ATM is resulted by providing
top priority to security of ATMs. Most of time, with
secured ATM system the bank will gains profits with
improvement on transaction rate, win the customers trust
and loyalty, and reduces financial losses due to technical
and nontechnical theft of money (Aru et al., 2013).

2.2 Related Studies
2.2.1 E-Banking Practice in Ethiopian Commercial
Banks
Volume 8, Issue 5, September - October 2019

Cyber security is not permitted only to Ethiopia, is a global
challenge that requires global and multi-dimensional
response with respect to policy, socio-economic, legal and
technological aspects. The customers are expecting from
banks well secured transactions. Banks introduces new
technologies like E-banking and M-banking in the market,
attention should be drawn to the prevention of cybercrimes
(Sisay, 2011).
2.2.3 Secure ATM by Facial Recognition Technology
(Image Processing)
The use an ATM with FRS is important and in order to use
this technology all you need is walk to the ATM. The
digital camera integrated is on 24hours a day and 7days a
week, and when the computer on ATM detects a human
face in camera it will automatically initiate a face
recognition procedure, and lastly, the computer compares
the image of obtained face to the images of registered
customers on a database. Finally, if your face seen by the
ATMs camera matches the picture in the database you are
automatically recognized authenticated by the machine
(Aru et al., 2013).
2.2.4 Securing Customers through Facial Recognition
Authentication
The existing ATM usually works on two-factor
authentication methods. This authentication process of
using an ATM requires having a plastic card, and then it
has to be authenticated by PIN as a second factor
authentication. Mainly, some users of an ATM write their
PINs in diaries and store them on some other unprotected
devices for easily memorization. However, the card is
accessible, and PIN is guessed or obtained through other
means such as social engineering, shoulder surfing and
outright collection under duress. Recently, the biometric
authentications of ATMs are introduced to be used along
with card in electronic banking. This will definitely impact
on the amount frauds if fully implemented on banking
industry (V.Meena, 2015).
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A facial recognition process used for scanning human face
and authenticate the user by using stored images of the user
on the database. Facial Recognition Technology uses a
digital camera to take image of the user and analyses the
facial characteristics such as the distance between eyes,
mouth or nose. These data’s are stored in data base and
used to compare with a subject standing before the camera.
The facial recognition system is divided into two types. The
first type is Controlled Scene where by the subject being
tested is located in a known environment with a minimal
amount of scene variation. With this method, the user of
ATM system will stand in front of the camera two feet from
it, and the system locates the user face and performs
matches against the facial database. Sometimes in this
method, the user need to verify more than once until in the
correct position and matching performing with the image
stored on the facial database. The second type is Random
Scene here the subject to be tested might appear anywhere
within the camera scene.
Advantages of using Double Authentication
In order to have access to the transaction by secured double
authentication process the user will be required to have
both ATM PIN and his/her facial representations. This
authentication will dramatically reduce the card theft
incidences means if one has PIN with the card, he must be
required to have facial match to authenticate the card
owner. Furthermore, in case there are two identical twins
on the system who are closely related to each other, the real
owner of the ATM card is identified by using the PIN
(Lusekelo, 2015).
Disadvantages
On double authentication in case the card owner gets
accident or get injured in the face, then he must have to
change the image stored on the bank where his account
details are stored in the database for future use with the
current image.
With this process when the customer have forgotten his
password for the ATM card, then there will be no another
option rather than PIN reset on the bank where he firstly
opened his account (Lusekelo, 2015).

3. METHODOLOGY
This chapter presents details of the research design and
methodology. This includes the research design, data
source and data collection techniques, issues of reliability
and validity, sampling techniques, programming languages
used and justification, and definitions of key terms,
concepts and variables.
3.1 Research Design
The research design builds on ATM system transaction and
operation in CBE used qualitative research design. The
study provided multiple authentications for ATM system
transaction through facial recognition which improved the
existed security of ATM system. The existing ATM
transaction used PIN number to authenticate user. This
Volume 8, Issue 5, September - October 2019

research has been carried out by designing authentication
metrics such as PIN number and the face recognition. It
used face capturing technology and image verification
which was to compare and match captured image with
stored image from face database based on feature extracted.
Face capturing technology used to enhance security on
customers account information. This technology informed
the system to capture customer picture as an input via
camera for authentication and the face recognition system
made an identification process. After which the camera
taken an input frame, the detection of user face and feature
extraction has been performed, then the model compared
through different features stored in the face database. The
research design of ATM system has shown on figure 3.1.

Figure 3.1: ATM system design
3.2 Data sources
This study used both primary and secondary sources of
data. Regarding the primary data structured checklist used
to gather ATM system security related data from ATM
system. In order to strength the findings of this study the
researcher used different research articles, academic
journals, useful academic books and research paper as
secondary data.
3.3 Data collection techniques
The sources of data for this research on improving security
of ATM transaction system in CBE were primary data and
secondary data sources. Primary data actually collected
from the system which was generated via the research
process. It was collected through the technique called
personal observation. In the study for primary data personal
observation checklist was developed to gather the required
data from ATM system.
On the other hand, secondary data has been taken from the
bank for this study shows the usage and participation of
different managers on ATM transaction system in CBE. It
was information exist in documented form that was
provided with several financial transaction on ATM
system. The technique used for secondary data sources was
service data which was for strengthening the study.
The study used two types of structured data collection
techniques which were personal observation checklist and
an interview. The first technique used to make personal
observation on ATM system security and the second used
for selected branch bank managers. The observation
checklist aimed for collection of security related
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information of the current system. The current ATM system
security was observed to gather information usage and
needs of security service with the pointed questions and the
effects of challenges associated with ATM Technology. A
structured interview has been taken for managers to gather
the detailed ATM security system information in CBE.
3.4 Issues of reliability and validity
Reliability and validity checked the checklist of personal
observation and an interview. The instruments used with
managers and the system to analyze its security and service
issues of reliability and validity.
The reliability depends on the performance and influence of
the system and managers as data sources for solving
research problem on this study. In this case the answer for
the same question from different bank manager differ
which makes somewhat difficult to achieve intended
solution for the given research problem. To attain reliability
of the study personal interview must be familiar with ATM
system which was used for performance of the system. The
structured interview guide was made for the interviewees
which means for gathering data from managers. The
questions developed were based on research questions and
when collecting data at the time of interviewing manager’s
recorder used for credibility and save the data.
To check the validity of data from intended group the
instruments such as personal observation checklist and
interview were implemented. In this study to increase the
validity two sources of data personal observation and
personal interview has been used. The data collected based
on research questions helped to develop new ATM system
model. Finally the improvement on ATM system security
has been done to provide secured financial transaction
system service for the users with facial recognition system
of ATM.
3.5 Sampling techniques
The sampling technique the researcher used for this
research was purposive sampling technique. The main
reason for selecting purposive sampling was researcher
used all managers of the study sample size. Since the
sample size included four district banks all managers were
sources of data related with existing ATM system security.
Therefore a sample of these bank managers was planned
with system security concern. So that the data for
improvement of ATM system security from data source
with the given data collection techniques has been
analyzed.

3.6 Requirements of Modeling
Functional requirements
 The system must identify human faces for
authorization.
 The system camera must capture the user input
image.
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The system must be able to search for face in
image as an input and it perform feature extraction
for that face image.
The system search for a matching face based
feature vector in database and then show the
results.
The results should be viewed by showing the
name of the face match of the input to the most
similar face in the face gallery.


Non Functional Requirements
 The critical errors and error information should be
displayed to the user.
 In the system face should be localized by detecting
inner and outer boundaries and the background
should be ignored.
Performance Requirements


The ATM provides services after authorization
from server both in PIN and Face data is checked
correct.



If there is no response from the system after a
request within 2 minutes, the ATM card is rejected
with an error message.



The ATM dispenses money based on request of
the withdrawal from the account is processed and
accepted by the bank.
Hardware and Software Requirements




Matlab application software used for facial
recognition system development.
The system application should be used by feature
vector of face of the user.
Camera should be integrated in ATM system for
face recognition.

3.7 Programming Language Used and Justification
MATLAB is a high performance language and used for
technical computing. In an easy to use environment where
problems and solutions are expressed in familiar
mathematical notation, the matlab integrates computation,
visualization, and programming. Typical uses of this
language include:






Math and computation
Algorithm development
Data analysis, exploration, and visualization
Scientific and engineering graphics
Application development, including Graphical
User Interface building.

It is an interactive system and does not require
dimensioning for its data element in an array structure. The
problems with matrix and vector formulations are solved
using MATLAB.
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The MATLAB features toolboxes for application specific
solutions and these are used for learning and applying
specialized technology. In MATLAB toolboxes to solve
particular classes of problems the collections of MATLAB
functions (M-files) that extend the MATLAB environment
are used.
(http://cimss.ssec.wisc.edu/wxwise/class/aos340/spr00/wha
tismatlab.htm)
3.8 Definitions of key Terms, Concepts and Variables
ATM:
An ATM is an electronic banking outlet in bank, which
allows the customers to complete basic transactions without
the aid of a branch representative. There are two primary
types of ATMs. The basic units of ATMs allow the
customer to only withdraw cash and receive a report of the
account's balance from the system. The more complex
ATMs will accept the deposit, support credit card payment
and generate report of account information. A member of
bank that operates the machine could access the advanced
features of the complex units.
ACCOUNT:
A bank account is a financial account controlled and
authorized by a financial institution for a customer. This
account can be a credit card account, a deposit account, a
loan account, or any other type of account provided by
bank. It represents the entrusted funds to the bank by a
customer and the customer can make withdrawals on it.
FEATURES EXTRACTION: Feature extraction is a
method of dimensionality reduction that represents the
discriminative or interesting part of an image in a compact
featurevector.
BANK:
A bank is financial institution licensed as a receiver of
deposits. In banking system there are commercial and
investment banks. Mainly in most countries, the banks are
controlled by the national government.
BANK COMPUTER:
The bank computers are owned by a bank, and it interfaced
with the ATM network and cashier stations. In a bank for
account processing may have its own internal network of
computers, but it’s not the only concerned.
CASH CARD:
A cash card can be any card that the user inserted into an
ATM or other cash dispenser. It is a prepaid credit card or
a card with a preset cash value from a particular store
(Costco or Subway) and is read by a cash card reader for
paying to products or services at that retailer.
CUSTOMER:
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In bank the customers are holder of one or more accounts in
a bank. An authorized customer can consist of one or more
persons or corporations. With electronic banking
technology the same person can hold an account at a
different bank and considered as different customer.
TRANSACTION:
Transaction implies a single integral request for operations
on the accounts of a single customer. In transaction a
ATMs must dispense cash, but the user should not imped
possibility of printing checks and accepting cash.
FACE RECOGNITION:
Facial recognition is a biometric software application that
can identify a specific user in a digital image by analyzing
and comparing patterns on the system. It is commonly used
for security purposes but it is increasingly being used in
other applications for security.
BIOMETRICS:
Biometrics is used for measuring and analyzing of physical
attributes as facial features and retinal scans. This
technology used to define an individual's unique identity of
users for security purposes.
FACE DETECTION:
In digital camera terminology face detection, is a function
of the camera that detects human faces. So that camera can
set the focus and appropriate exposure for the shot
automatically. When using a flash, like photographing
people face detection will automatically correct and remove
the unwanted red-eye effect.

IDENTIFICATION:
Identification is the task where the biometric system
searches a database for a reference finding a match for the
submitted biometric sample; a biometric sample is collected
and compared to all the templates in the database.
VERIFICATION:
The verification process in the biometric system attempts to
confirm the user identity by comparing a submitted sample
with enrolled templates.
INPUT VARIABLES:
Input variables are the facial images and the personal
details of the users for the purpose of identification.
OUTPUT VARIABLES:
A database of personal details and face images against
which given images will be matched are output variables.

4. PROPOSED SYSTEM
The chapter presented the general description of proposed
system. Under this proposed system model, development of
FRS, face recognition process, process model and the
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architecture of integrated module and proposed ATM
system has been presented.

4.1 Proposed System Model
The proposed system model for ATM system used to
deliver secured service with good performance and
accuracy. It also secure a user identity steal in the form of
card data and PIN theft that help the attacker to
fraudulently use this data to obtain money from the
customer’s account. In order to solve the security problems
on existing ATM system, the FRS model was developed.
This model tests the performance and accuracy of LBP
method for the ATM system with different kind of face
images from face gallery. For this work different face
images are collected through webcam which is stored in
face database. So the new system model integrated PIN and
Facial authentication metrics and developed a double
authentication model.

4.2 Development of Facial Recognition System
In this study for improvement of ATM system services
research used facial recognition technology to solve the
challenges on security of existing PIN based ATM
transaction system. The researcher used the best algorithm
compared with other algorithm from different points and
feature extraction with this algorithm was straight forward
process. One of these points includes change in
illumination. According to (Julsing, 2007) in contrary to all
other feature extraction methods, for LBP no training was
necessary. Means for each image the feature vector could
be directly constructed and if necessary training
constructed. Also LBP is a less sensitive to illumination
variations in the images, because it eliminates offsets in
pixel values. Additionally, it is also less sensitive to
rotation and scaling variations of the images. This is based
on the way in which the patterns were constructed. An
algorithm used with MATLAB technology and performed
face matching between captured image via camera and an
image stored in database in the server. However, for
comparison this algorithm made verification in between
input image and different features in the database and
provide secured financial transaction for the users. The
intention was to develop an ATM system model with facial
recognition technology by using algorithm for challenges of
existing ATM system.

the image was transformed means scaled and rotated till it
has the same position as the images from the database. In
feature extraction phase, the most important and unique
features or properties of face image were extracted. By
using the features obtained, the face image was compared
with the images from the database. This was done in the
classification phase. The result of the classification part was
the identity of a face image from the database with the
highest matching score, thus with the smallest differences
compared to the input face image. Also a threshold value
could be used to determine if the differences were small
enough.
4.3.1 Facial Recognition Algorithm
The FRS process has three interrelated phases for
authentication. The first step is preprocessing that included
face detection and face registration. The second is learning
or training, and the third is feature extraction and modeling
or face recognition. These steps depend on each other and
use similar techniques. These phases in FRS described as
separate components and the separation is useful for the
purposes of clarity on the system. Additionally, for the
successful operation of a FRS each of these phases poses
very significant challenges. Figure 4.7 indicates the logical
sequence of the different steps.

4.3.2 Local Binary Patterns
Based on result of (Subasheri, 2014) LBP is a very efficient
and important texture operator that labels image pixels by
threshold the neighborhood of each pixel and take the result
as a binary number for a given image. This texture operator
is a popular approach in applications based on its
computational simplicity and discriminative power. Also
regarding to traditionally divergent statistical and structural
models of texture analysis, it is seen as a unifying
approach.

4.2 Face Recognition Process
Figure 4.1: LBP feature extraction
The process of face recognition on the system has been
categorized into three main phases. These were face
representation, feature extraction and classification. Face
representation was the first task provided how to represent
and model a face. The way of representing a face
determines the successive algorithms of face detection and
identification. For the entry level recognition that
determined the given image represents a face or not, and
Volume 8, Issue 5, September - October 2019

Nowadays, we have several feature extraction methods to
perform face recognition of preprocessed face image. From
these feature extraction methods, LBP method is used for
feature extraction. This approach was introduced in 1996
by Ojala et al. as it’s sited in (Md. Abdur et al., 2013). The
texture and shape of the image on this system is described
by using LBP method. This process is done by dividing a
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given image into several small regions from and the
features are extracted (figure 4.2).

Figure 4.4: circularly neighbor-sets for three
different values of P and R

Figure 4.2: a preprocessed image divided into 64
regions

These features of an image consist of binary patterns that
represent the surroundings of pixels in the regions. The
features of image obtained from the regions are
concatenated into a single feature histogram. This
histogram forms a representation of the image as shown in
figure 4.1 above. After wards, images are compared by
measuring the similarity or distance between histograms of
the images. Thus, in terms of speed and discrimination
performance the face recognition process by using the LBP
method provides very good results. Since this method
described the texture and shape of images, it is robust
against the images with different facial expressions, image
rotation, lightening conditions, and aging of persons.
4.3.3 Principles of Local Binary Patterns
The original LBP operator works with the eight neighbors
of a pixel, and using the value of this center pixel as a
threshold. It assign the value one to the pixel, if a neighbor
pixel has a higher gray value or the same gray value than
the center pixel, otherwise, the pixel value assigned to zero.
Then by concatenating the eight ones or zeros to a binary
code, the LBP code for the center pixel is produced (figure
4.3).

Figure 4.3: the Original LBP Operator
Nowadays, we have extended LBP operator that use
neighborhoods of different sizes. With this a circle is made
with radius R from the center pixel and P sampling points
on the edge of the circle are taken and then compared with
the value of the center pixel. On this process bilinear
interpolation is required to get the values of all sampling
points in the neighborhood for any radius and any number
of pixels. The notation (P, R) is used for representation of
neighborhoods. Figure 4.4 illustrates three neighbor-sets for
different values of P and R.
Volume 8, Issue 5, September - October 2019

If the coordinates (xc, yc) are for the center pixel then the
coordinates (xp , yp) are for P neighbors on the edge of the
circle with radius R and these can be calculated with the
sine and cosines: (Md. Abdur et al., 2013).

=
+ Rcos

2Π
p

(1)

2Π
p

(2)

=
+ Rsin

If the gray value of the center pixel is gc and the gray values
of its neighbors are gp, with p = 0, . . . P − 1, then its texture
T in the local neighborhood of pixel (xc, yc) can be defined
as:

Once these values of the points are obtained, it is also
possible do describe the texture in another way. This action
is performed by subtracting the center pixel value from the
values of the points on the circle. So that, the local texture
is represented as a joint distribution of the value of the
center pixel and the differences:

Since t(gc) shows the overall luminance of an image,
different from the local image texture, t(gc) description does
not be required for texture analysis. Therefore, the
description information of the textural characteristics in the
original joint distribution (Eq. 3) is preserved in the joint
difference distribution:

Although invariant against gray scale shifts, and the
differences are affected by scaling. Here only the signs of
the differences are considered to achieve invariance with
respect to any monotonic transformation of the gray scale.
This shows that, a one is assigned to that point if a point on
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the circle has a higher or the same gray value than the
center pixel, or else it gets a zero:

Where

provide unauthorized service for unauthorized person. This
was happened when the user lost his/her ATM card and
PIN code unauthorized who has the above PIN code and
ATM card could proceeds transaction on the current ATM
system. This shows that it may exposes the user to
unexpected loses. But FRS required the physical presence
of the card owner in anytime to access his/her account. So
that it needed another authentication method to make the
system more secured for Commercial Bank of Ethiopia.

In the last step to produce the LBP for pixel (xc, yc) a
binomial weight 2p is assigned to each sign s(gP-gc). These
binomial weights are summed:
LBPP, R (xc, yc) =
gc)2p
(7)

s(gP

−

The LBP characterizes the local image texture around (xc,
yc). The original LBP operator that is described in figure
4.3 is very similar to the operator with sampling points P =
8 and radius R = 1, that implies LBP8, 1. The main
difference on these two operators is that in LBP8, 1 the
pixels are interpolated first to get the values of the each
point on the circle (Md. Abdur et al., 2013).

4.3 Process Model
The development of electronic banking technology has
been changed in Ethiopia with different banking activities.
One of these technologies for financial transaction was
ATM system. This ATM system provided several banking
activities for the customers including cash withdrawal,
money transfer and soon beyond official hours and physical
interaction with bank or bank premises. In the existing
ATM transactions system password or PIN number was
one of commonly used aspects for security and protection
of financial information of customers from unauthorized
access. The existing system compared the code from the
users against stored list of authorized passwords on a
server. PIN by default in a form of four digit combination
of numbers that entered through ATM panel on the system.
If the PIN code was correct, the system permits the access
at the security level approved for his/her account as it is
shown in figure 4.5. In general, for existing ATM system
PIN was enough to protect against fraud and effectively it
eliminate the most common attempts to gain unauthorized
access.
All the time as far as security is concerned ATM is a clientserver architecture and when user enter PIN the client ATM
machine automatically generate secret key from PIN then it
encrypted and sent to Bank server, the server respond by
encrypting a messages. Therefore, Security achieved by
encryption/decryption process on both sides. The study on
this existing ATM transaction system shows that the
security only with PIN number has been fear on the
customer side and identification with this sometimes lead to
Volume 8, Issue 5, September - October 2019

Figure 4.5: Existing ATM transactions system in
CBE
This research was carried out for the sole purpose of
designing a multiple authentication metrics including face
recognition with the PIN number authentication. Face
recognition ATM transaction system expected that the
customers should possess an ATM card, to know and
remember his/her own PIN number and to enroll his/her
face features into the system database. After which the face
recognition process/model compared the live sample of
input frame provided by the customer with the template in
the face database, the face identification model shown in
figure 4.6. In new face recognition ATM system
verification process done to perform feature extraction and
display correct match face.

Figure 4.6: Process model of new Face Recognition
system
The process model of ATM face recognition system has
three modules. The first and third modules were used with
existing ATM transaction system. In the first module the
user insert ATM card in order to check the validity of card
then the ATM machine requested PIN code for
authorization from the user. New and second module added
was known as Face Recognition process. In this face
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recognition stage feature of query image extracted via
detection algorithm and different images from face gallery
with training feature were compared to produce an output.
The output shows accurate and correct match of query
image. Similarly as usual in third module the authorized
user proceeds access to the services in the bank server. So
that proposed FRS ATM system was improved and
enhanced the security for financial institution; and user who
has no confidence on existing ATM system.
The proposed system in CBE performs secured transactions
by authenticating users with improved accuracy of face
recognition in addition to PIN based authentication. It
includes different functions, transaction and authorization
between ATM machine system and system database. The
provided activities of this system model described in
tabular form; and throughout this table the proposed double
authentication processes were described.
Table 4.1: General description face recognition process
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4.4 The Architecture of the Proposed ATM
System

The output of this stage was Classifier or Model that was
used to recognize input images. In this an input query
image of face detection algorithm was used to find the face
allocated in that image. Then the face was cropped, resized
and normalized in order to match the size on both images
used in Training Face Gallery. Then performed the same
feature extraction that was done with the face gallery and
run that through with classifier or model. The output was
the label or an indicator to signify which person from the
face gallery to query image belongs to and allow the user to
access financial transaction service.

4.6
SAMPLE
OF
USER
HOLDER
INTERFACE
DESIGN
AND
FACE
RECOGNITION INTERFACE DESIGN
Figure 4.7: Architecture of integrated module on
ATM system
Figure 4.7 and 4.8 were shown the architecture of an
integrated module and proposed ATM facial recognition
system for secured transaction. The first thing needed in
face recognition system was facial images database of
customers in order to recognize also known as Face Gallery
and then perform processing step known as Feature
Extraction to store discriminative information about each
face in a compact feature vector. In this process following
these it has Learning or Modeling step when a machine
learning algorithm was used to fit a model of the
appearances of the faces in the gallery. So that it could
discriminate between faces of different people in face
gallery.

In this research work matlab software tool, used to design
the User or card holder interfaces interaction with the ATM
Machine. A User/Card holder interface is the interfaces of a
system that interact with the system to process inputs and
obtain outputs. This interface is a means of communication
between the user and the system through the use of
input/output devices with supporting software tools.
Related with this particular ATM system application has
been made up of different interfaces.
4.6.1 User holder Interface Design
This is the first interface that the bank customer interacted
with the ATM system machine. Also this interface prompts
the customer to insert card and then the system proceeds
with the entire authentication processes that is PIN number.
In this process if the user enters an invalid card or PIN, a
dialogue box appears prompting an invalid PIN or invalid
card number and the system returns enter correct PIN
number. Figure shows a sample interface for above
description.

Figure 4.9: ATM login Interface
Figure 4.8: Architecture
Recognition System

of

ATM
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Facial

After validating the customers PIN number, the customer is
permitted to the next phase of authentication process
through the authentication dialogue box for inputting the
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valid input face image. This is the final interface the
customer interacts with in the authentication process. It
requests from the customer the enrolment of his/her face
image to be captured on a Camera. The camera accepts the
face and performs to match the live sample with the already
enrolled templates feature vectors in the banks face
database. When it found correct, the user is directed to the
transaction phase where he/she will choose among the
transactions, otherwise the customer is denied access and
the system brings up a dialogue box and the customer can
choose Ok, and as soon as this done the system
automatically log off the customer.
After inserting valid PIN code & valid enrolment input
image user can access banking transactions phase.
Therefore Fund Transfer, Withdrawal, Deposit and so on as
shown in figure below.

Figure 4.11: Face Recognition Main Window

Figure 4.12: Face image training Main Window

Figure 4.10: Banking Transaction Interface
4.6.2 Face Recognition Interface Design
One of different interfaces the main window interface is
used to start camera for the purpose of machine training
and testing an input image with stored face image feature
vectors. Generally this interface shows the face recognition
procedures. A typical description is shown in Figure 4.11
and 4.12.
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Summary of Chapter 4
The proposed and new ATM system model presented
double authentication process in CBE system. This
improved double authentication method used an LBP
algorithm which could enhanced better security. With the
provided algorithm face recognition used three procedures
to make an improvement on existing system. These
procedures included face detection, feature extraction and
classification. In order to provide this the face recognition
process depended on certain factors. The factors would be
Lighting, Extreme facial expression, Facial hair and
glasses. By depending on this all procedures and key
factors the new system model developed and improved the
existing system. Based on the performance and accuracy of
the provided ATM system model; the transaction system
services for CBE user could be important, efficient and
secured.
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5.

RESULTS AND DISCUSSION

1.

Is the current ATM system used multiple
authentication controlling method?
Concerning the question of item one the interview
response selected bank managers implies that the
current ATM system not used multiple
authentication methods to deliver services to the
customer. The existing system used PIN and card
verification to authenticate the user as controlling
method of the system. From this one can
understand the existing system require another
authentication method to provide secured service
to the user.

2.

Is the current ATM system used camera for
authentication purpose?
Based on question of item two the respondents’
response shows that the current system not used
camera for authentication of user with this system.
So from this response the researcher can
understand the system is not used camera to
differentiate authorized user from authorized user
who can distract the system as well as
unauthorized access of others account.

3.

Do camera on ATM system working properly for
security system?
Regarding this interview question the respondent
managers said that camera on ATM machine
system not used for security system with delivery
of service. So using this built in camera for
authentication purpose help the bank to provide
secured service and the user to be confident on
system service.

4.

Does a system video camera focus on the user face
recognition rather than PIN verification?

This chapter will present a discussion of the final results
and the process through which the results were obtained. In
addition to this, summary of existing ATM system has been
evaluated and presented by researcher. Finally, the
performance of experimental result based on double
authentication methods of analysis were discussed, which
was included a descriptive analysis through tables and
figures.

5.1 Existing System Evaluation
5.1.1

Personal observation result discussion

The study used personal observation guideline as one of
data collection technique in order to understand the existing
ATM system service security process. Concerning
observation check list item number one and three the
observational result shows that the current ATM system
uses a PIN for user authentication in transaction process. In
other words, the existing system does not require using
other authentication method other than PIN for card
verification. Based on this unauthorized user can use the
system without the permission of others ATM card if they
have correct PIN number and can make transaction. So that
the system cannot control unauthorized access to the
system service when unauthorized user came up with
correct CBE ATM card and PIN.
Regarding question of item 2 the personal observation
result shows that the current ATM system used PIN and
bank card verification as an authentication method in order
to differentiate users of the service with system security.
The differentiation of users with these methods is not well
enough to provide secured service on account information
as a financial institution.
Based on item 4 question the personal observation shows
that no one can use the system services if he/she forgotten
PIN number. Additionally the system provides an option to
enter PIN three times and after that the system keeps card
on ATM machine. From this researcher can understand it’s
positive but not enough to provide secured service.
Lastly concerning with question of item 5 the observation
on ATM system the performance of using PIN is not
enough to provide service to the user securely and
accurately.
5.1.2

The respondents on this question said that the
system video camera on ATM machine is not
helping the system to recognize the user on
transaction process. From this one can understand
that using video camera for security purpose will
help the bank to provide accurate service to the
user.
5.

Is the surveillance camera positioned to record
criminal activity at and around the ATM?
Concerning with above question of an interview
protocol two selected bank respondents said that
surveillance camera positioned to record the
criminal activity at and around the ATM system
and the other side respondent responds that the
surveillance camera is not used with controlling
criminal activity at and around ATM. So from this
one can understand that the surveillance camera is
not used to control criminal activity in bank in the
same manner.

6.

Are all users of ATM system trained on
transaction system service usage?

Interview result discussion

In this research interview was forwarded for three selected
bank managers concerning with ATM system security
service. The interview guideline used as second data
collection technique which helps to gather data related with
ATM system service security from selected CBE bank
managers in Walaita zone soddo city.
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Regarding question of item six the one selected
bank manager responded that the users of ATM
system service are trained how to use the system
service when they are holding an ATM card but
the other respondents said that the user were not
trained on usage of the system service. This
implies that all users of selected banks are not
trained to use the system properly and securely.

5.2 New System Model Performance
Evaluation

The feature vector of the image can be constructed after the
Local Binary Pattern for every pixel value is calculated. In
this work for representation of the face efficiently, first the
image was divided into 16 *16 regions. The figure 5.2
shows a face image divided into 16 * 16= 256 regions with
P = 16 and R = 4. For every region a histogram with all
possible labels was constructed. This implies that every bin
in a histogram represents a pattern and contains the number
of its appearance feature value in the region. The feature
vector was then constructed by concatenating the regional
histograms to one big histogram. Figure 5.3 shows a sample
of feature vector data in facial recognition system.

5.2.1
Experimental Results of New system
The implementation of facial recognition system for ATM
was used to deliver secured service with good performance
and accuracy. This research work evaluated an existing PIN
based ATM system of CBE and tested the performance and
accuracy of LBP method for the proposed system model
with different kind of face images from face gallery. For
this work different face images were collected through
webcam which was stored in face gallery.
Face Gallery
In order to achieve automatic recognition, a face database
was required to build in proposed ATM system. The face
gallery includes variation of pose, expression, illumination,
scale, blurring and combinations of them. The face images
of size 305*305 from gallery were considered. The gallery
consist images of 30 persons and 10 images of each person.
Therefore, totally there were 300 images in the face gallery.
Figure 5.1 shows the samples of face images of different
persons.

Figure 5.2: a face image divided into 16 * 16= 256
regions
Figure 5.1: samples of face images of five persons
from face gallery
Feature Vector
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In the experiment work the researcher train the face images
in the face gallery. After recording all the basic information
(Name, Age, Sex …) of the user at the time of customer
registration process the customer service provider captured
10 images for each person, and their features were
extracted and feature vector stored in the database. Through
this process machine learning was takes place. Those facial
images were successfully saved with their corresponding
label (class) and it was shown in the figure 5.6 in the
bellow.

Figure 5.3: shows a sample of feature vector data
in facial recognition system
In experiment work with the proposed algorithm, different
types of face images have been recognized. Based on this
algorithm the face image of an unauthorized user was
compared with face images of correct users from the face
gallery. Figure 5.4 shows input facial images used for input
for face recognition process were given below:

Figure 5.6: Machine Training Process
When the user comes to ATM machine after inserting
his/her ATM card the following interface was displayed
which was requested to enter a four digit PIN code. After
entering the PIN code the user press OK button then
camera was automatically triggered to capture query face
image. It was shown in the figure below.

Figure 5.4: different input facial images
And also the sample facial images that were stored in the
face gallery compared with the input facial images shown
on figure 5.5. If the input face images were found or the
more similarities face images were matched in the face
gallery then the face image was successfully recognized.

Figure 5.7: PIN input process
Figure 5.5: sample facial image from the face
gallery
Volume 8, Issue 5, September - October 2019

When captured an input face image comes in after face
detection and feature extraction. Then an entered PIN code
with extracted feature was sent to the bank database server.
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The testing compared features of two learned LBP feature
vectors in order to provide the correct (match) face class
stored in the face database and the checked the PIN code.
Based on the algorithm the input face images were
compared with database face images for identification and
allow an authorized user to access the service if the PIN
code was correct. The face recognition result was shown in
below in a figure 5.8.

This performance result regarding face recognition based
authentication method shows that this method improved
and enhanced the security of ATM system. Also it has
better accuracy in face recognition. So for improvement of
ATM system the double authentication method make the
system more secured and solved the current ATM system
problems.
According to (Gahyun et al.) study, the performance of
LBP algorithm differs based on the source of the image and
as the system was used the live image it was described in
tabular form as below:
Table 5.1: LBP Accuracy.
Image source

Figure 5.8: Input Image Testing
Based on the status result that came from the bank server
the user was granted the permission to access the service
when both PIN code and query image extracted feature
class were correct. The sample services were shown in
figure below.

LBP accuracy

Live face

88.42%

Equal error rate

11.58%

In general, the experimental evaluation result of this
research work has different output with selected LBP
algorithm for double authentication process. In this study
totally 30 users face data has been used and for each user
10 face images were captured. After that for detected face
the feature was extracted and computed the feature data of
each face image for machine training by constructing
feature vector database. The machine training was used to
check the accuracy of an algorithm for face recognition.
Finally, testing was done by taking not registered users face
image and compare query image feature data with
templates features from the database and then these
comparisons were checked the correct match on face
recognition process.
So the accuracy evaluation result of experiment on face
recognition by using an LBP method was based on live
images captured through webcam; and the accuracy error
rate result on this testing process shown in tabular form
below:
Table 5.2: LBP method based accuracy result of an
experiment.
Image source

LBP accuracy

Live face

86.45%

Equal Error Rate

13.55%

In this study the researcher has been compared both
existing system and proposed system based on the
following parameters:

Figure 5.9: Bank sample service Window
Volume 8, Issue 5, September - October 2019

Table 5.3: Performance evaluation of Existing system and
Proposed system.
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parameter

1
2
3
4

9

PIN authentication
Face recognition
Double authentication
Data
encryption/decryption
User physical presence
Customer trust on the
ATM system
Better security
Probability of being
robbed
Speed

10

Level of error

5
6
7
8

Existing
(PIN
based)
System
Yes
No
No
Yes

Proposed
(FRS)
System
Yes
Yes
Yes
Yes

Optional
Low

Mandatory
High

No
High

Yes
Very less

High

Little
impact
Expected

Low

The above mention parameters in table 5.3 are used to
describe the comparative description of the existing system
which used only PIN based authentication and the proposed
system that consists of PIN code and facial recognition for
authentication process. All the advantages of the existing
ATM system are incorporated in the newly proposed
system and the addition feature was included for the further
advancement in security. Even if the proposed system had a
little impact on bandwidth, speed of service, algorithmic
error rates the system was very good to increase customer
trust on the bank, increase security of the services,
decreases the level of being robbed in unexpected situations
by using double authentication process.

6.

SUMMARY OF FINDINGS, CONCLUSIONS
AND RECOMMENDATIONS

This chapter of the study explains and suggests the
summary of findings, conclusion and recommendation.

6.1 Summary of Findings
An ATM face recognition system has been developed in
this research work. The system consists of three main
procedures. These were face detection, feature extraction
and face recognition. With the full support of each of these
methods, the system can accurately and efficiently detect
faces from images captured by a webcam, extract features
and identify the user. The system can also function in
registration mode such that the face images features were
registered through training machine and stored in face
database. The model design of the proposed system allows
a large degree of flexibility, allowing for future expansion
and the integration of any new face recognition algorithm
.
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6.2 Conclusions
The existing PIN based ATM system was analyzed and
interpreted based on structured data collection techniques.
The result from existing system shows the current system
was insecure and needed improvement. This study was
applied face recognition system model in order to solve
resulted insecurity problems for ATM system of CBE. The
proposed ATM FRS System model combined a physical
access card, a PIN and facial recognition. It also decreased
the probability to be robbed by unauthorized user. In this
research work LBP algorithm used to provide accurate
result performed by face detection, feature extraction and
classification process. So the experiment work of FRS
shows that the proposed system model provided an
improvement on ATM system of CBE.

6.3 Recommendations
Based on this study it is obvious that the result of the
implementation of FRS to enhance ATM security in CBE is
good but there is scope for future improvement. Due to
time constraints the researcher was not able to implement
some objectives that should have made the research work a
better proposition with better performance of the system.
The main improvement will pursue the performances and
recognizes the real-time face recognition.
Many difficulties has been faced when recognized face
images from database such as pose and lighting variations,
expression variations, age variations, and facial occlusions.
In future to improve the pose correction, quality based
frame selection, aging correction, and using better
algorithm with less equal error rate in order to enhance the
double authentication based ATM system security to CBE.
So that with better solution on these difficulties will
provide more secured double authentication based ATM
system with good performance.
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