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Abstract: Nowadays wireless technology is common and
widespread in the world, and used in many areas. The
technology needs, developed quality of the service and
security issues. In this study we considered only on the
security issues especially on the recent wireless security
protocol WPA2, because WPA2 is the currently applicable in
many WLAN connections and best relatively from the
previous protocols. This study also verifies that a wireless
intruders test in WPA2 using cracking tools with word
generator tools to compare the encrypted key of wireless
network with the file contains the captured packets as
alphanumeric characters with the help of network
monitoring and analyzer tools of window 10 for the
improvement of WPA2’s security. Finally, we proposed a
security mechanism to improve the security of WPA2 and
also discussed on the benefits and vulnerabilities of WPA2
protocol.
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1. INTRODUCTION
1.1 Background Of The Study
In this digital world every work and communications are
through computers and networks. Unlike past years so
many people are using internet for their day to day
activities. Since communication through the internet is very
fast and easy relative to other communication Medias. But
this computer networks have always been vulnerable to
attackers and also for their techniques to intrude in
networks especially in wireless networks, because they
have no physical media for connection rather radio
frequency signals. Wireless networks are targeted by
attackers or for different types of intrusions. [1] It allows an
internet connection to be broadcast through radio waves
that is why security issue is a hotspot. Especially in
military, medical, and business organizations need secure
flow of data. For these reasons to update security protocols
and algorithms are needed.
If unprotected computer is connected to the internet, then it
will attack within 60 minutes. [2] There are two main
problems in network, these are security problem and signal
interference (quality of signal strength). Although security
is the hotspot for this 21st century and development of
security algorithm is growing, the problem with security
Volume 8, Issue 5, September - October 2019

can never be solved fully but it can be minimized.
Therefore, to develop and update security algorithms is
very much important for the need of business conduct. [3]
Wi-Fi networks based on IEEE 802.11(Institute of
Electrical and Electronic Engineers) standard are being
widely deployed in different environment due to
standardization and ease to use. [4] Security features like
Service Set Identifier (SSID) for to control access to an
Access Point (AP), Access Control List (ACL) for the
cause of prevent unauthorized access, and the Wired
Equivalent Privacy (WEP) protocol are included in the
802.11 standard. [5] The IEEE offers amendment
concerning specific functionality including security and
quality service. The 802.11e amendment defines
enhancements for quality of services in wireless LAN and
the 802.11i amendment addresses advanced security
solutions for wireless LAN. There are also wireless LAN
equipments address security issues. The 802.11i
amendment addresses advanced security solutions for
wireless network as mentioned before because the original
802.11(WEP) standard was known for several security
weaknesses. [1] Because electronics allow the exchange of
information with other electronic devices or the internet
through radio frequency signals. And they are exposed to
security issues that for most hackers to penetrate in
communications and different goals on their own. [6]
From the last few decades until today there are several
security mechanisms including the well-known and widely
deployed techniques Wired Equivalent Privacy (WEP), WiFi Protected Access (WPA) and Wi-Fi Protected Access II
(WPA2). [7] WEP was developed for wireless networks
and approved as a Wi-Fi security standard in September,
1999. It was the first default encryption protocol introduced
in the first IEEE 802.11 standard and it is fairly simple to
implement. It requires all devices to have the same key.
The WEP key can be either 64-bit or 128-bit; however, the
standard required only 64-bit WEP.[1] It was aimed to offer
the same security level as wired networks and designed to
protect causal eavesdropping; however there are a many
well-known security issues in WEP, which is also easy to
break.
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When WEP fails, TKIP was build around WEP to fix its
flaws and to develop a reliable and compatible network
security with the older equipments. [8] For this reason and
the mentioned insecure behavior, a new standard was
proposed in 2003, named Wi-Fi Protected Access (WPA).
WPA came as to become an intermediate solution for
WLAN. WPA inherited the basic principle of WEP and
believed that it improved WEP’s shortcomings, and applied
to solve the problems of WEP cryptography method. It uses
a 3 times longer encryption key, as well as a message
integrity key to prevent capturing, altering or resending of
data packets. It utilizes Temporal Key Integrity Protocol
(TKIP) to generate the encryption key.

without the need for extensive technical knowledge of
wireless networking.
Even if WPA2 is a better solution for security but it is
attacked by brute force dictionary attack for the purpose of
getting or determines the shared passphrase. [10] WPA2
enterprise needs RADIUS for authentication the
authentication methods are 802.1x or EAP.

TKIP introduces and uses RC4 encryption algorithm which
is the algorithm used by WEP after applying several
enhancement on RC4. WPA addressed two options for
wireless LAN security. These are personal and enterprise
mode. The Personal mode is intended for the small office
or home users and the Enterprise mode is for larger
deployments. [1] After one year in 2004 the second version
named WPA2 supersede of WPA protocol. WPA2 came
with a better encryption mode incorporating stronger
security. [4]
WPA2 is also like WPA addressed the personal and
enterprise mode, it also includes mandatory support for
CCMP based on the AES (Advanced Encryption Standard)
encryption mode with strong security. [9] The full name of
CCMP is Counter Mode with Cipher block Chaining
Message Authentication Code Protocol. [9] The Wi-Fi
Protected Access 2 (WPA2) standard, also known as
802.11i. It includes the 802.1X/EAP (Extensible
Authentication Protocol) authentication for corporate
environments and PSK authentication for home
environments as does WPA. Even if there are better
protocols and algorithm than before but still they have
vulnerabilities. Because of, the attackers are also more in
advance through time. So we need to have a better
understanding
on
these
applicable
algorithms’
vulnerabilities to update through time.
WPA2 has two certificates these are personal mode which
is for SOHO and enterprise mode.

Figure 1. 2 EAP authentication process [21]

1.2 STATEMENTS OF THE PROBLEM
-

Brute force dictionary techniques for the use of to
crack the key.

-

WPA2 protocol has a weakness that allows an
attacker in a man-in-the-middle (MITM) position
to perform a Key Reinstallation Attack (KRACK).

Because of the above reasons users need to get a
secured communication through wireless network. So
we are going to figure out some vulnerability on
WPA2 protocol to address the problem and deploy or
classify them in their category for enhancement and
improve its security.
Figure 1. 1 Setting WPA2 personal mode
Wi-Fi Protected Setup (WPS) was derived from the fact
that small office and home users wanted a simple way to
provide the best security possible for their installations
Volume 8, Issue 5, September - October 2019

1.3 SIGNIFICANCE OF THE STUDY
Nowadays, network makes the world open and one for
communication, to run a business, to control and help the
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military activities, for online learning, for medical purpose,
and so on. The development of network becomes more in
advance through times. As the technology becomes more
advanced, the attackers’ techniques being used are also
more advanced through days. This shows us we need to
update our security protocols and algorithms to protect or
secure our communications. This attracts our attention to
find out the weaknesses of current and recent wireless
security protocol. Then we arrived on WPA2 protocol to
address its security weaknesses. So as we mentioned in the
objective of this study it will offer guidance on security
protocol:
- To give security awareness for wireless network
users.
-

Guide to use a better Wi-Fi security algorithm.

-

To give an overview of wireless security protocol

2.1 RELATED WORKS
2.1.1 WIRELESS LAN THREATS AND INTRUSION
In this networking world there are different types of assault
especially on unsecure wireless networks.
Wireless
network has no physical media that is why more vulnerable
for intrusion than wired network. For this reason attackers
target it. There are many security issues focus on wireless
networking. Some of these threats are: Radio Frequency
denial of service, MAC spoofing, Man-in-the-middle attack
(MITM), KRACK, Brute force attack [1][4]
Most users may face these treats and they are common
treats in wireless networks. Unsecured wireless networks
also targeted by brute force attack and DoS. DoS attack
prevents the transmission of data to or from network
devices. [4]

WPA2.
2.1.2
1.4 SCOPE OF THE STUDY
This study is analytical research method because of its
experimental approach. It also involves in scrutinize about
the protocol in related books, articles, journals, blogs, and
using some tools. The library was determined and the
results showed that this enhanced protocol (WPA2) has
some weaknesses. By collecting recent research articles,
journals, video conferencing and related resources for
studying the literature on the theoretical analysis, by using
network analyzer CommVeiw and airecrack-ng tools,
protocol discussed. The scope of the study addresses the
recent wireless network security protocol WPA2
weaknesses to improve or enhance its security.

2. LITERATURE REVIEW
Many journals, books, blogs, and articles are written about
security issues. We referred some of these by means of
electronic sources and reference of references. As we
reviewed these resources we proposed to keep doing my
thesis work on the topic of the title “SCRUTINIZING THE
CURRENT WI-FI SECURITY PROTOCOL (WPA2-PSK)
TO IMPROVE ITS SECURITY.” This review was carried
out in order to explore strengths and vulnerabilities in
WPA2 protocol which would prove useful for detecting and
preventing criminals. The review revealed that:
An integrated security system will help the WLAN
network connection to prevent attackers and it also
helps to update the protocol.
2. The WPA2 password is used to perform mutual
authentication between the user’s device and the router.
For difficulties in defending against attacks.

Evolutions Of Wireless Security Protocols

Day to day the security mechanism becomes more
advanced evolved because of the major complaints that
arose from wireless networking was from the security
issues. Since its media which is not bounded by Ethernet
cable but with Radio Frequency signals. Although IEEE
802.1x is commonly used on wireless networks, it can be
used for wired networks as well. IEEE 802.1x permits the
trusted employees to access both the secure internal
corporate network and the Internet, while restricting public
users to Internet access only from the same network
connection. [4] From [25, 20, 28, 35, 36 and 16]
The security standard addressed two areas of security these
are for authentication and privacy [4]. These two areas are
the basic areas for security. Privacy indicates the encryption
method (or scrambling the information to make
understandable for only the allowed people) and
authentication means confirming the allowed people’s
identity to use the network. But these doesn’t solve security
problem fully.
Wireless technology uses radio wave to travel through the
air. As we mentioned above WEP, WPA, and WPA2 are
the common wireless network protocols. The three basic
security features defined by IEEE for the Wireless network
environment are authentication, confidentiality, and
integrity. [20] Long ago the 802.11 standards for wireless
outline have two forms of authentication- Open System
Association (OSA) and Shared Key Authentication (SKA).

1.
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Open systems were just that open, with no authentication.
Free for all, come join the network, nobody’s excluded kind
a place. It is the default authentication protocol for the
802.11 standard. It consists of a simple authentication
request containing the station ID and an authentication
response containing success or failure data. For the
successful authentication, both stations are considered
mutually authenticated to communicate each other. It can
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be used with WEP (Wired Equivalent Privacy) protocol to
provide better communication security, however it is
important to note that the authentication management
frames are still sent in clear text during authentication
process.
Shared Key Authentication is a standard challenge and
response mechanism that makes use of WEP and a shared
secret key to provide authentication. For encrypting the
challenge text with WEP using the shared secret key, the
authenticating client will return the encrypted challenge
text to the access point for verification. Authentication
succeeds if the access point decrypts the same challenge
text.
Shared Authenticate has a serious flaw, in that it is a simple
challenge/response protocol. This design is very open to
offline dictionary attacks. A WEP key would easily be
exposed. Additionally, even in Open Authentication, a
device that did not have the WEP key would not be able to
communicate via the AP, as the AP would discard all data
packets from the device.

Figure 2. 1 WEP Encryption process[6: p484]

WEP is used only for encrypting data once the client is
authenticated and associated. Any client can send its station
ID in an attempt to associate with the Access Point (AP). In
effect, no authentication is actually done.
WEP was an encryption algorithm designed to provide
wireless security for users implementing 802.11. WEP
involved two sets of mechanisms. These are Authentication
and Encryption. The basis of WEP encryption is together
with an encryption key today there is either 64-bit WEP or
128-bit WEP encryption keys. WEP uses the RC4 (Rivest
Cipher 4) stream cipher, combining a 40-bit WEP key with
a 24-bit random number known as an Initialization Vector
(IV) to encrypt the data. [20, 28, 35] A 128-bit WEP uses a
104-bit encryption key, which is then joined with the 24-bit
IV to create the RC4 cipher.

Figure 2. 2 WEP Decryption process[6: p485]
WEP was broken for not only its bit weakness but also it
uses static key in both client and in the access point at a
time of authentication and encryption session. This made it
breakable even beyond repair. It doesn’t generate new keys
for every session dynamically.

Encryption in WEP can be done in the five steps. The first
step the WEP key and 24-bit IV together form a 40-bit
WEP key. In the second step, the linked key in the above
step as an input for pseudo random generator (PRNG). In
the third step a plain text through integrity algorithm
together forms plain text + integrity check value and this
output and the output from PRNG involves in Exclusive
OR this done by RC4 algorithm. In the fourth step the
media access control (MAC) payload frame is generated by
IV. In the fifth step encrypted data can be sent. [6]

Figure 2. 3 Authentication and Encryption process in
WEP [32]
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While this gives for someone a quick and efficient way to
encrypt and decrypt traffic at high speed, it has some
serious flaws. Even if he/she cannot read the data, he/she
can still capture data packets off a wireless network
because they are just traveling over the air. One of the
issues is that the IV must be unique for every packet that is
sent over a time period, and because it is only 24 bits long,
it can start repeating in as little as 5,000 packets, making it
not as random or secure as it can be. WEP can be broken
with readily available software in less than a minute. Given
this, it is not considered reliably secure for networks. This
is also prohibited in payment card industries.

Figure 2. 4 WEP Protocol Execution [27: 31]
Due to the limitations of WEP, Wi-Fi Protected Access
(WPA) was developed. WPA uses most of the
recommendations that are included in the IEEE 802.11i
specification, which lays out security standards for wireless
networks. WPA2 followed later, implementing all the IEEE
802.11i mandatory elements.
WPA uses the Temporal Key Integrity Protocol (TKIP) it
can easily be implemented because it addresses the
vulnerability issues and upgrade WEP. Rather than using a
plain text IV, it combines the IV with a secret root key.

Figure 2. 5 Authentication and Encryption in WPA
Volume 8, Issue 5, September - October 2019

WPA has personal and enterprise certifications and it
implements a sequence counter. All packets must arrive at
the Access Point in the correct order or they are rejected.
[26, 35, 17] It also provides a method of re-keying or
updating the encryption key, neutralizing people to attempt
break the key. [26] Both certifications of WPA use the
encryption method TKIP. This TKIP encryption method
uses RC4 algorithm by several enhancement on RC4.

Figure 2. 6 WPA protocol (WEP safety
improvements, from [27] : 34)

TKIP is a protocol used in WPA as we discussed before.
This protocol is a set of algorithms for the purpose to
solve WEP weaknesses. It uses RC4 device to change
work of shared key, since WEP protocol uses shared
key for encryption. TKIP generates keys and refresh
them to prevent attack. So this helps to address WEP
problem. The improvements done by TKIP on WEP are:
complete IV sequences to prevent replay attacks,
generating keys and to refresh keys for more prevention.
WEP protocol has unique key for each packet by
combining unchanged key and IV sequence. This key is
generated by hash function of TKIP key, and it is
temporal key because it will change when time elapses.
TKIP protocol generates keys in two phases. First, hash
function can be calculated using MAC address,
temporal session key and high 32 bit IV of the sender if
temporal key of the session is changed. Second, in this
phase hash function is calculated using the output of the
first phase hash function and low 16 bits of IV. [27]
TKIP has not only temporal key but also it has
Encryption key and Master key for authentication and
message encryption purpose. The Encryption key
protects the temporal key from message falsification and
Master key works after a successful authentication to
secure message spreading about key streams. [27]
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Although it addresses WEP problems, it is still
vulnerable for cracker. When researchers improves
security strength, the attacker also become in advance.

2.1.3 WPA2 PROTOCOL ON WLAN
Wi-Fi protected access 2 is the recent wireless security
protocol and security certification programs developed by
the Wi-Fi Alliance. WPA2 replaced WPA and the
encryption scheme in WPA2 supported by Counter Mode
Cipher Blocking Chaining MAC protocol (CCMP) with
Advanced Encryption Standard (AES) for encryption. It
dynamically generates new 128 – bit key for each packet
like WPA. [11]

Figure 2. 7 TKIP flow chart [27, page 34]

A year later WPA is replaced by WPA2, because of the
length of initializing vector IV which means WPA2
consists 48 bits instead of 24 bits and also TKIP which is
the encryption method of WPA has been broken; additional
AES encryption method and CCMP for message integrity.
WPA can be easily attacked by Denial of service attack.
[26] Researchers believed that WPA2 addressed the WPA
and WEP weaknesses even though it has minor weaknesses
when compare to the previous. Some major difference
between these protocols by [12] can be briefly summarized
using table. From [12] the wireless algorithms are
summarized as the table below:
Table 2. 1Summary of the three Wi-Fi algorithms

As we explained in the previous sections WPA2 protocol is
relatively the strongest one of the wireless security
protocols. But it is vulnerable for the target of KRACK [17]
and offline dictionary attack [31] on the four-way hand
shake of WPA2-PSK protocol. Even if the weaknesses are
minor, it should be solved because of the business conduct
and development. This KRACK can be applicable by
tricking a victim’s device by manipulating and replaying
cryptographic handshake messages. But dictionary attack
can be done offline so we focused on it.
WPA2 was introduced a year after WPA and it refers
advanced security solutions of 802.11i. It is also in layer
2of OSI (in data link layer) model like WPA. WPA2 is
more cost to implement than WPA. [11] As like WPA,
WPA2 also has two certificates these are personal and
enterprise modes. WPA2 personal mode use Pre Shared
Key (PSK) authentication method like WPA personal
mode. WPA2 personal mode authentication doesn’t need an
authentication server between the access point and the
client. [34]
Their enterprise modes use 802.1 x/EAP authentication
methods. But WPA2 enterprise mode authentication is
depend on the 802.1x authentication standard and uses
authentication server called Remote Authentication Dial In
User Service (RADIUS).[9,15]
Both WPA2 modes which are personal and enterprise use
more of a future proof of cipher script AES is used along
with CCMP and it use also TKIP as optional. But AESCCMP is mandatory. [1][28][6] WPA2 is the fastest when
we compare it with the previous and on the other end WEP
is the slowest.
WPA2 uses dynamic key state not static but this state help
the attacker to speed up the cracking process. Dynamic key
state means that the passphrase must be contained in the
dictionary for using to break WPA/WPA2. This gives the
information to start an attack in the handshake between
client and Access Point.[31]The authentication methods
and encryption methods of WPA and WPA2 wireless
network algorithms are summarized as follows:

Volume 8, Issue 5, September - October 2019
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Table 2. 2 WPA and WPA2 authentication and
encryption method

network device. [11] So hardware upgrade or change is
required.

2 .1.3.3 WPA2 PERSONAL KEY GENERATION
In WPA2 4-way handshake, there are two frames to
generate keys. These are pair wise key generation for the
unicast traffic or GTK for broadcast or multicast traffic. In
GTK the group shared common keys. That is why we say
GTK is for broadcasting. In PTK the keys can be calculated
for each supplicant but not in GTK.

2.1.3.1 WPA2 –PSK
WPA2-PSK applies the following processes [4]:
1.

The supplicant sends message to the
AP(authenticator) with the value generated
randomly using PSK and the generated key named
as authenticator nonce (a-nonce). This nonce can
be captured by wireshark or CommView tools.

2.

The supplicant can receive the message and
generate another nonce called s-nonce by PSK.

3.

The AP and supplicant communicate each other
using the previous information the supplicant
creates PTK; dynamic generation of key takes
place.

4.

The message exchange between AP and supplicant
PTK generated by PMK dynamically by
authenticator.

5.

The message or the package sent by the supplicant
to AP. Then AP derives PTK key. PMK is the
same for both the supplicant and AP.

6.

Once AP receiving the package sent by supplicant
it generate MIC field with the same PTK and PSK
as the supplicant. And send a message called “Key
Installation”

7.

The supplicant after receiving the message it also
sends a message to AP called “Key Installation
Acknowledgement”

These are the steps WPA2-PSK found by [4].
2.1.3.2 Hardware Support
A firmware upgrades, when some modifications are applied
on the software. That is why Wi-Fi devices certified since
2006 support both WPA and WPA2 security protocols after
a firmware upgrades. WPA2 may not work in some older
Volume 8, Issue 5, September - October 2019

Figure 2. 8 Group Key Hierarchy [10]
The pair wise key is primarily the set of negotiated keys.
KEK is encryption key used in the second part next to KCK
in the PTK. It encrypts sensitive data transmitted in the 4way handshake. KCK used first part in the PTK to calculate
MIC. The PTK also uses Temporal Key as a final part to
protect data frames this is done after the 4-way handshake.
PTK is derived from secret passphrase, AP and client MAC
addresses, and their random nounces.[18]
WPA2 personal key generation also named by WPA2-PSK
mode and it is designed for home and small office networks
no need to use authentication server (RADIUS), if it is
secured by this mode. Each wireless network device
encrypted the network traffic. This is done by deriving its
128- bit encrypted key from a 256 bit shared key. The key
performed between the AP and the client, the key can be
either as a string of 64 hexadecimal digits, or as a
passphrase of 8 to 63 printable ASCII character. For the
ASCII characters the 256 bit key is calculated applying the
PBKDF2 key derivation function to the passphrase, using
the SSID and 4096 iteration of HMAC-SHA1. [11]
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AP
PSK = PMK = PBKDF2 Where PBKDF2 is a method used
in PKCS#5, 4096 iteration is the number of hashes and its
output bit length is 256. [3] It is hash function for Password
Base Key Derivation Function. If any users uses a weak
password or passphrase pre-shared key WPA2 remains
vulnerable to password cracking attack of simple password
can be attempted by air cracking tools starting from the
four way authentication handshake exchange during
association or periodic re-authentication. The strength of
PTK is depend on the PMK value of AES-WPA2 128 bit
key length in four stages for the implementation of WPA2
that is done in one round, and each round is performed 10
times.[4]
As mentioned earlier the encryption protocol used for
WPA2 is CCMP provides data integrity and authentication.
CCM does not require that specific block cipher be used.
But AES is mandated by the WPA2 standard and it is the
most secure cipher [4]. That is why CCMP of WLANs is
sometimes designated as AES-CCMP [4] Although WPA2
– personal cannot afford an 802.1x server, tiny PEAP could
change.

and

the

client

using

the

preferred

authentication method to generate an MK
(common Master Key).


In the third phase after a successful authentication
temporary keys are created and regularly updated;
the phase is for key generation and exchange.



In the four phase all the previously generated keys
are used by the CCMP protocol to provide data
confidentiality and integrity.[22]

The above steps can be applicable the messages between
the access point and supplicant. And these message
exchanges are named by 4 way handshake method.

Any user of a WPA-PSK network can calculate PTKs of
the other stations and can decrypt all the traffic. [23] Pass
phrase dictionary attacks can be apply through the
following way:
Passphrase → PSK →PMK → PTK →MK →MIC
PTK requires PMK because it is derived from it.
PTK
PRF-XP (PMK, “Pair wise Key
expansion” min(AP-MAC,STA-MAC) || max(APMAC,STA-MAC)|| min(ANounce, SNounce)||
min(ANounce, SNounce))
PTK is split in several keys
PTK ≡ KCK/MK||KEK||TEK
TK||MIC = MIC
(MK, EAPoL)
All secrets are derived from PMK and public
information. [23]
There are two handshakes can be occurred during key
derivation. These are 4-Way Handshake and GTK
Handshake.

2.1.3.4 WPA2: 4-WAY HANDSHAKE
4-way handshake provides a secret communication between
APs and clients for authentication using PMK and PTK
[17].WPA2 establishes a secure communication in four
phrases.


Figure 2. 9 Agreeing with the security policy [22]
After the AP sends A-nounce the client calculates the PTK
and sends it back to AP. Then the AP derives PTK based on
this message by confirming whether the IE (information
elements) matches or not. If the information elements
doesn’t match with the initial association it make off the
handshake or the AP replies with GTK and the list of IEs
and send back to the client. Then the client checks the
message sent by AP with the previous received messages.
Again if the IE doesn’t match, then the 4-way handshake
will cancel. [18]
The pair wise communication which is in 4way handshake
of WPA2 can be explained in the figure below in a precise
manner.

In the first phase the AP and the client will agree
on the security policy (or authentication process
method protocol) to use that is supported by both.



In the second phase (this is for Enterprise only)
802.1 x authentications are initiated between the
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WPA2 enterprise mode needs each user to be authenticated
separately by the help of EAP. EAP is an authentication
standard or frame work of IEEE 802.1x authentication
standard for it. There are five standards or mechanisms in
EAP to choose from, to authenticate WPA2 enterprise.
These are PEAP, EAP-TLS, EAP-TTLS, LEAP, and EAPSIM. These can be selected by considering the supported
station, AP, and Authentication servers as we discussed
before.[22]
Table 2. 3 Real world usage on EAP types

Figure 2. 10 4-way handshake of WPA2-PSK
message exchange [32]
As we have seen in the 4 way hand shake the hash function
can be calculated in each step of exchanging phase. The AP
and the client compare the corresponding message digest
value. If it matches there will be further communication.
Unless the communication will ceases as we explained
earlier.

2.1.3.5 WPA2 ENTERPRISE
This mode is designed for enterprise networks and it
requires authentication server called RADIUS. It provides
additional security against dictionary attacks on short
passwords [11]. It requires the user to be separated
authenticated based on IEEE 802.1x authentication
standard, uses various kinds of EAP for authentication [22].
This mode has hardware or software implementation
requirements. These are:
 Selection of EAP types will be support on stations,
APs, and authentication servers.


Selection and authentication servers typically
RADIUS based authentication servers.



EAP type

Real
Usage

PEAP

Highest

EAP-TLS

High

EAP-TTLS

Medium

LEAP

Low

EAP-SIM

Low

World

2.1.4 WEAKNESSES OF WPA2 PROTOCOL
WPA2 vulnerabilities allow an attacker to extract the
WPA2 session key and decrypt. An attacker can use
cracking tools like airodump-ng using air to monitor traffic
being transmitted over the air and capture this four-way
handshake.[7][31] Mostly Wi-Fi clients were vulnerable to
KRACK and dictionary attack against the group key PSK
handshake.[17]
When an attacker sends security policies by tricking the AP
he/she has 1 in 100 of chances to match with security
policy of AP can compromise the AP itself. [10] This is
also shows brute force attack and MITM attack.
2.1.5 FUTURE EXPECTATION ON WIRELESS
ALGORITHMS

WPA2 software upgrades for APs and clients. [22]
The future of encryption is hopefully strong than ever
before.[24] When we compare the past years with the
present, security mechanisms are growing through time to
time. Therefore future encryption and innovations of
security algorithm will influence on the business conduct
by updating the algorithm through time.
Hopefully the future security algorithms will be easily
manageable; the most advanced one, and provide assurance
for defending and protecting the network, because of the
challenges and problems it will grow in advance.

Figure 2. 11 802.1x Authentication [22]
Volume 8, Issue 5, September - October 2019

From [1] there are seven critical market drivers that will
shape the future of encryption and the applications that
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characterized it. These are Email privacy and regulatory
requirements, Increasing compromises and unauthorized
access to critical business information, the expanding
enterprise, user mobility, communications appliances,
increased enterprise control vs. third-party supply of
messaging and storage solutions, the art of storing and
retrieving corporate information assets.

suitable from others. There are two modes for ways of
using AES in random number generator. One is AES in
counter mode and AES in PRNG mode. AES in counter
mode is more advisable for cryptographic application
because it has more strength and better period length than
AES in PRNG mode. [5] So this AES in counter mode is
applied in WPA2.

According to [31] [22][30] [21] we proposed to improve
the security system on WPA2 to protect communications.
So we planned to verify one of the attacks and proposed the
solution on it. Then we tried to study on the most attack
on the protocol. After selecting the attacker we planned to
identify how it affects the security of WPA2-PSK.

AES is trustable in terms of security. Still NSA (National
Security Agency) uses AES for classified data up to TOP
SECRET with 192 or 256 bit key.

By [17] one kind of attack named by KRACK was found
on WPA2 protocol. This attack can be done by forcing
reinstalling already in used key of the third message of the
handshake again and again before reaching the
confirmation message of the authenticator (message 4) and
it is done by MITM attack. Even though this is one of the
attackers, mostly dictionary or brute force attack using tools
is applied on it. Dictionary attack can be done offline once
they capture the handshake. Then we proposed to verify
offline dictionary attack and we also focused on to propose
the solution.

3. METHODOLOGY AND MATERIALS
3.1 M ETHODOLOGY
To implement WPA2 there are two protocols under
consideration AES and CCMP for encryption and message
integrity check. We studied how the two algorithm works.
To improve WPA2-PSK security strength on message
exchange between access point and supplicant. These two
algorithm application and influence on the protocol is
explained in the next section. We checked their complexity
and the amount of keys that they generate for to challenge
the attacker.

AES encryption algorithm is a better algorithm because of
its key size. If the size of the bit gets more large and large it
becomes more secure. Its minimum key size is 128 bits.
And it has high computational efficiency and usable in high
speed application [33]. AES performs multiple iterations
based on the key size. The number of iteration increases as
the key size increases. For a 128 bit key size it perform 10
rounds, a192-bit key size perform 12 iterations, a 256-bit
key size perform 14 iterations [4].
By [5] a 128 bit counter C begins from C0 and generates in
sequence mode C0, C1, C2, … such that
C i = Ci-1 +1(mod 2128). And the result at a time i is Ek(Ci)
,where Ek(Ci) encryption of Ci using AES and the key k.
This counter mode allows calculating each output value
independently of its successor.
In AES counter mode if the key size be short or 128 bit
then the attacker may guess the key. So it is better to use
256 bit key size.[5] AES algorithm is not linear. This
complexity helps it to resist a brute force attack on the inner
state and this generated random numbers may be secured.
AES algorithm doesn’t have special character to use unique
hardware devices. So it is portable to any arbitrary
machine.

3.1.1 AES
AES get its name in 1997 by National Institution of
Standard Technology (NIST). For the demand of security
algorithms in Aug 1998 there were 15 algorithms
submissions. But five of them were finalized for AES. In
Oct 2, 2000 the algorithm named by Rijudael was chosen as
the AES by Joan Daemen and Vincent Rijmen. AES has
input, output, and keys length. It is the most important
symmetric algorithm in the world works in bank machine,
web activity, wireless protocols and soon. Its internal
operations are based on finite fields like permutation and
other complex discrete mathematics. 2120 operation is
needed to attack or break AES key. [22]
AES is a symmetric and non-linear block cipher and which
is applied in WPA2 wireless security protocol. Its high
speed and also its key size that goes up to 256 bits make it
Volume 8, Issue 5, September - October 2019

Figure 3. 1 General structure of AES in counter
mode
WPA2 encryption process is by symmetric key. Both
encryption and decryption use two ways of permutation and
performed Exclusive –OR (XOR) means modulo 2
operations with symmetric key generated from previous
process. [4]
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The first and the last stage of encryption and decryption in
AES is Add round key. This stage is only use the key and
encrypt by means of XOR. The other three stages would
not provide secure by themselves without the first stage
Add round key though they make confusion, diffusion, and
non linearity on the keys. These four stages are reversible
that is why decryption recovers the plain text. The final
round uses only the three stages to recover the plain text.
The special structure of AES is due to the consequence of
decryption algorithm is not identical with encryption
algorithm. [33]
According to [34] each round of AES consists four layers
as discussed above these are:
1. Byte substitution (ByteSub) –
provides confusion (s-box layer)
2.

Shift

row

–

byte

permutation

(reordering the byte)
3.

Mix column (MixCol)

4.

Key Addition

In the 2 and 3 layers provides diffusion and they are
permutation part. The last round of AES doesn’t have the
third layer called mix column layer.

Figure 3.3 AES Encryption and Decryption Process
of 128 bit [33: p 142]
The nine rounds are identical but in the last round mix
column layer is missed. This for all AES bit encryption
algorithm in the last round no mix column layer.
Mathematically AES works through Finite Fields; which
discussed earlier.
3.1.2 FINITE FIELD

Figure 3. 2 AES structure for one round
The AES 128 bit has 10 rounds as we discuss earlier it
iterates the above layers in the nine rounds and the last
round by leaving mix col layer. This helps it to generate
more keys; so we can see the structure below.

In crypto most of the time finite set is needed. It is call as
Galois Field or in some region “endlicher korper”. It is a set
of numbers that we can use operation on and it has the
following properties:
 All its elements form an additive group together
with group operation “+” and identity element 0.


All elements of F except 0 form multiplicative
group with the group operation “x” and identity
element 1.



It also satisfies distributive property by mixing the
two operations, a(b+c) = ab + ac ∀ , ,
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FF only exist if they pm , where m is positive integer and p
is prime number.
One of its algebraic structures is Group structure, this
structure is also a set of elements as denoted by G and an
operation o has the following properties:


Closure property on operation o.



Associative property on operation o.



An identity element 1, where a o 1 = 1 o a =
a ∀



∈G

Inverse of a, ∀

∈G denoted by a that is aoa =
-1

-1

-1

a oa = 1


Commutative property on operation o.

For example:
1. The finite field with p elements GF(p) = {0, 1, 2,
…, p-1}
2.

The finite field with 5 elements GF (5) = {0, 1, 2,
3, 4}

3.

The finite field with 128 elements GF (27)

4.

The finite field with 256 elements GF (28)
From the above example the first and the second is
called prime field but the last two are AES fields.

3.1.3 CCMP Encryption Algorithm
The CCMP protocol is works with AES encryption
algorithm and Cipher Block Chaining Message
Authentication (CCM) mode operation. The CCM is
defined only in AES. CCMP activates the AES using CCM
mode of operation. Since CCM mode uses counter mode
(CTR) for confidentiality and CBC-MAC for authentication
and data integrity. To secure until no initialization vector
(IV) is iterated under specific key. This AES-CCMP
protocol used after TKIP is deprecated. CCMP uses 128 bit
key size and 128 bit block size [17].

3.2 Materials of the study
Materials we used are explained here for to check the
WPA2 protocol is crack able or not. Each tools what we
explained are have different functionalities. Ones we get
result from one tool then by using this result into the other.
How they work and what are the results from there is
explained later.
3.2.1

Analysis of cracking tools

Cracking tools are used for to verify security strength, to
monitor and analyze the network, to capture packets or
network traffic and so on. They are designed for network
programmers,
security
professionals,
and
LAN
administrators for the purpose of monitoring and analyzing
network. Some of these tools are listed below that we used
for this study.
3.2.1.1 AIRCRACK –NG
Aircrack-ng is a tool used for network security analysis as a
detector, packet sniffer, WEP cracker and WPA/WPA2
security analyzer for 802.11 WLAN. It is a complete suite
of tools for Wi-Fi. It runs with the help of operating
systems like Linux, FreeBSD, windows, and some others. It
attacks WPA/WPA2-PSK by means of dictionary attacks.
As explained, security suites which are included in this
software be listed below with their description.
This tool can run after copying it into program files at C
drive under program file and give a path of bin which is
compatible for the computer on environment variables. And
it is works with command prompt.


Aircrack-ng – for attacking WEP keys and
using

dictionary

(wordlist)

also

attacks

WPA/WPA2-PSK. It can be applied after
aireply-ng suite for kali Linux and used to
apply dictionary attack on captured encrypted
initial vectors.


Airdecap-ng –used to decrypt WEP or WPA
encrypted capture packets with known key.



Airmon-ng – used to make in different cards
in monitor mode. To start wireless network
interface in monitor mode and also help to
check whether the network detects or not.



Aireplay-ng –injection tool for packet (Linux,
and windows with help of comView drivers).

Figure 3. 4 AES-CCMP(8, page 530)
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It helps for the purpose of de-authentication

Page 48

International Journal of Emerging Trends & Technology in Computer Science (IJETTCS)
Web Site: www.ijettcs.org Email: editor@ijettcs.org, editorijettcs@gmail.com
Volume 8, Issue 5, September - October 2019
ISSN 2278-6856
packet across the network and rejoin into the
network.


Airodump-ng – shows us nearby wireless
network for packet sniffing. Then we can see
the bssid of the access point now we can
capture the hashed packet.



Airtun-ng - used for virtual tunnel interface
creator.



Packetforge-ng – used to create encrypted
packets for the purpose of injection.



Ivstools – used to merge and convert data.



Airbase-ng –used to unifying method for

Figure 3. 5 CommView tool

attacking clients as opposed to APs and
slower the connection.


Airedecloack-ng –used to remove WEP
cloaking from packet capturing files.



Airolib-ng –used to store and manages ESSID

To install CommView after downloading extract the .rar
file and there are two folders in it one has setup for
CommView and the other is folder named by crack and in it
some helping for the activation of Commview.


and Password lists to compute PMK.


Airserv-ng –allows accessing the wireless



card from other clients or computers.


Buddy-ng –used as helper for eastside-ng to
run on a remote computer.



Eastside-ng –used to communicate with AP
without WEP key.


Tkiptun-ng –attacks WPA/TKIP.



Wesside-ng –used to recover WEP key.



1st install the setup by as like any
software installation method by clicking
the next button.
Check whether it is in program file (the
installed software)
Then go back the first folder that has the
three folder and click the crack folder and
copy the activators file and paste in
program file in CommView folder it
replaces the first evaluation version. Then
it becomes CommView for wifi and we
can use it.

3.2.1.2 COMMVIEW (RECENT VERSION
COMMVIEW7.1)
CommView is one of the cracking tools and it is a powerful
network monitor. Its interface is easy to work with it. Its
performance is used to capture packets or network traffic
on the wire. It is also used to display a list of packets,
network connections, protocol distribution charts, and so
on. And it allows seeing what, where, and when how
information leaves or enters in our computer for secure
internet. We used this because it has user friendly interface.

We used this software together with aircracking to know
the WPA2 weaknesses. The first page of the tool is looks
like the figure below.
Volume 8, Issue 5, September - October 2019

Figure 3. 6 The single channel mode for the targeted
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3.2.1.3 PWGEN 2.5.4
This can be installed as any software installation. We can
use it by selecting how many words or pass phrase we
need, character set, and length of the word generate it. Then
we should copy the words on notepad to use it on other
cracking tools.
There are online and offline word generator tools. But we
use only this PWGen because we can access it easily and
easy to use it. It is offline word generator and we used it for
preparation of guessed words to make wordlist to crack
WPA2-PSK protocol by the help of the additional tool
called aircrack-ng suite. We apply these processes to verify
whether WPA2 is vulnerable or not in brute force attack as
literatures showed.

Figure 3. 7 PWGen word generator suite
This tool gives many words for to help of finding the key of
the network of un authorized Wi-Fi access secured by
WPA2 personal. It can generate many wordlist by
combining characters like alphabets, symbols, and numbers
together as the user needs. It can perform 62 characters
length and each character is 6 bit.

4

RESULT AND DISCUSSION
4.1

RESULTS

This study helps us to know the proper use of tools on WiFi security based on this we can see the results shown in
chapter 3 for the purpose of draw the conclusion. We
focused to discover vulnerabilities and verify the strength
of algorithms which work in WPA2 in chapter 3. Now we
can see the results how the protocol became vulnerable and
the strength of its algorithms to improve its security.
Many companies and institutions are using wireless
communication though they are somewhat vulnerable.
Since the advancement of attacker there is no 100% secured
communication. So we should update our security
mechanisms.
Volume 8, Issue 5, September - October 2019

We have seen how strong and complex the algorithm
(AES) used WPA2 is. As we discussed the history of AES
in literature review it is advanced and most important. As
we checked the complexity of AES including the finite
field which used in this algorithm, the following result is
shown.
4.1.1 ELEMENT REPRESENTATION OF GF (2m)
The elements of GF(2m) are polynomials. It can be
expressed as a polynomial P(x) for GF(2m) such as
:
P(x) = am-1 xm-1 + am-2xm-2 + …+ a1x + a0 , where
P(x) ∈ GF (2m) and ai GF {0,1} is prime fields
For example GF (4) = GF(22)
P(x) = a1x + a0 has 4 bit strings
00
01
10
11
GF (22) = {0, 1, x, x+1}
For the AES field of 256 bit GF(28)
P(x) = a7x7 +a6x6 + a5x5 + a4x4 a3x3 + a2x2 + a1x +a0
GF (2m) = {0, 1, x, x+1, x2, x2 + 1, …, x7+x6 + x5 + x4
+ x3 + x2 + x + 1
Therefore, 256 bits can be formed
00000000
00000001
.
.
.
11111111
The AES algorithm is acceptable because of its
mathematical complexity and bit strength. If the bit
increases the number of rounds also increases. So this
makes it most powerful. It is also more complex when we
use arithmetic operations of group structure.
Let A(x), B(x)

GF (2m)

There exist C(x) ∈ GF (2m), such that
C(x) = A(x) + B(x) = ∑
xi,
=
+ mod 2
C(x) = A(x) - B(x) = ∑
xi,
=
- mod 2
Example GF (23)
1. Let A(x) = x2 + x +1 and B(x) = x2 +
x
(A + B)(x) = (x2 + x +1) + (x2 + x) we
can use usual polynomial addition but the
coefficients
= (1 +1) x2 + (1 + 1) x + 1 should
be in bit string (using mod 2)
= 0 x2+ 0x +1 = 1
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Addition and subtraction in GF (2m) are
the same operations
2. Let A(x) = x2 + x +1 and B(x) = x2
+1
(A*B)(x) = (x2 + x +1) (x2 + 1)
= x4 + x3 + x +1= C’(x)
but this is not in the
field of GF(23)
We need to find C(x) ∈ GF (23)
This result is not only doesn’t exist in the field but is also
irreducible polynomial. It should be modified by using
other group operation modulo polynomial again to get the
final result C(x). When this kind of polynomial is applied
in AES can be called “AES irreducible polynomial”
Consider the 128 bit data path; it is divided into 16 bytes
since 128 = 8 x 16 and again each 16 bytes split into 4
bytes. The next picture shows us how it applied in each
round internally. Individual byte is reordering (byte
permutation). This is done by Galio Fields as we discussed
earlier.
The input in the s- box (substitution box) is 8 bit.

As the picture shows Ai is the input and Bi are the output of
s-box after confusion. The bits are flip before and after s –
box. Mathematically, S (Ai) = Bi where s as a function with
input Ai.
The last ki are the byte substitution key for the next round it
is in the key addition layer now and it is obtained after mix
column and XOR. Each ki are in byte.
If for the 128 bit input Ai, given by Ai =
(A1)16(hexadecimal notation) = 1010 0001, then Bi = S(Ai)
= (31)16 = 00110001 this can be done by Galio Field
GF(128) = GF (27).
This Galoi Field polynomial the
multiplication part is more complex and it is applied in the
s-box. So AES is the most powerful encryption algorithm.
We confirmed that the complexities will increases when the
bit size increases. It is better to increase the length of the bit
to improve its strength. But the attacker is simply doing a
trick activity on it by using tools which generates guessed
keys and the protocol doesn’t block after password
guessing after some trials.
Generally AES has three units of block cipher like AES128 as we discussed earlier, AES-192, and AES-256. If the
key length increases, then this gives us a strong encrypted
key because it exchange more generated key. This
improves key challenge. So it is difficult to crack because
of the size of the length of generated keys.
4.1.2 RESULTS FROM USED TOOLS

Figure 4. 1 AES

We provided some information about different types of
attacks and how they applied for cracking the
communication especially in wireless networks.
We found WPA2 has vulnerabilities especially for the
access point which secured by short passphrase. For the
short passphrase it can be easily attacked. We used air
cracking tools by the help of CommView captured file on
Window10. It can be cracked within short period of time.
As we reviewed the researchers material like journals
indicate using hash cat tool (which is one of the cracking
tool) is faster than Air cracking tool. But we didn’t
implement with hash cat tool because it needs prerequisite
for the operating system that means the PC should have
graphic card. But we found that CommView is user
friendly; so we choose CommView than hashcat tool.

Figure 4. 2 The internal application of AES in one
round

Volume 8, Issue 5, September - October 2019

The CommView tool used to capture the handshakes
between the user and the access point. When we leave long
time to capture it can get the handshake then which should
be exported to wireshark TCP/Dump file form. This
exported file used to use aircrack-ng tool with the
dictionary or word list what we prepared using PWGen
tool. Then it can try to find the key. If the passphrase is
very short or doesn’t use mixed character, then which can
be guessed in the wordlist; unless, it is difficult to be in the
wordlist.

Page 51

International Journal of Emerging Trends & Technology in Computer Science (IJETTCS)
Web Site: www.ijettcs.org Email: editor@ijettcs.org, editorijettcs@gmail.com
Volume 8, Issue 5, September - October 2019
ISSN 2278-6856
Generally, the cracking activities can be successful if the
key is found in the dictionary. If the attacker couldn’t have
the key in his/her word list, he/she couldn’t get it. But the
protocol allows the repeated trial.
As we discovered our work for attackers the weaknesses
are not an issue for them already they know it. But they are
working for the faster tool to crack it; because they already
know WPA2 is crack able. Though WPA2-PSK is easily
cracked, it needs knowledge advancement on network
security. But for us no need to seek other tools since it is
enough knowing about WPA2-PSK weaknesses for our
study that is why we couldn’t go further.

sniffers through tools.WPA2 attack is done by tools by
imitating the final computed key. This is KRACK attack
which is discovered by Mathy in 2017([17]). Performed by
reinstalling the third message before of arrived the fourth
message.
When we use CommView tool to find the targeted channel
capturing the packets by applying in the scanner mode
looks as follows:

We faced so many challenges to check whether it is easily
breakable or not during cracking the network, to apply the
tools themselves, getting internet access. We used windows
10 most of the time and sometimes Kali Linux live on
USB. Using kali Linux live on USB makes we trouble and
we stick on windows 10. During using window 10 it needs
some feature for such tools.
These tools showed as WPA2-PSK protocol can be
attackable by dictionary attack after capturing the
handshake between AP and supplicant. For the reason of
WPA2 protocol serves long period of time, the
advancement of the attacker evolved on it; because already
they know how it works.
Even though it is crack able, it still needs knowledge
advancement on usage of tools and the network. Because, it
is not that much easy like WEP. KRACK can easily attack
those short and easily discovered passwords like name,
birth date, and favorable things of people and so on when
Wi-Fi owners relates their personal details with the
passphrase.
The password derivation function derives a key based on a
given passphrase. Once the packet of the 4-way handshake
has been captured an attacker he/she can get enough
information about the pair wise transit key (PTK) using
what he/she captured and assumed PSK passphrase. Then
can be used to extract the KCK to compute message
integrity code. And then it is compared with the genuine
MIC to determine the validity of the assumed PSK. In this
all steps and processes are iterate for each dictionary entry
(or brute force attempt) for password cracking. This will
happen if the passphrase is poor enough.

Figure 4. 3 To view the targeted user packet
After capturing we can see the channel what we need; in
our case we target on the channel 1. Then select the single
channel mode and select channel 1 from the listed channels
and scan again the handshake between the AP and
supplicants under this AP.
This tool helps us to view logs, capture, and examine
packets. We used this tool to capture the handshakes
between users and AP for the sake of to analyze the WPA2PSK. This can help to get handshakes and using aircrack-ng
tools in windows together with word list; for the purpose of
hacking activity.
We can see the captured packets through log viewer and it
will display like the following picture:

The message integrity code is computed by HMAC_MD5,
which takes its input from the KCK key within PTK by
some python code. As we discovered WPA2 uses 128-bit
encryption key from 256-bit shared key. The entered key
can be as a string of 64 hexadecimal digits, or as a
passphrase of 8 to 63 printable ASCII characters.
For the ASCII characters usage, the 256-bit key is
calculated by applying PBKDF2 key derivation function to
the passphrase, using the SSID as the 4096 iterations of
HMAC-SHA1. But this whole process can be attack by
Volume 8, Issue 5, September - October 2019
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Figure 4. 4 The captured log can be seen
Figure 4. 7 Captured packets
This log can be extport to wireshark Tcpdump format

Figure 4. 5 Logs (handshakes) exported and save in
wanted directory
Then after exporting the captured handshake and preparing
the word list which can target the given channel by the help
PWGen we can try to crack the password using aircrack-ng
tool. As follows:

Figure 4. 8 Searching the key
If the attacker is not successful which means doesn’t
prepare good dictionary, then it may show the next
picture after iterating the keys. If the key was there in
the guessed words (wordlist), it shows the key and says
key found. Unless it may shows the following picture.

Figure 4. 6 Cracking the key using aircrack-ng tool
This brings the next pictures and also shows the handshake
and what you need to crack. Then you can write the index
number to get the passphrase from the word list. So this is
our result.
Figure 4. 9 The result of aircrak-ng tool
If the attacker has not the passphrase in the
wordlist, couldn’t crack it. To crack WPA2-PSK it is
better to create strong guessed word list. This cracking
PSK is called brute force attack and can be applicable
offline. PSK is the same but PTK is different since it is
derived from SSID, PMK by password key derivation
function. Therefore, it is better not to use passphrase
which is related to personal life or the passphrase
should be hidden for the attacker. This can be secure
Volume 8, Issue 5, September - October 2019
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by Diffie-Hellman algorithm. How to work this
algorithm can be discuss in the next section.
4.2

DISCUSSION

According to [33] AES has National Institute of Standards
and Technology needs AES to become high computational
efficiency. But as we can see and also declared by the [33]
128-AES is vulnerable to brute force attack. So to secure
the encryption key it is better to use an increased key of
size of AES. Since AES has in 192 bit and 256 bit in
addition to 128 bet. WPA2-PSK protocol standard
commonly used 128-AES. So it is better to increase the key
used in WPA2-PSK to secure it more and it showed
WPA2-PSK needs more than 128- AES. Because the
common bit in WPA2-PSK is 128 bit of AES. Using 192 or
256 bit of AES gives an additional challenge for the
attackers and it improve WPA2-PSK security.
One of the weaknesses revealed in the tools is the
handshake capturing. After capturing and getting access
into the network the attacker may get secret information
exchange between any two people in 128-AES WPA2PSK. So to secure this problem it is better to use
additionally Diffie-Hellman key exchange algorithm. This
can secure the exchanged message by encrypting the traffic
by creating a key together with the sender and receiver.
4.2.1

Table 4. 1 Summary of Diffie-Hellman algorithm

DIFFIE-HELLMAN ALGORITHM

This algorithm is also key agreement protocol. It is
applicable by secret key which is known only by the sender
and receiver. It helps to secure message exchange between
AP and supplicant with secret keys with the use of
asymmetric encryption algorithm.

Then they can compute the same secret key K. This is key
exchanging process. So now they can exchange their
message. If the AP wants to send a message let x by
encryption through AES, then the protocol looks like as
shown in the figure below:

Figure 4.10 WPA2-PSK key exchange using D-H
algorithm
Let the cipher text be y; such that y = AESK (x) sent from
AP which is the PSK exchange then this cipher text can be
decrypt in client side by the protocol x = AES-1K(y). To
break the D-H key k for the attacker is difficult if the value
of the prime number is very large number since he/she
should discrete logarithm to find the private key to compute
the D-H key k.

The general steps are:
1.

Select a prime integer p

2.

Select the primitive root of p,
where
p-1

1

mod p,

2

mod p,

such that
3

< p.

mod p, … ,

mod p

3.

Assume any private key a, a < p

4.

Calculate public key A,

5.

Calculate secret key k

These steps are summarized in the table below where a, b
{2, 3, 4… p-2}
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Figure 4. 11 Secure key exchange in
Diffie- Hellman algorithm
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For example let p = 13, then
can be any number less
than 13 but whose modulus value is not repeated value.
Each i = imod p. where i stands for each value in the
first row and
∈ {1, 2, 3 … 12}.
This example shows how Diffie-Hellman works at the time
of key exchange. We are going to show in this
mathematical algorithm how to secure the handshake
between the access point and the user (Supplicant). The
next table shows how the value of can be selected for the
given prime number. And the private keys are from the set
{2, 3, 4, … p-2}. The public keys can be computed as the
formula given above. This secure key is used to exchange
secure the 4-way handshake between AP and client.
Table 4. 2 Choosing

for calculation

[3] recommended and as we verified this D-H algorithm
gives additional layer for security. This also can help to
improve the WPA2-PSK security and gives an intermediate
solution for the WPA2-PSK problem.
4.2.1 Elliptic Curve (Ec) Diffie-Hellman Key Exchange
We agreed to use mathematical algorithms called Elliptic
curve and Elliptic Diffie-Hellman key exchange. From the
algorisms explained in [33]. Then we agreed to use as an
additional layer for the 4-way handshake of WPA2-PSK.
Elliptic curve means a curve of third degree and its simple
formula of is:
y2 = x3 + ax + b⇨ = √ +
+ ; where
“a” and “b” are constant integers.
Elliptic curve D-H key exchange is adopted from D-H
algorithm in modulo positive prime number p. it has two
phases. In the first phase is the setup of EC and the prime
element (point) P = (x, y); in this stage the sender and the
receiver will agree in EC. In the second phase is
formulating the protocol key agreement based on the D-H
key exchange.
These two algorithms (EC and D-H) together can improve
WPA2-PSK security system on the 4-way handshake key
exchange. As the figure show below: “a” and “b” represent
the private keys in AP and in client sides. Where then a and
b are integers in the {2, 3, 4 … #E-2}; #E≈ + 1 ±

Therefore we can select 2 as since no value is repeated.
Then we can find Y, and K using the formula of Table 4.1.
So we can improve the protocol security by applying this
additional security mechanism to add more challenges for
attacker and secure the handshake.

2

. But their public keys are points in the EC.

If the AP uses this additional D-H algorithm then allowed
user should know the DH-key in addition to SSID and the
password of the Wi-Fi connection. This helps to acquire
secure message exchange between AP and client in the first
session. Using the D-H-key in secure way helps to secure
the rest data which is encrypted by AES from unauthorized
decryption.

Figure 4. 12 The new agreeing policy for WPA2-PSK
As we can see the first layer is an additional challenge for
the adversary for capturing the 4-way handshake. And this
helps to address the weakness on WAP2-PSK. As [4] and
Volume 8, Issue 5, September - October 2019

Figure 4. 13 Key Exchange in ECDH
For the 4-way handshake message m and its cipher text and
c can be sent with ECDH key as follows:
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C = AESeXAB (m) → AESdXAB (C) = m
By using one of the above two algorithms which are in
section 4.2 we can increase WPA2 Security. Since both add
another two layers before the 4-way handshake. As shown
below in the figure.

Figure 4. 14 ECDH policy agreement between AP
and Client
The following Figure 4.15 and 4.16 are the Flowchart of
our proposed Mechanism for Server side and Client side
Process.

Figure 4. 16 Flowchart of Client side Process

5 CONCLUSION
RECOMMENDATIONS

AND

5.1 CONCLUSION

Figure 4.15 Flowchart of Server/AP side Process

Wireless networks are user friendly, fast, and easily spread
throughout the world for in time communication. For those
reasons communications should be safe; but it is suspect
able for secure communication because of its not done by
physical media. There are protocols designed to secure it
though it is still vulnerable. WPA2 is strong protocol as
compared to the previous protocols although it is
vulnerable for some attacks.
WPA2 serves for a long time, so it needs some
enhancement to secure the network and to prevent the
attacker. There are many tools used to crack easily this
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protocol. It is vulnerable to KRACK, brute force attack and
MITM attack. The brute force attack can be applied by
using some tools as we attacked the Wi-Fi in chapter 3.
From our research we proposed a mechanism to improve
the security of WPA2 in conjunction with D-HA / ECDHA.
It would be a challenge for the WLAN attackers. When we
use D-H algorithm or ECDH create a secure channel for the
hand shake and if the attacker wants to crack the 4-way
handshake he/she should know the D-H or ECDH secret
key. These additional layers add challenge for the attacker
and it will secure the communication.
The user should be cautious to secure his/her sensitive data.
No need to be careless and simply rely on protocols. When
advanced algorithms are applied to secure the network, the
attackers also try in advance. And also, be careful to select
the passphrase for their Wi-Fi network. So these
applications and activities help to improve WPA2-PSK.
5.2. RECOMMENDATIONS
WPA2 is crack able through re-run trying of password
guessing by the help of tools. So we recommend the future
security advancement of improving this protocol system by
making algorithm to be used for blocking the connection
after two or three password guessing and more sophisticate
the mathematical functions for the key derivation. and also
we recommend the following for the secure communication
in WPA2-PSK protocol:


MAC Level Security



Hiding SSID for unauthorized users



NOT to use the same password for long
time and take care on selection of
passphrase.



Add additional features on WPA2 like
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